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Eötvös Loránd University, Doctoral School of Informatics
Doctoral Program: Basics and Methodology of Informatics
Head of School: Dr. András Benczúr
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1 Introduction

The C++ Standard Template Library (STL) is the exemplar of generic li-
braries [1]. It is one of the C++ standard libraries. Professional C++
programs cannot miss the usage of the STL because it increases quality,
maintinability, understandability and efficacy of the code [20].

However, the usage of C++ STL does not guarantee bugfree or error-
free code. Contrarily, incorrect application of the library may introduce new
types of problems. Unfortunately, there is still a large number of properties
are tested neither at compilation-time nor at run-time. It is not suprising
that in implementation of C++ programs so many STL-related bugs occured
[5]. The overcome of these problems is in the centre of my researches with
saving the flexibility and efficacy of the STL.

2 C++ Standard Template Library

The C++ Standard Template Library (STL) is the most well-known and
widely used library that is based on the generic programming paradigm.
The STL takes advantage of C++ templates, so it is an extensible, effec-
tive but flexible system. The basic components of the STL are: containers,
algorithms, iterators, functors, adaptors and allocators.

The basic task of the containers (e.g. vector, set, map, etc.) is to locate
the data in the memory, to store them and keeping the memory consistent.
The iterators define the access of elements that are stored in the memory
with a uniform interface. The algorithms are parametrized by the used itera-
tors, thus these are container-independent templates for frequent tasks, such
as searches, sorts, copy or count elements. The iterators guarantee the in-
depence of algorithms and containers. An important component of the STL
is the functor. Functors enable the execution of user-defined code snippets
in an effective way. Functors can be used in various roles: they can define
predicates when searching or counting elements, they can define comparison
for sorting elements and properly searching, they can define operations to
be executed on elements. Allocators have been developed as an abstraction
of memory models. Every standard container offers a template parameter
for the customization of memory allocation. The last template parameter
defines the type of the allocator that has default value but another one can
be given.
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3 Motivation

In my dissertation I show the difficulties that programmers have to overcome
when the STL is in-use. I review the problems that are caused when the STL
is misused. These problems can cause difficult message diagnostics, non-
portable code, wrong results, memory leaks, corrupt or inconsistent data
structures or unnecessary overhead. Some of the present problems can be
overcome by my results, others require further researches.

In the dissertation I overview the problems that related to the algorithms:
misuse of copying algorithms that results in runtime errors, the potential er-
rors of the removing algorithms. I show why the usage of unique algorithm
is counter-intuitive. I investigate the algorithms which have special precon-
ditions that cannot be verified by the compilers. In addition, I examined the
count and find algorithms, and I show environment in which these algo-
rithms do not work correctly.

In the dissertation I show typical errors that related to containers: con-
tainers of auto pointers (COAPs), the cause of vector<bool> specializa-
tion and its counter-standard behaviour. I mention the problems related to
the reallocation of string and vector. Portability issues of the associative
containers are also investigated. I have examined what kind of problems can
be occured due to the lack of virtual destructors.

In the dissertation I review the iterator-related problems: the invalida-
tion and conversion connected ones. I show the problems connected to the
confusion of pointers and iterators as well.

I overview the problems related to the functors and allocators. Besides, I
show some complex error diagnostics. I also investigate header-related issue
that results in portability problems.

4 Objectives

My objective was to help the programmers by detecting the erroneous STL
usage expansively and assist the detection with formal and software tools,
as well. However, an experimental tool, STLlint [4] was available for a long
time, but it did not live up to expectations, so its support was cancelled.
STLlint is based on a modified compiler. It works according to the compile-
time information solely. In contrast, my solutions are based on extension and
modification of the library with usage of standard compliant compilers. I also
prefer the detection of possible problems at compilation time and generate
warnings with the help of C++ templates, but some of my approaches work
at runtime. My objectives are defined in the form of the hereinafter priorities:
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1. Detecting the potential errors of STL misusages at compile time in a
non-intrusive way.

2. Detecting the potential errors of STL misusages at compile time with
the modification of the library.

3. Detecting the potential errors of STL misusages at run-time in a non-
intrusive way and keeping the asymptotic limit of the STL specification
(with minimal overhead).

4. Detecting the potential errors of STL misusages at run-time with the
modification of the library and keeping the asymptotic limit of the STL
specification(with minimal overhead).

5. Detecting the potential errors of STL misusages at run-time in a non-
intrusive way and breaking the asymptotic limit of the STL specification.

6. Detecting the potential errors of STL misusages at run-time with the
modification of the library and breaking the asymptotic limit of the STL
specification.

5 Formal approach of the STL

The specification of the C++ programming language includes the specifi-
cation of STL. However, STL’s specification is informal [14]. This may be
ambiguous and makes the correctness examinations hard.

I have shown two kinds of formal tools that can be used for the specifi-
cation of STL. I have worked out a technique that uses pre- and postcondi-
tions for the specification of STL. This technique is based on the well-known
Hoare’s method. It is utilizable for STL-based programs, libraries and STL
implementations, as well. The other one specification is written in LaCert
language and uses the tools of temporal logic. The main objective of this
approach is generation of STL-based code by the LaCert compiler at the
critical points. I have taken part in the completion of the specification, but
this work belongs to Gergely Dévai.

These specifications can be used for verification of STL-based programs
or libraries and detection of incidental errors. Verification of STL imple-
mentation can be done with these tools, as well. STL-based code can be
generated that formally proven with the integration of LaCert specifications.

1st Thesis. I have developed a tool system that is suitable for formal
specification of generic programs. I have shown its suitability by the formal
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specification of the STL basic components. The definition of library can
be more exact with this method and even in minor cases it can be used in
correctness examinations.

Some important publications that belong to this thesis: [2, 3, 6, 14, 16].

6 Compile-time approaches

Compilers cannot emit warnings when the STL is in-use with potential se-
mantical errors [21]. An important advantage of compile-time solutions that
the runtime of compiled code is unchanged, thus the effectiveness of the STL
remains and the implementation still keeps the specification.

I have developed tools that detect the incorrect usage of STL at compila-
tion time. The compiler emits compilation warning if one of the constructs
likely behaves erroneously during execution. I have developed a method that
is able to generate ”custom” warnings. I do not change the compiler itself,
but I modify the source code of the library.

Believe-me marks are annotations that do not result in runtime activity,
but disable the warnings that I generate. I have developed believe-me marks
to the warnings. Programmers can figure out the correctness of the code
with these annotations.

2nd Thesis. I have developed methods that are able to detect some par-
ticular cases of STL misuses at compilation time. The method is based on
the modification of the library, so my approaches can be used with every
standard-compliant compilers. The methods belong to the erroneous instan-
tiations (2.1), certain algorithms (2.2), adaptable functors (2.3), allocators
(2.4), reverse iterators (2.5) and lazy instantiation (2.6).

Erroneous instantiations [10]
Algorithms [15]

Adaptable functors [8]
Allocators [13]

Reverse iterators [13]
Lazy instantiation [9]

Table 1: Some important publications related to the thesis
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7 Run-time approaches

Unfortunately, at compilation time not all information is available to make
sure if a potential error actually results in a runtime problem. At runtime
we have more pieces of information to answer these questions, give signals
for the users or correct the behavior of the system. In these cases the veri-
fications are evaluated at runtime, thus the execution can slow significantly.
I have developed different methods, components that increase the safety of
the libary usage and work at runtime.

3rd Thesis. I have developed methods that are able to detect or avoid
some particular cases of STL misuses at runtime. The methods belong to the
iterator invalidation (3.1), copy-safe iterators (3.2), erasable iterators (3.3),
precondition of certain algorithms (3.4) and the usage of functors (3.5)

Invalid iterators [12, 18, 19]
Copy-safe iterators [11, 12]
Erasable iterators [11, 12]

Precondition of algorithms [12, 18, 19]
Functors [8, 9]

Table 2: Some important publications related to the thesis
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Eötvös Nominatae, Sectio Computatorica 36 (2012), Selected papers
of 9th Joint Conference on Mathematics and Computer Science MaCS
2012, pp. 341–353.

[14] Pataki, N., Dévai, G.: A Comparative Study of C++ Standard Tem-
plate Library’s Formal Specification, in Conference of PhD Students in
Computer Science, CSCS 2008, Volume of extended abstracts, 2008, p.
48.
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