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I. INTRODUCTION 
 
1. The topicality and purpose of research 
 

In light of the ongoing conflicts in the Middle East and in Africa, the assessment of the 
rules and principles applicable to armed conflicts is topical and relevant. The assessment of the 
respective body of law and compliance therewith is further accentuated by the emergence of novel 
military technologies (autonomous technologies, nanotechnology, combatant enhancement 
technologies, etc.) and the different narratives in the media regarding their deployment often 
depicting them either as lawful and useful or unlawful and evil. 

 
There are numerous ongoing armed conflicts in the world and a perceptible trend of 

militarizing foreign affairs. Hostilities are often extended to those who are not directly involved in 
the fights (civilian population) creating an adverse effect on everyday life. These conflicts become 
more and more complex in respect of applied and deployed technologies. Not only the armed 
conflicts themselves and the used weaponry but also the applicable legal framework became 
multidimensional. There is an intricate and dense web of International Law (including the Law of 
Armed Conflict (LOAC) and International Human Rights Law (IHRL)), national laws, policy, 
ethics, rule of law and moral expectations from the society applicable to armed conflicts which 
demand compliance. Respecting and observing LOAC looks challenging as it is discernible from 
the most recent reports of the International Committee of the Red Cross (ICRC) or the cases of 
international criminal tribunals and national courts. The totality of these factors makes the 
assessment of the ongoing armed conflicts from the International Law (IL) point of view more 
arduous. The impact of technological developments on the transformation of conflicts has captured 
the attention of lawyers and researchers only recently. Cyber assets (including hardware and 
software), remote-controlled drones and non-lethal tactics and techniques are introduced to all 
current armed conflicts irrespective of conflicts’ international or non-international nature. Interest 
and research in the fields of military technology and robotics have also thrusted autonomous 
weapon technologies1 into the limelight.  
 

From the above challenges, I have chosen the subject of lethal Autonomous Weapon 
Systems (AWS) because their development and deployment presents multifaceted (legal, military, 
political and moral) challenges. (The terms robotic weapon and autonomous weapon refer to the 
same feature of the weapon, however, for the purposes of this dissertation, the term autonomous 
weapons systems (AWS) will be used which is the term generally used by legal instruments in the 
field of LOAC, as well as by most scholarly articles on the subject.) My objective is to strip the 
substance from the surrounding misperceptions and misinterpretations and introduce the question 
from a mostly positivist legal point of view with only touching upon ethical questions. Agreeing 
with Bruhács, I find it important to emphasize that those international agreements that play a 
crucial role in the positivist interpretation of international law shall not prejudge their role in 

                                                 
1 Autonomous technologies mainly concern the self-government of complex weapon system, i.e. the degree of 
operating without human involvement in respect of certain functions (e.g. selecting and tracking targets). 
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shaping international relations and does not question the importance of different political 
agreements.2 

 
The contemporaneity of AWS is also underlined by governmental research as well as by 

the initiative of a United Nations (UN) open-ended Group of Governmental Experts (GGE)3 to 
find a common denominator regarding the basic concepts and characteristics of such systems. 
 

The contemporary discussion of autonomous technologies is characterized by a rift 
between consequentialists (or instrumentalists) and deontologists – ‘between technological 
optimism and pessimism.’4 The consequentialist approach is very much result-oriented (whereby 
the pre-established objectives necessitate the matching means and that may include the use of 
autonomous systems) and focusing on the consequences of an action. Deontologists on the other 
hand emphasize the possible breach of the right to dignity and the disregard towards ethical norms. 
As opposed to the consequentialist, they judge the morality of an action based on whether it is 
considered morally right or wrong. Among these contradicting accounts regarding autonomous 
technologies, objective (facts, raw data, and descriptive accounts) and subjective (personal and 
biased) perceptions often become blurred and tangled.  
 

The general purpose of this dissertation is to assess the legality of AWS through a 
positivist view, cleared as much as possible from ethical, moral and political influences – to 
show where the law stands today. One of the animating purposes of LOAC is to protect life and 
therefore, it cannot be fully separated from ethical questions and principles expressing moral 
values. These are interiorized and articulated by the fundamental principles of LOAC. 

 
Although LOAC5 is always lagging behind the accelerating scientific developments, I also 

intend to call the attention to possible solutions that may answer the present legal challenges 
regarding compliance with LOAC. Appreciating the relevance and topicality of this subject, my 
choice to write a dissertation on such weapons was influenced not only by my belief in the 
importance and value of LOAC itself and compliance with it, but also by a genuine interest in what 
research on autonomous technologies (including artificial intelligence) may hold for mankind.  
 

The interdisciplinary and complex nature of the subject matter requires the assessment of 
the relevant legal instruments of three different but closely related regimes (LOAC, IHRL and 
International Criminal Law (ICL)). With regards to IHRL, the scope of examination will be limited 
to the right to life and Part VI of the dissertation will deal with the question of state and individual 
responsibility within ICL and LOAC.  

                                                 
2 János Bruhács, A nemzetközi jog tegnap és ma in: Állam- és Jogtudomány, LIV. évfolyam, 3-4. szám (2013) p 11. 
https://jog.tk.mta.hu/uploads/files/Allam-%20es%20Jogtudomany/2013_3_4/2013-3-4-buhacs.pdf  
3 For more on the work of the GGE, see the UNOG’s (United Nations Office at Geneva) website: 
https://www.unog.ch/80256EE600585943/(httpPages)/7C335E71DFCB29D1C1258243003E8724  
4 Eliav Lieblich, Eyal Benvenisti, The obligation to exercise discretion in warfare: why autonomous weapons systems 
are unlawful in: Autonomous Weapons Systems – Law, Ethics, Policy (Nehal Bhuta, Susanne Beck, Robin Geiß, Hin-
Yan Liu, Claus Kreß eds.) Cambridge University Press, 2016, p 251. 
5 The Law of Armed Conflict (LOAC) is referred to by many as International Humanitarian Law (IHL). The notions 
can be used interchangeably, however, in present dissertation I will use the term LOAC. 

https://jog.tk.mta.hu/uploads/files/Allam-%20es%20Jogtudomany/2013_3_4/2013-3-4-buhacs.pdf
https://www.unog.ch/80256EE600585943/(httpPages)/7C335E71DFCB29D1C1258243003E8724
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It is not only a matter of law, but also a matter of ethics whether weapon systems can be 
empowered by human beings to make operational decisions that would result in civilians’ death. 
This is however only one aspect among the many roles that an AWS can be delegated in life and 
death decisions, which may include not necessarily only the killing itself, but for example data 
processing on which targeting is based, searching for or following targets. Its roles will depend 
directly on the concerning programming but ultimately on the commanders’ decisions which 
should always be subject of scrutiny. I believe among the human rights, adherence to the right to 
life should be thoroughly examined in order to assess whether it may be breached by the 
deployment or use of AWS in times of armed conflict. Although the protection of civilian life is a 
crucial matter of LOAC, it is part of the wider LOAC imperative to consider humanity during the 
conduct of hostilities. 
 

Some may be inclined to think that autonomous weapon development and deployment in 
the theatre of operation is still a rather speculative subject and not mature enough for seriously 
considering their prospective national and international regulation and practical implications. 
However, it is the firm opinion of this writer that the uninterrupted development and growing 
deployment of autonomous arms certainly can give rise to concerns as to their compliance with 
LOAC and IHRL which deserves attention and discussion. Taking into consideration the recent 
accounts of deaths resulting from the use of automated or autonomous weapons,6 examining the 
interaction of the interrelated legal regimes is no longer premature and can be justified by the 
number of lives taken. 
 

More specifically, the dissertation will cover those lethal autonomous weapon systems 
(LAWS) that are capable of and that may be intended to take human life as well as those that can 
be employed against military objects. Appreciating the legal and moral dimensions attached to the 
ability to cause death, I will not cover non-lethal AWS that are designed to cause physical harm 
but not death (even if their use may in certain cases result in death) and those that are applied in a 
merely intelligence, surveillance, and reconnaissance (ISR) role. The focus of the dissertation is 
on kinetic weapon systems that involve the application of physical effects resulting from motion. 
Autonomous cyber systems (e.g. worms or malwares attacking computer-controlled systems) fall 
outside the scope of present assessment. Drones and (the legality of) drone strikes7 are not dealt 
with in the paper either, considering that these are remotely-controlled and not autonomous (self-
directing) systems. Their operators are bound by LOAC as much as pilots on combat sorties are, 

                                                 
6 See for example: https://www.theguardian.com/us-news/2016/jul/01/obama-drones-strikes-civilian-deaths; 
https://www.thesun.co.uk/news/2933555/raf-using-drone-strikes-to-secretly-kill-british-jihadis-planning-terror-
attacks-on-the-uk-from-syria-and-iraq/. 
7 For more on drones see for example Zsuzsanna Csapó, Drónok harca – kérdések kereszttüzében in: Emlékkötet 
Herczegh Géza születésének 85. évfordulójára, A ius in bello fejlődése és mai problémái (Zsuzsanna Csapó ed.), Pécsi 
Tudományegyetem Állam- és Jogtudományi Kar, 2013, pp 39-64; Vivek Sehrawat, Legal Status of Drones Under 
LOAC and International Law in: 5 Penn State Journal of Law & International Affairs 163 (2017) pp 165-206; Michael 
N. Schmitt, Drone Attacks Under the Jus ad Bellum and Jus in Bello: Clearing the 'Fog of Law' in: Yearbook of 
International Humanitarian Law, Forthcoming (2011) pp 1-14, https://ssrn.com/abstract=1801179; Waseem Ahmad 
Qureshi,  The Legality and Conduct of Drone Attacks in: 7 Notre Dame Journal of International & Comparative Law 
2, Article 5 (2017) pp 91-106; Stuart Casey-Maslen, Pandora’s box? Drone strikes under jus ad bellum, jus in bello, 
and international human rights law in: 94 International Review of the Red Cross, No 886 (2012) pp 597-625. 
 

https://www.theguardian.com/us-news/2016/jul/01/obama-drones-strikes-civilian-deaths
https://www.thesun.co.uk/news/2933555/raf-using-drone-strikes-to-secretly-kill-british-jihadis-planning-terror-attacks-on-the-uk-from-syria-and-iraq/
https://www.thesun.co.uk/news/2933555/raf-using-drone-strikes-to-secretly-kill-british-jihadis-planning-terror-attacks-on-the-uk-from-syria-and-iraq/
https://ssrn.com/abstract=1801179
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regardless of how far operators are working from the actual operational area. As we will see later, 
an AWS can be regarded as the totality of a platform (e.g. a tank, warship or aircraft, etc.), different 
sensors detecting and forwarding features of the surrounding environment, a sophisticated 
software reacting according to its programming and the data incoming from the sensors, as well 
as the selected weapons. For the purposes of this dissertation, drones are considered weapon 
platforms, i.e. one possible constituting element of an AWS, and will not be further examined.   
 

Currently, we can observe a trend of states resorting to the increased use of autonomy in 
order to answer threats that are coming from state and non-state actors and provide a more robust 
protection for friendly forces and assets. According to Thurnher, extensive research and 
development of autonomous features and functions are driven by a variety of factors including:8 
 

• creating systems that are less vulnerable to jamming9 and cyber attacks, 

• having an increased range and periods of operations, 

• having fewer humans involved in operations, with tasks delegated to computerized systems, 

• having advanced artificial intelligence (AI) applications enabling systems to independently 
react to complex problems, 

• having higher processing speed corresponding to the increasing pace of combat. 
 

This should be complemented with the argument on the side of the developing states that 
not participating in the development might place them in an adverse situation where the enemy 
forces (including non-state actors) possess better technology and capabilities. 
 
2. Sources and methodology of research 
 

Today we can witness a lively, although not always well-informed debate on the 
deployment of AWS during international armed conflicts (IACs). Its supporters and opponents are 
invoking various arguments regarding their use, but more often than not they tend to pay less 
attention to the analysis of the Law of Attack contained in LOAC (most notably in Protocol I 
additional to the 1949 Geneva Conventions10 (Additional Protocol I11)) and to the assessment of 
NATO documents and national military manuals. As the most influential military alliance of the 
world, the North-Atlantic Treaty Organization (NATO) is committed to fulfil three essential core 
tasks (collective defence, crisis management, and cooperative security12) in order to safeguard its 
                                                 
8 Jeffrey Thurnher, Examining Autonomous Weapon Systems from a Law of Armed Conflict Perspective in: New 
Technologies and the Law of Armed Conflict (H. Nasu and R. McLaughlin eds.), TMS Asser Press, 2014, pp 216-
218. 
9 Electronic jamming is the radiation or reflection of electromagnetic energy in order to disrupt the use of electronic 
devices or systems by the enemy forces. 
10 Convention (I) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the Field. Geneva, 
12 August 1949; Convention (II) for the Amelioration of the Condition of Wounded, Sick and Shipwrecked Members 

of Armed Forces at Sea. Geneva, 12 August 1949; Convention (III) relative to the Treatment of Prisoners of War. 

Geneva, 12 August 1949; Convention (IV) relative to the Protection of Civilian Persons in Time of War. Geneva, 12 
August 1949. 
11 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of 

International Armed Conflicts (Protocol I), 8 June 1977. 
12 NATO Strategic Concept for the Defence and Security of the Members of the North Atlantic Treaty Organization 
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members, and in doing so, it generates a wide range of documents on various subjects including 
targeting.13 This dissertation is informed by the US’s, Australian and European, as well as NATO 
documents, therefore, its conclusions are mostly based on ‘Western’ sources of law and literature, 
leaving outside of its scope the Russian or Chinese manuals and opinions. Apart from LOAC and 
NATO documents, the available national military manuals14 may also be extremely useful sources 
when considering the applicable rules and regulations regarding targeting.15 Regrettably, these 
documents are often missed by authors deliberating on the subject of AWS. These authors tend to 
overlook NATO and national documents, although these are in fact the most important reflections 
on the interpretation of LOAC rules bridging black-letter law and practice. These military manuals 
and different training materials for state armed forces are especially relevant because they can be 
‘considered a part of state practice or evidence of opinio juris’16 and thereby may indicate the 
evolution of customary norms. While it is common to refer to the general principles of attack 
(distinction, proportionality, precautions), their translation into the strategic, operational and 
tactical level of targeting through NATO and national military manuals are rarely quoted and 
referenced.  
 

It is the firm opinion of this author that the subject of AWS can be assessed 
comprehensively only when one appreciates the way these weapon systems fit into – and maybe 
one day even replace parts of – the targeting process (Part IV). Commentary or travaux 

préparatoires to LOAC documents, if any, shall also be carefully read since they may contain 
valuable references as to the direction of negotiations, intent of parties and the different 
interpretations considered during the discussions. These can be considered as expressions of state 
practice. Further valuable sources include LOAC-related books and scholarly articles as well as 
the contribution that the ICRC and different non-governmental organizations (such the Human 
Rights Watch (HRW), Amnesty International, or Article 36) are making through their 
comprehensive reports, accounts, interpretations, and recommendations (as ‘subsidiary means for 
the determination of rules law’ under Article 38 (1) d of the Rome Statute of the International 
Criminal Court).17 
 

                                                 
Adopted by Heads of State and Government at the NATO Summit in Lisbon 19-20 November 2010, pp 6-7. 
https://www.nato.int/nato_static/assets/pdf/pdf_publications/20120214_strategic-concept-2010-eng.pdf  
13 For example NATO Standard AJP-3.9 Allied Joined Doctrine for Joint Targeting, Edition A Version 1, April 2016. 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/628215/20160505
-nato_targeting_ajp_3_9.pdf; NATO Legal Deskbook, Allied Command Operations Planning Directive COPD 
Interim V2.0, ATrainP-2 Training in the Law of Armed Conflict, etc. On the basis of NATO AJP-3.9 Joint Targeting, 
targeting is understood throughout this dissertation as the ‘process of selecting and prioritizing targets and matching 
the appropriate response to them, taking account of operational requirements and capabilities.’ In NATO AJP-3.9 
Joint Targeting (2016) p LEX-7.                                  
14 Whether a national military manual can be considered as evidence of state practice depends on what sort of legal 
status or power it is accorded by the concerned state. A Government can openly regard it as official governmental 
position. 
15 To the best of present author’s knowledge, so far no official military manual or doctrine have been published in 
Hungary regarding targeting and no official position declared on AWS. 
16 Jiří Fuchs, Shot in the Dark: International Law of Attack in Theory and State Practice in: Acta Societatis Martensis 
3 (Heiki Lindpere and René Värk eds.), The Martens Society, 2007, p 32.  
http://www.tyk.ee/admin/upload/files/raamatud/1315816169.pdf 
17 UN General Assembly, Rome Statute of the International Court of Justice, 17 July 1998, ISBN No. 92-9227-227-
6. 

https://www.nato.int/nato_static/assets/pdf/pdf_publications/20120214_strategic-concept-2010-eng.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/628215/20160505-nato_targeting_ajp_3_9.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/628215/20160505-nato_targeting_ajp_3_9.pdf
http://www.tyk.ee/admin/upload/files/raamatud/1315816169.pdf
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It is my intention to introduce only the basic technical terminology regarding AWS that I 
find indispensable to appreciate the nature of AWS and to assess the legality of their deployment. 
This dissertation is informed by and created from an IL and LOAC point of view. The examination 
of autonomy in weapon systems could touch upon different disciplines: ethics, robotics, military 
science, philosophy, and legal studies. Although I readily acknowledge the subject’s 
interdisciplinary nature, this paper is written from a legal point of view, introducing only those 
technicalities that are necessary for the legal appreciation of the subject.  
 

Following the positivist methodology, the dissertation is built on the content of treaty law 
and customary rules, and purposely excludes ethics and natural law as much as possible from its 
material scope. Every convention and treaty was assessed in the spirit of the Vienna Convention 
on the Law of Treaties (VCLT), according to which, treaties shall be interpreted together with 
other ‘relevant rules of international law applicable in the relation between the parties.’ 
Supplementary means of interpretation (travaux préparatoires and the circumstances of the 
document’s conclusion) may be used to confirm or determine the meaning when the interpretation 
according to the general rules leaves it ambiguous or leads to an absurd or unreasonable result.18 I 
have chosen to identify and assess the applicable law and highlight possible legal uncertainties as 
the basic methodological approach which I have complemented with the examination of a possible 
demand for new or amended legislation. This methodology includes the introduction and 
explanation of the competing interpretations and concepts, as well as providing (mostly NATO 
and US) examples to highlight how LOAC conventional rules and customary principles are 
rendered operational by Allied and national documents.  
 

This dissertation intends to analyse LOAC, the available NATO documents, national 
military manuals and other relevant documents (for example reports and guidance prepared by 
non-governmental organizations, which are unquestionably informing the ongoing debate) in order 
to 
 

• assess AWS’ legality under IL,  

• see where and how the choice and employment of AWS can fit into the targeting process, and 

• identify and highlight the existing guarantees in the process that ensure the exclusion of 
unnecessary, disproportional or for any other reason unlawful use of such weapons.  

 
The methodology followed will identify if there are any uncertainties in law, in order to 

decide whether LOAC and NATO documents as well as selected national documents provide 
sufficient protection to avoid the use of unlawful autonomous weapons systems or the unlawful 
use of otherwise lawful AWS or alternatively, whether an AWS-specific regulation might be 
needed in the future. The assessment of the possibility of a future regulation will involve the study 
of the prospect and reality of a ban, too.  
 

                                                 
18 United Nations, Vienna Convention on the Law of Treaties, 23 May 1969, United Nations, Treaty Series, Vol. 1155, 
p 331, Articles 31-32. http://www.refworld.org/docid/3ae6b3a10.html   
 

http://www.refworld.org/docid/3ae6b3a10.html
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The most important purposes of LOAC are to protect those who are not, or no longer 
participating directly in hostilities (e.g. civilians, hors de combat, shipwrecked, Prisoners of War 
(PoW)) and to regulate the conduct of hostilities. This examination will stay within the framework 
of jus in bello,19 i.e. it will focus on how and in what circumstances AWS can be used in the 
conduct of hostilities following the commencement of an armed conflict. Jus in bello (LOAC) is 
to be distinguished from jus ad bellum20 which is the legal framework regulating the right of states 
to use force against other states or non-state actors.21 In jus ad bellum, the conduct and role of 
states in resorting to warfare, i.e. the decision to use force, plays a crucial role, whereas jus in bello 
is characterized by the legal equality of states.22 In jus in bello, LOAC is equally applicable to all 
states involved in an armed conflict without examining their liability or responsibility in the 
commencement of hostilities. Or, as Sulyok formulates it, the international armed conflict is an 
objective category that exists independently of the opinion of the states concerned and the 
declaration of martial law.23 
 

In the last decade, weapon developments have exponentially accelerated24 and entered 
uncharted territories. Deployment or use of AWS is not confined to wartime application (in 
international armed conflicts (IACs25) or in non-international armed conflicts (NIACs26), i.e. in 
                                                 
19 Jus in bello is triggered by the commencement of an armed conflict and it regulates the conduct of parties engaged 
in it. Jus in bello seeks to minimize suffering in armed conflicts by protecting and assisting all victims of armed 
conflict to the greatest extent possible. in: ICRC, What are jus ad bellum and jus in bello? 22 January 2015. 
https://www.icrc.org/en/document/what-are-jus-ad-bellum-and-jus-bello-0  
20 Sulyok notes that the doctrine of just war (comprising of jus ad bellum and jus in bello) became a ’temporal category 
and crystallized as a coherent concept’ during the emergence of the modern state system, following the Treaty of 
Westphalia. In: Gábor Sulyok, The Doctrine of Just War and its Applicability in Contemporary International Law in: 
L’histoire en droit international / History in International Law (ed. Péter Kovács) Bíbor Kiadó, 2004, p 127. 
21 According to Article 2 (4) of the UN Charter, ‘all members shall refrain in their international relations from the 
threat or use of force against the territorial integrity or political independence of any state, or in any other manner 
inconsistent with the purposes of the United Nations.’ 
22 For more on the jus ad bellum – jus in bello dichotomy see Gábor Kajtár, Szükséghelyzet vagy önvédelem? Vitatott 
jogalapok a terrorizmus elleni háborúban in: JOG-ÁLLAM-POLITIKA Vol. 2 (2016) p 70. 
23 Gábor Sulyok, A terrorcselekmény elkövetéséhez használt polgári légijármű lelövésének nemzetközi jogi és 
alkotmányjogi megítélése in: Fundamentum, Vol. 3 (2005) p 36. 
24 For examples see http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/unmanned-systems.html; 
http://www.boeing.com/defense/; http://www.iai.co.il/2013/36694-16153-en/Business_Areas_Land.aspx;  
http://www.baesystems.com/en/what-we-do/future-technologies; 
http://www.northropgrumman.com/performance/#/pillar/autonomous-systems/1;  
25 According to Common Article 2 to the Geneva Conventions of 1949, ’[…] the present Convention shall apply to 
all cases of declared war or of any other armed conflict which may arise between two or more of the High Contracting 

Parties, even if the state of war is not recognized by one of them. The Convention shall also apply to all cases of 
partial or total occupation of the territory of a High Contracting Party, even if the said occupation meets with no armed 
resistance.’ According to the Commentary, ‘any difference arising between two States and leading to the intervention 
of armed forces is an armed conflict within the meaning of Article 2, even if one of the Parties denies the existence of 
a state of war. It makes no difference how long the conflict lasts, or how much slaughter takes place’ Commentary of 
1958, p 32. The International Criminal Tribunal for the former Yugoslavia (ICTY) put forward that armed conflicts 
exist ’whenever there is a resort to armed force between States’. The Prosecutor v. Dusko Tadić, Decision on the 
Defence Motion for Interlocutory Appeal on Jurisdiction, IT-94-1-A, 2 October 1995, para. 70. 
26 Common Article 3 of the Geneva Conventions of 1949 is applicable to ‘armed conflicts not of an international 

character occurring in the territory of one of the High Contracting Parties.’ Hostilities may break out between the 
armed forces of a state and non-governmental armed groups or between such armed groups only. Additional Protocol 
II is applicable to armed conflicts ‘which take place in the territory of a High Contracting Party between its armed 
forces and dissident armed forces or other organized armed groups which, under responsible command, exercise such 
control over a part of its territory as to enable them to carry out sustained and concerted military operations and to 
 

https://www.icrc.org/en/document/what-are-jus-ad-bellum-and-jus-bello-0
http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/unmanned-systems.html
http://www.boeing.com/defense/
http://www.iai.co.il/2013/36694-16153-en/Business_Areas_Land.aspx
http://www.baesystems.com/en/what-we-do/future-technologies
http://www.northropgrumman.com/performance/#/pillar/autonomous-systems/1
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the context of jus in bello). Notwithstanding a few references to NIAC and NIAC case law 
involving LOAC violation for analogy, present dissertation assesses the legality and use of AWS 
only in case of IACs believing that the examination of the subject in NIAC would overstretch the 
framework of present paper and deserves to be subject of a different dissertation in its own right.  
(The IAC-NIAC differentiation is significant, because the applicable law will depend on the nature 
of the conflict; however as Blank notes, over the past few decades ‘the law applicable in 
international armed conflict and that applicable in non-international armed conflict has continued 
to merge, until in many aspects of the law, the legal obligations and principles are nearly 
identical.’27 Dinstein is on a different opinion in this regard, based on three insurmountable 
obstacles: the lack of PoW status in NIACs, the law of neutrality does not apply to NIACs, and 
the body of law relating to belligerent occupation is also out of tune with NIACs.28) Apart from 
armed conflicts, the employment of AWS in peacetime law enforcement, as well as in individual 
self-defence in cases of unlawful attack against that person29 is also gaining momentum. 
 

From the legal point of view, the subject of this writing is limited to the examination of 
those norms of LOAC that regulate the conduct of hostilities. LAWS may have serious 
implications regarding several human rights (e.g. right to life, right to human dignity, right to 
security, right to respect for family life, freedom of expression or freedom of assembly), but this 
writing will touch upon only the right to life, and other conducts, mostly outside the battlefield 
context, e.g. right to dignity, detention, interrogation or belligerent occupation are not going to be 
covered. Since this paper is examining the subject of AWS from a LOAC approach, responsibility 
for human rights breaches will not be studied, the dissertation focuses solely on the responsibility 
resulting from LOAC violations (in Chapter VI). 
 
 

                                                 
implement this Protocol’ providing a more restrictive notion of NIAC (Article 1 (1) of Protocol Additional to the 

Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of Non-International Armed 

Conflicts (Protocol II), 8 June 1977. To resolve this contradiction, the ICTY case law confirmed in The Prosecutor v. 

Dusko Tadić (Decision on the Defence Motion for Interlocutory Appeal on Jurisdiction, IT-94-1-A, 2 October 1995, 
para.70) that a NIAC exists ‘whenever there is […] protracted armed violence between governmental authorities and 

organised armed groups or between such groups within a State’ thereby accepting the common Article 3 definition 
as opposed to the more restricted view. According to Hoffmann, the customary nature of the Tadić definition is 
reinforced by also being included in Article 8 (2) (f) of the Rome Statute. In: Tamás Hoffmann, An Eternal Promise? 
– Three Sketches on the Universality of International Humanitarian Law in Traum von Frieden – Utopie oder Realität? 
(Enikő Dácz, Cristina Griessler and Kovács Henriett eds.) Nomos Verlag, 2015, pp 252-253. 
https://ssrn.com/abstract=2786929  
27 Laurie R. Blank, Extending Positive Identification from Persons to Places: Terrorism, Armed Conflict, and the 
Identification of Military Objectives in Utah Law Review 1227 (2013) pp 1231-32. 
28 ‘Notwithstanding the increasing resemblance between the norms of the jus in bello applicable in LACs and in 
NIACs, it is unlikely that there will ever be a total merger of the law in the two discrete categories of armed conflicts.’ 
in Yoram Dinstein, Concluding Remarks on Non-international Armed Conflict in: 88 International Legal Studies 395 
(2012) pp 407-408. 
29 Notwithstanding the present technological and legal limitation on employing autonomous or robotic arms for self-
defense purposes, the US Supreme Court has set a crucial limitation with a reference to ’common use’ in Heller 

(District of Columbia v. Heller, 554 U.S. 570 (2008)) requiring not just an accurate definition of feasible robotic 
weapons, but a method to be worked out to ‘measure’ common use once the acceptable robotic weapons hit the 
markets. Right now, the protection accorded to commonly used weapons by Miller (United States v. Miller 307 U. S. 
(1939)) and Heller does not cover non-military autonomous because they are not in common use, i.e. the right to bear 
arms as afforded by the Second Amendment does not extend to a right to bear robotic arms. 

https://ssrn.com/abstract=2786929
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3. The structure of dissertation 
 

This research investigates the lawfulness of autonomous weapon systems. Following Part 
II of the dissertation that deals with how autonomy and the concept of AWS can be defined, this 
general inquiry can be divided into four underlying issues:  
 

• legality of the use of AWS under the Law of Attack (Part III),  

• LOAC principles operationalized – the targeting process (Part IV),  

• the relationship of the right to life under the IHRL and LOAC (Part V),   

• state and individual responsibility (Part VI). 
 

In Part III, I examine whether autonomy in weapon systems can make the respective 
systems unlawful due to non-compliance with LOAC. The fashion and circumstances of the 
intended use of AWS are assessed under the Law of Attack and on the basis of being part of the 
targeting process. In this part, I will introduce the principles of the Law of Attack: military 
necessity, distinction, proportionality, precaution, and humanity. Since I will introduce many 
concepts of LOAC that need to be understood for studying AWS, this is the core and also the 
longest part of the dissertation. 
 

I believe it should be questioned whether the principle of military necessity is tangible 
enough for AWS to be able to comply with. It may be more adequate to view military necessity as 
a distinct principle and consider it rather a ‘meta-principle’ with general applicability that 
permeates the entirety of LOAC instead of regarding it as principle with concrete substance 
guiding the manner of the conduct of hostilities. The lawful use of autonomous technology on the 
battlefield under the principle of military necessity can be decided in light of the anticipated 
military advantage, which is a concept central to both the principle of distinction and 
proportionality. I will continue with the assessment of the principle of humanity. Although many 
study it as the balancing counterpart of military necessity, my study will focus specifically on the 
famous Martens Clause (enabling to interpret LOAC norms and mechanisms in the context of 
other norms of IL) and on such inherent characteristics of weapons that would prevent compliance 
with those rules of LOAC that prohibit inter alia the deployment of weapons causing superfluous 
injury or unnecessary suffering, the use of uncontrollable means and effects or weapons without 
the capability to discriminate between civilian and military objects. 

 
In this part I will also introduce Article 36 of Additional Protocol I requiring states to 

determine whether the employment of any new weapon would be prohibited by LOAC or other 
rules or IL. I will assess how such determination can be carried out in practice by establishing 
processes and mechanisms of the review. 

 
Applying the principle of distinction to AWS, the central question will be whether the 

way AWS are used against military objectives in light of the prevailing circumstances may be 
considered lawful under LOAC, i.e. whether an AWS can effectively distinguish between military 
objectives from protected objects and persons. This involves the examination of a further question, 
namely what factors will influence the AWS’s ability to effectively and reliably distinguish 
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between such objects and persons. In order to answer these question the author will examine both 
internal and external factors. Internal in this regard denotes qualities intrinsically linked to the 
AWS, for example the sophistication of its sensors and control system (algorithms written) or the 
length of the AWS’s deployment. External factors or circumstances that exist independently from 
the AWS, for example the operational environment or the nature of the military objective may also 
play a crucial role in assessing compliance.  
 

Part III will also examine the principle of proportionality, the most important purpose of 
which is to protect civilians from excessive injuries and damages. The term ‘excessive’ is of crucial 
importance here, as it indicates that there will always be certain risk of unintentional injury and 
death and collateral damage in civilian objects, but civilian injury and collateral damage can only 
be regarded as a violation of LOAC if it becomes excessive. In this part, I will introduce the 
underlying concepts of the principle: collateral damage, injury, death as well as concrete military 
advantage. Proportionality requires the result of the collateral damage estimation to be assessed 
against the military advantage anticipated from the attack in the overall tactical context. Therefore, 
I also consider the essence of military advantage in light of autonomous capabilities i.e. evaluating 
whether the military advantage assessment (as part of the proportionality assessment) can be 
carried out by an autonomous weapon system. 
 

The fourth principle of the Law of Attack that I will study in Part III is that of precautions. 
The principle basically requires those who plan, decide and execute an attack to take constant care 
to avoid or at least minimize the risk of collateral damage. This will include inter alia to select a 
weapon or weapon system and a military objective that involves the least risk for collateral 
damage, verifying that the selected targets are military objectives, or to cancel/suspend the attack 
in case of unlawful (civilian) targets and the breach of proportionality.  
 

Part IV of the dissertation intends to explore how the above LOAC principles are 
‘operationalized’ in practice during the targeting process and the different methods of targeting. 
The relevance and importance of the targeting process is generally understated in today’s AWS 
literature which centers on human control over autonomous systems and alleged human rights 
violations. I believe that it is pivotal to understand how the targeting process translates the above 
principles into the language of operations, otherwise we remain only on the theoretical level and 
see only part of the picture.  
 

In Part V, I would like to give a short overview of the relationship between IHRL and 
LOAC. As mentioned, many human rights can be breached during the conduct of hostilities, but I 
have chosen to analyze only the right to life and how this generally peace time concept will 
‘behave’ during armed conflict when AWS are employed in the theatre of operation. In this regard 
I will assess whether the breach of the right to life exists and how it is protected by LOAC. My 
choice to assess only the right to life is supported by one of the central questions of the subject, 
namely, the delegation of operational decisions to machines with the possible consequence of the 
breach of this particular right (unlawfully killing civilians).  
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In Part VI, I will introduce state and individual responsibility and consider how 
assigning responsibility for LOAC violations may be influenced by fielding AWS. In this regard, 
I will place the emphasis onto the direct and indirect responsibility of the military commander and 
operator as I believe that going further back on the responsibility chain (to the programmer, 
developer, etc.) would lead to the distortion of the underlying principle of assigning responsibility 
for possible breaches of LOAC. 
 

To sum up the results of the study of AWS, in Part VII, I will assess whether the existing 
body of LOAC is adequate to deal with the challenges posed by AWS or a ban or other restriction 
is needed to ensure compliance and introduce my conclusions. Apart from making 
recommendations with regards to the use of AWS to ensure LOAC is observed and respected, I 
will also shortly review what developments (a new international instrument dealing with the 
subject, national policies or regulatory processes) can be expected in the future with regards to 
AWS. 
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II. AUTONOMOUS WEAPON SYSTEMS 
 

‘I, on the other hand, am a finished product. I 
absorb electrical energy directly and utilize it with 

an almost one hundred percent efficiency. I am 

composed of strong metal, am continuously 

conscious, and can stand extremes of environment 

easily. These are facts which, with the self-evident 

proposition that no being can create another being 

superior to itself, smashes your silly hypothesis to 

nothing.’30 

 

1. A short introduction to weapon systems 
 

LOAC, as part of international law, is a flexible, contextual, and intrinsically human 
decision-based regime. This dissertation intends to examine AWS and autonomy through the prism 
of LOAC and determine if AWS, as a novel technology, can be used in compliance with the 
principles and rules of LOAC. It is also subject of the assessment whether resorting to AWS would 
limit or at least make the concerning LOAC rules rigid. A human being can interpret the rules in 
light of a particular situation and therefore, no two assessment will be the same, however, this 
flexibility may be lost when decisions are made by algorithms.  
 

Technically, weapons and weapon systems significantly differ, but for this study, my basic 
premise is to regard AWS in the legal sense as weapons (means of warfare) under LOAC. As 
a tangible, inanimate object, AWS lack legal personality, i.e. weapon systems cannot be regarded 
as addressees of obligations under LOAC. AWS are not human, they cannot be considered as 
combatants, units or forces (comprising of persons), and, apart from certain exceptions, they 
cannot be regarded as methods of warfare either, since methods cover certain manners of how to 
use means of warfare. There have been suggestions in the EU (by the European Parliament’s call 
addressed to the Commission) to consider the implications of possible legal solutions including 
‘creating a specific legal status for robots in the long run so that at least the most sophisticated 
autonomous robots could be established as having the status of electronic persons responsible for 
making good any damage they may cause, and possibly applying electronic personality to cases 
where robots make autonomous decisions or otherwise interact with third parties independently.’31 
In the European Commission future strategy to address AI, the capacity of AI to bear rights and 
duties was not mentioned.32 Although the proposal concerned Civil Law and not LOAC, it can 

                                                 
30 Isaac Asimov, Reason (1941) in: Science Fiction: A Historical Anthology (Eric S. Rabkin ed.) Oxford University 
Press, 1983, p 324. 
31 Civil Law Rules on Robotics, P8_TA(2017)0051, European Parliament resolution of 16 February 2017 with 
recommendations for the Commission on Civil Law Rules on Robotics (2015/2103(INL)). 
32 For more on this subject see generally Thomas Burri, The EU is right to refuse legal personality for Artificial 
Intelligence, 31 May 2018. https://www.euractiv.com/section/digital/opinion/the-eu-is-right-to-refuse-legal-
personality-for-artificial-intelligence/; Agnieszka Kraińska, Legal personality and artificial intelligence, 2 July 2018 
https://newtech.law/en/legal-personality-and-artificial-intelligence/; Paulius Čerka, Jurgita Grigienė, Gintarė 
Sirbikytė, Is it possible to grant legal personality to artificial intelligence software systems? in: 33 Computer Law & 
 

https://www.euractiv.com/section/digital/opinion/the-eu-is-right-to-refuse-legal-personality-for-artificial-intelligence/
https://www.euractiv.com/section/digital/opinion/the-eu-is-right-to-refuse-legal-personality-for-artificial-intelligence/
https://newtech.law/en/legal-personality-and-artificial-intelligence/
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easily be regarded as an attempt to bring closer the legal nature of human and machine. This 
dissertation however is written from an IL point of view, and I believe, the present body of LOAC 
does not support legal personality. If legal personality is to be established in the future for artificial 
intelligence (applied by AWS), it may derive from the human rights regime and not from jus in 

bello as seen from the above European Parliament proposal. 
 

The purpose of this chapter is to introduce the concepts and different classifications of 
AWS used by non-governmental organizations (NGOs) and states (e.g. the United States or the 
United Kingdom). In order to understand what capabilities, opportunities, advantages and risks 
AWS may represent, as well as the related legal issues, we have to look at the underlying concept 
of autonomy as the most distinctive feature of AWS, distinguishing them from any other 
(traditional) type of weapons. An AWS can be defined from various perspectives; one can assess 
its objective technical characteristics, its relationship with humans (based on a human-machine 
interface enabling their ‘interaction’) as well as its level or degree of autonomy. The outcome of 
any legal analysis will boil down to how we define AWS according to these angles. First, let me 
separate the notion of weapon from that of a weapon system.  
 

A weapon is generally an object (firearm, missile, bomb, etc.) that is used for fighting or 
attacking someone,33 something that is designed to and is eventually capable of killing another 
human being or causing considerable damage to objects. Boothby suggests that a weapon should 
be defined as an ‘object, system or other capability that is used, intended or designed in order to 
cause injury or damage to an adverse party to an armed conflict.’34 His interpretation indicates the 
use of not only tangible objects (such as a rifle) and cyber capabilities, but also complex systems 
consisting of much more than an actual weapon. A further question in this regard is whether 
weapons include non-kinetic weapons as well, for example cyber, biological or chemical weapons, 
and whether weapons must have a physical effect or not. (General practice indicates that they shall 
have some physical effects.) I believe that for any assessment under LOAC weapons should be 
defined in the broadest sense. 
 

Generally, weapon systems consist of a certain weapon and the ‘items associated with its 
employment.’35 Although numerous articles have been written on the subject of AWS, not many 
writers explain what elements or components an AWS comprises. Scharre and Boulanin are among 
the notable exceptions. Scharre defines AWS as a system consisting of a ‘sensor to search for and 
detect enemy targets, a decision-making element that decides whether to engage the target, and a 
munition (or other effector, such as laser) that engages the target.’36 Boulanin serves with a 

                                                 
Security Review 5 (2017) pp 685-699; S. M. Solaiman, Legal personality of robots, corporations, idols and 
chimpanzees: a quest for legitimacy in: 25 Artificial Intelligence and Law 2 (2017) pp 155-179. 
33 Oxford Learner’s Dictionary https://www.oxfordlearnersdictionaries.com/definition/english/weapon  
34 William Boothby, The regulation of weapons under IHL in: Weapons and the International Rule of Law, 
International Institute of Humanitarian Law, 39th Round Table on Current Issues of International Humanitarian Law 
Sanremo, 8th-10th September 2016 (Baldwin De Vidts, Gian Luca Berut eds.) Franco Angeli, 2017, p 37. 
www.iihl.org/wp-content/uploads/2017/08/Weapons-and-international-rule-of-law_Sanremo-Round-Table-2016-
3.pdf  
35 Michael N. Schmitt, Jeffrey S. Thurnher, “Out of the Loop”: Autonomous Weapon Systems and the Law of Armed 
Conflict in: 4 Harvard National Security Journal 231 (2013), p 234. 
36 Paul Scharre, Army of None, W. W. Norton & Company, 2018, p 43. 

https://www.oxfordlearnersdictionaries.com/definition/english/weapon
http://www.iihl.org/wp-content/uploads/2017/08/Weapons-and-international-rule-of-law_Sanremo-Round-Table-2016-3.pdf
http://www.iihl.org/wp-content/uploads/2017/08/Weapons-and-international-rule-of-law_Sanremo-Round-Table-2016-3.pdf
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somewhat more technical description. In his reading, the autonomous features of a weapon system 
are enabled by the following technologies: 
 

• sensors allowing the system to gather data about the surroundings (enabling the system to 
receive data relevant to its tasks) 

• a set of computer hardware and software allowing the system to interpret data gathered from 
the sensor and transform it into plans and actions, i.e. transforming data to valuable information 
for information analysis and processing (the three most important components are computer 
chips, sensing software and control software, together forming the ‘brain’ of the system) 

• communication technology and human–machine interface permitting the system to interact 
with other agents (including both machines and humans) 

• ‘actuators and end-effectors’ allowing the system to execute the necessary actions.37 
 

Based on the above definitions, we can conclude that from the practical point of view, 
weapon systems are a combination of weapon(s) and the related computer technology, platform 
and the personnel necessary for its operation: 

 
Sensors 
Sensors are devices that can react to light, heat, or pressure, etc. in order to make a machine 
do something or show something.38 Deployment of an AWS is largely dependent on the 
sophistication and sensitivity of its sensors and on how much these capabilities fit the 
operating environment and objectives. The most important function of AWS sensors are to 
detect threats (e.g. weapons or incoming missiles), targets (human or an object) and other 
objects covering a broad spectrum. In case of a moving object, its estimated movement, 
predicted speed and direction is also important and in certain cases counting the objects 
can also play a role. Visual signals (images) often need processing (cleaning and preparing 
them for display and further processing or extracting information from the signal) in order 
to improve quality and convert the image into the necessary format. As a result, objects can 
be identified and operators can work with the outcome of the process (information). 39 

 
Software 
Software cover the different control systems (programs) and applications running on a 
computer. The control system lies at the very heart of AWS as the precondition to 
autonomous capabilities of the weapon system (e.g. navigation, movement obstacle 
avoidance, mapping the environment, identifying, selecting and tracking targets, engaging 
targets). The control system consists of different software which are connected to the 
sensors and the weapons selected and attached to the platform. As McFarland explains, 

                                                 
37 Vincent Boulanin, Mapping the Innovation Ecosystem Driving the Advance of Autonomy in Weapon Systems, 
SIPRI Working Paper, December 2016, p 7. https://www.sipri.org/sites/default/files/Mapping-innovation-ecosystem-
driving-autonomy-in-weapon-systems.pdf   
38 Oxford Learner’s Dictionary https://www.oxfordlearnersdictionaries.com/definition/english/sensor?q=sensor  
39 Alex Owen-Hill, Robot Vision vs Computer Vision: What's the Difference? in: ROBOTIQ, 7 July 2016. 
https://blog.robotiq.com/robot-vision-vs-computer-vision-whats-the-difference  
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‘these control systems receive information from sensors, the environment, human operators 
and possibly other autonomous systems; process that information; and issue instructions to 
the controlled weapons.’40 The control system shall be able to communicate (on a secure 
channel) not only with the operator and command and control (C2) but also with other 
AWS and the enemy, if necessary.  

 
Platform 
With regards to AWS, platform means the structure containing the elements of the system 
which can be either a single platform (such as an aircraft41 or a drone) or it can consists of 
multiple physical platforms (such as a maritime patrol aircraft connected to a nearby 
friendly ship42). 
 
Weapon 
Any type of weaponry mounted on an AWS platform serves but two objectives: defending 
the AWS and friendly forces and attacking objects identified as enemy. The weapons 
connected to the control system and attached to the platform can be lethal ones (guns or 
missiles) or non-lethal ones (able to disable individuals and separate them from their 
weapons).  

 
2. The meaning of autonomy 
 

Following this short introduction to weapon systems, let us turn now to autonomy, the 
characteristic that sparked heated debate among military and legal experts as well as ethicists and 
roboticists. Autonomy is probably the most distinct feature of the control system of an AWS. As 
Scharre puts it, it is the ‘cognitive engine that powers robots.’43 With regards to AWS, the main 
question is not whether to have autonomy or not. Rather, the sophistication of the related 
computer technology (sensing software and control system) will determine and limit the 

degree of autonomy. Concerning the degree or level of autonomy, we have to distinguish between 
(1) automatic, (2) automated, and (3) autonomous systems with the latter representing the highest 
level of autonomy along the scale.  
 

                                                 
40 Tim McFarland, Autonomous weapons and human control in: Humanitarian Law and Policy, Autonomous Weapons 
Series, 18 July 2018. http://blogs.icrc.org/law-and-policy/2018/07/18/autonomous-weapons-and-human-control/ 
41 The Manual on International Law Applicable to Air and Missile Warfare (AMW Manual) of 15 May 2009 has been 
elaborated by an international group of expert under the egis of HPCR (Program on Humanitarian Policy and Conflict 
Research at Harvard University) which provides the most up-to-date restatement of existing international law 
applicable to air and missile warfare. According to Rule 1 (d) of the AMW Manual, ‘“aircraft ” means any vehicle - 
whether manned or unmanned - that can derive support in the atmosphere from the reactions of the air (other than the 
reactions of the air against the earth’s surface), including vehicles with either fixed or rotary wings.’ 
https://reliefweb.int/sites/reliefweb.int/files/resources/8B2E79FC145BFB3D492576E00021ED34-HPCR-
may2009.pdf  
42 Scharre, Army of None (2018) p 43. 
43 Scharre, Army of None (2018) p 15. 
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Automatic systems and functions ‘are of the stimulus-response type’44 which do not 
possess the ability to respond and adapt to a dynamic environment. In these systems, the output is 
directly dependent and linked to their sensory inputs (e.g. in case of anti-personnel landmines). 
Their inability to respond discriminately to environmental inputs is ‘the reason that they have been 
subjected to significant scrutiny under international law.’45 The automatic systems’ response to 
sensory input is mechanical that happens through ‘predefined procedures’ where the responses 
‘cannot accommodate uncertainties in the operating environment.’46 In short, automatic systems 
are designed to sense one or few factors and act in a particular way. 
 

Compared to automatic ones, automated systems are capable of sensing more factors 
(inputs from one or more sensors) and act accordingly. In an automated system, the computer 
‘reasons by a clear if-then-else, rule-based structure, and does so deterministically, meaning that 
for a specific input the system output will always be the same.’47 Automated mechanisms possess 
a ‘greater degree of contingency’ regarding the system’s response to environmental inputs and use 
‘rule-based algorithms […] to determine appropriate behaviour based on environmental inputs 
acquired after activation.’48 Automated systems can work with more complex sensory inputs than 
automatic systems, but their response is still predictable. They are programmed to ‘logically follow 
a pre-defined set of rules’49 to provide a definite outcome. Basically, automated systems can 
execute pre-programmed commands in a predictable way and are unable to react to unanticipated 
changes in the environment (e.g. anti-ship missile defence systems operating according to their 
programming, ‘in a narrowly defined area of operation (for example, 5 nautical miles around the 
defending ship) and time frame.)’50 
 

Looking at autonomous systems, we will find a lot more sophisticated decision-making 
process where autonomous systems (including AWS) can perform certain functions without 
human intervention, although there is no clear-cut difference between automated and autonomous 
systems. Compared to the already introduced automatic and automated systems, an 
autonomous one is using probabilistic reasoning, i.e. based on the data collected by the 

                                                 
44 Gary Schaub, Jr. Jens Wenzel Kristoffersen, In, On, or Out of the Loop? Denmark and Autonomous Weapon 
Systems, Centre for Military Studies, University of Copenhagen, February 2017, p 8. 
 https://cms.polsci.ku.dk/publikationer/in-on-or-out-of-the-loop/In_On_or_Out_of_the_Loop.pdf  
45 Schaub, In, On, or Out of the Loop? (2017) p 8. 
46 Vincent Boulanin, Mapping the Development of Autonomy in Weapon Systems, A primer on autonomy, SIPRI 
Working Paper, December 2016, pp 3-5. 
https://www.sipri.org/sites/default/files/Mapping-development-autonomy-in-weapon-systems.pdf  
47 M. L. Cummings, Artificial Intelligence and the Future of Warfare, Research Paper, International Security 
Department and US and the Americas Programme, January 2017, p 3. 
 https://www.chathamhouse.org/sites/files/chathamhouse/publications/research/2017-01-26-artificial-intelligence-
future-warfare-cummings-final.pdf  
48 Schaub, In, On, or Out of the Loop? (2017) p 8.  
49 Andrew Williams, Defining Autonomy in Systems: Challenges and Solution’ in: Autonomous Systems: Issues for 
Defence Policymakers (Andrew P. Williams and Paul D. Scharre eds.) Norfolk: Capability Engineering and 
Innovation Division, Headquarters Supreme Allied Commander Transformation, 2014, p 32. 
http://www.act.nato.int/images/stories/media/capdev/capdev_02.pdf  
50 Robin Geiß, The International-Law Dimension of Autonomous Weapons Systems, Friedrich Ebert Stiftung Study, 
October 2015, p 6. http://library.fes.de/pdf-files/id/ipa/11673.pdf  
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sensors, it makes guesses about the best possible courses of action.51 Autonomy embodies 
distinct dimensions: the tasks a machine is performing, the human-machine relationship, and the 
sophistication of the autonomous system’s decision-making when performing the tasks.52 
Autonomy can be defined as the capability of an AWS to perform a task without human 
intervention, according to its programming. What separates an AWS from automatic and 
automated systems is its capability to decide a course of action, ‘from a number of alternatives, 
without depending on human oversight and control, although these may still be present.’53 
 

In Boulanin’s system, autonomy in the physical system is described as the integration of 
three fundamental capabilities: sense, decide, and act,54 where (1) sense refers to the sensors that 
collect data and a sensing software fusing and interpreting the data; (2) decide denotes the decision-
making process (using the data processed by the sensing software as input) ensured by the control 
system; and (3) act signifies the ‘translation’ of decisions made by the control system into actions 
exerted in the real world through either computational (software program) or physical means: ‘end-
effectors’ and ‘actuators’ which are basically physical devices that assert physical force on the 
environment: wheels, legs, wings, weapons. Autonomous systems can be classified according to 
the point where humans ‘take over’ decision-making:  
 
(a) where a human (commander, operator or combatant) decides, i.e. makes the decision regarding 
the course of action, a system may be called semi-autonomous,  
(b) where the human can intervene regarding the actions taken, the system may be called 
supervised autonomous and  
(c) where humans play no role at all in the sense-decide-act triangle, the system is regarded as 
fully autonomous.  
 

A slightly different system is often referred to as the so-called OODA loop, which stands 
for observe, orient, decide, and act. As Scharre recaps it, ‘a weapon system consists of the 
components necessary to complete an entire combat OODA loop: searching for [observe] and 
detecting [orient] enemy targets, deciding whether to engage them [decide], and engaging the 
targets [act].’55 The ‘loop’ refers to human involvement in the entire OODA circle: ‘in-the-loop’ 
a person is fed (target-specific and contextual) data from the AWS or from other sources and the 
data so collected is capable of informing a decision which determines whether a mission can 
proceed or shall be cancelled.56 ‘Out-of-the-loop’ has the connotation of ‘not having knowledge 
of or involvement in something,’57 i.e. humans are staying out of the observe-orient-decide-act 
circle. With regards to the OODA loop, Galdorisi calls the attention to the possibility that more 

                                                 
51 Cummings, Artificial Intelligence (2017) p 3.  
52 Scharre, Army of None (2018) p 27. 
53 Boulanin, Mapping the Development of Autonomy (2016) pp 3-5.  
54 Boulanin, Mapping the Development of Autonomy (2016) pp 11-14.  
55 Scharre, Army of None (2018) p 43. 
56 William H. Boothby, The Law of Attack, Oxford University Press, 2012, p 283. 
57 Ludovica Glorioso, Legal and Ethical Aspects of Cyberspace Operations and the use of the new military 
technologies in: NATO Legal Gazette, Articles on NATO Current Challenges, Issue 37, October 2016, p 10. 
http://www.ismllw.org/NATO%20LEGAL%20GAZETTE/Legal%20GazetteIssueNo%2037.pdf  
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autonomous capability ‘enables unmanned systems to achieve enhanced speed in decision-making 
and allows friendly forces to act within an adversary’s OODA (observe, orient, decide, and act) 
loop […] applied to fighter tactics.’58 This, however may be a double-edged sword as it may 
potentially lead to enemy forces infiltrating and operating inside our OODA loops, too. 
 

Whether thinking in the sense-decide-act circle or in the OODA loop, this self-governance 
(‘capability for unsupervised operation’59) only applies to those functions that have been chosen 
by humans. These functions can be categorized as critical (including the capability to search for, 
select, detect, identify, track, engage, damage, destroy or neutralize the targeted military objective) 
or non-critical (including the capability to take-off, land, refuel, navigate).60  
 

According to Boulanin, autonomy can be attached to a variety of functions in weapon 
systems that can be sorted into five generic task area: 61   
 

• mobility (directing own motion, take-off, landing, obstacle avoidance, return), 

• health management (power management, fault detection, self-repair), 

• interoperability (collaboration with other machines and humans, e.g. swarming), 

• battlefield intelligence (finding and analyzing data of tactical and strategic relevance), and 

• use of force (searching for, detecting, identifying, tracking, prioritizing and attacking).62 
 
3. The classification of autonomous weapon systems 
 

After this short overview of weapon systems and autonomy generally, I will introduce the 
most important definitions of AWS that are used in official documents (national documents) and 
academic writings. To date, there is no universally accepted classification for autonomous weapon 
systems and the scholarly community may not be the one to blame for it as national positions may 
differ as to what systems to regard AWS. This difference promotes the creation of a vague 
definition that would be better suited to serve as a common denominator. Different definitions are 
used by national military manuals, by NGOs and scholarly articles. AWS can be classified using 
three broad categories of definition:63 
 

                                                 
58 George Galdorisi, Keeping Humans in the Loop in: Proceedings Magazine, U.S. Naval Institute, February 2015, 
Vol. 141/2/1,344. https://www.usni.org/magazines/proceedings/2015/february/keeping-humans-loop 
59 Merel A. C. Ekelhof, Complications of a Common Language: Why it is so Hard to Talk about Autonomous Weapons 
in: 22 Journal of Conflict & Security Law, No. 2 (2017), p 323. 
60 According to Ekelhof, there is an ongoing debate regarding critical functions ‘that determine which target will be 
selected and the actual attack function that result in the use of force.’ in: Ekelhof, Complications of a Common 
Language (2017), p 313. 
61 Boulanin, Mapping the Development of Autonomy (2016) pp 7-8.  
62 According to Boulanin, autonomy in the use of force is the most relevant in case of: 
1. missile and rocket defence systems 
2. active vehicle protection weapons  
3. anti-personnel sentry weapons  
4. smart sensor-fused munitions, guided missiles and loitering munitions 
5. encapsulated torpedoes and mines. In: Boulanin, Mapping the Development of Autonomy (2016) pp 8-9. 
63 Boulanin, Mapping the Development of Autonomy (2016) p 38.  
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• definitions building on the human-machine command-and-control relationship 

• definitions based on capability parameters 

• definitions structured along the nature of tasks that the systems perform autonomously. 
  
The ICRC convened an international expert meeting on Autonomous Weapon Systems in 

March 201464 that brought together government experts including roboticists, jurists and ethicists 
from more than 20 states as well as representatives from the UN and non-governmental 
organizations. Providing further clarification regarding the definition of AWS, the report of the 
meeting uses a clear language regarding the distinction between automatic and autonomous 
systems explaining that automatic systems ‘operate with pre-programmed instructions to carry out 
a specific task’, whereas autonomous systems ‘act dynamically to decide if, when, and how to 
carry out a task’; the first is acting on ‘deterministic (rule-based) instructions’ whereas the latter is 
acting on ‘stochastic (probability-based) reasoning’.65 As a result of the discussion, the ICRC came 
up with a notion, according to which AWS can be defined as ‘any weapon system with autonomy 
in its critical functions. That is, a weapon system that can select (i.e. search for or detect, identify, 

track, select) and attack (i.e. use force against, neutralize, damage or destroy) targets without 

human intervention.’66 This definition belongs to classifications based on the nature of tasks or 
functions carried out by AWS. 
 

Probably the most often quoted definition is that of a US Department of Defense (DoD) 
Directive, according to which, an autonomous weapon system is ‘a weapon system that, once 
activated, can select and engage targets without further intervention by a human operator. This 

includes human-supervised autonomous weapon systems that are designed to allow human 

operators to override operation of the weapon system, but can select and engage targets without 

further human input after activation.’67 The Directive’s purpose is to establish policy for the 
development and use of autonomous and semi-autonomous functions in weapon systems 
(including unmanned platforms) and to establish guidelines in order to minimize the probability 
and consequences of failures in autonomous and semi-autonomous weapon systems that could 
lead to unintended engagement.68 The crux of the US approach relates to the already mentioned 
human-machine relationship: ‘autonomous and semi-autonomous weapon systems shall be 
designed to allow commanders and operators to exercise appropriate levels of human judgment 

                                                 
64 https://www.icrc.org/en/document/report-icrc-meeting-autonomous-weapon-systems-26-28-march-2014 
65 Expert meeting, Autonomous weapon systems technical, military, legal and humanitarian aspects, Geneva, 
Switzerland 26 to 28 March 2014, Report of 1 November 2014, p 13. 
https://www.icrc.org/en/document/report-icrc-meeting-autonomous-weapon-systems-26-28-march-2014 
66 Convention on Certain Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons 
Systems (LAWS) 11-15 April 2016, Geneva, Views of the ICRC on autonomous weapon system, Working Paper of 
11 April 2016, p 1. 
http://www.unog.ch/80256EDD006B8954/(httpAssets)/B3834B2C62344053C1257F9400491826/$file/2016_LAW
S+MX_CountryPaper_ICRC.pdf 
67 U.S. Department of Defense Directive 3000.09 Autonomy in Weapon Systems, November 21, 2012, Incorporating 
Change 1, May 8, 2017, p 13. http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/300009p.pdf  
68 U.S. DoD Directive 3000.09 Autonomy in Weapon Systems (2017) p 1.  
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over the use of force.’69 According to the definitions of the US DoD Directive, based on the level 
of autonomy, weapons systems can be divided into three different categories: 
 

• Semi-autonomous weapon system: 70 a weapon system that, once activated, is intended to 
only engage individual targets or specific target groups that have been selected by a human 
operator. 

o Semi-autonomous weapon systems that employ autonomy for engagement-related 
functions including, but not limited to, acquiring, tracking, and identifying potential 
targets; cueing71 potential targets to human operators; prioritizing selected targets; 
timing of when to fire; or providing terminal guidance to home in on selected 
targets, provided that human control is retained over the decision to select 
individual targets and specific target groups for engagement. 

o “Fire and forget” or lock-on-after-launch homing munitions that rely on tactics, 
techniques, and procedures (TTPs) to maximize the probability that the only targets 
within the seeker’s acquisition basket when the seeker activates are those individual 
targets or specific target groups that have been selected by a human operator. 

• Human-supervised autonomous weapon system:72 a weapon system designed to allow 
human operators to override operation of the weapon system, but can select and engage 
targets without further human input after activation. 

• Autonomous weapon system: a weapon system that, once activated, can select and engage 
targets without further intervention by a human operator.73 
 
The United Kingdom (UK) has also recently published a policy on unmanned systems (JDP 

0-30.2).74 According to its narrow definition, autonomous systems are ‘capable of understanding 

higher-level intent and direction. From this understanding and its perception of its environment, 

such a system is able to take appropriate action to bring about a desired state. It is capable of 

deciding a course of action, from a number of alternatives, without depending on human oversight 

and control, although these may still be present. Although the overall activity of an autonomous 

unmanned aircraft will be predictable, individual actions may not be.’75 This definition seems to 

                                                 
69 U.S. DoD Directive 3000.09 Autonomy in Weapon Systems (2017) p 2.  
70 U.S. DoD Directive 3000.09 Autonomy in Weapon Systems (2017) p 14.  
71 Cueing means ‘using contact information generated by analysis of sensed data from any sensor to enable another 
sensor system to gain contact.’ In: Navy Tactical Reference Publication, Navy Supplement to the DoD Dictionary of 
Military and Associated Terms, NTRP 1-02, Edition April 2011, p 2-20. 
https://apps.dtic.mil/dtic/tr/fulltext/u2/a541070.pdf  
72 An autonomous weapon system that is designed to provide human operators with the ability to intervene and 
terminate engagements, including in the event of a weapon system failure, before unacceptable levels of damage 
occur. In: U.S. DoD Directive 3000.09 Autonomy in Weapon Systems (2017) p 14.  
73 ’The concept of ‘sliding autonomy’ is sometimes also employed to refer to systems that can go back and forth 
between semi-autonomy and full autonomy, depending on the complexity of the mission, external operating 
environments and, most importantly, legal and policy constraints.’ In: Boulanin, Mapping the Development of 
Autonomy (2016) p 12.  
74 UK Ministry of Defence Development, Concepts and Doctrine Centre, Joint Doctrine Publication 0-30.2 on 
Unmanned Aircraft Systems, August 2017. 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/673940/doctrine_
uk_uas_jdp_0_30_2.pdf  
75 UK JDP 0-30.2 (2017) p 13. 
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contain elements of the human-machine relationship and autonomous capabilities thereby making 
it difficult to clearly categorize. 
 

HRW, an influential NGO actively shaping the debate regarding AWS, pioneered a 
different terminology regarding weapon systems in an influential 2012 article:76 
 

• Human-in-the-Loop Weapons: Robots that can select targets and deliver force only with a 
human command; 

• Human-on-the-Loop Weapons: Robots that can select targets and deliver force under the 
oversight of a human operator who can override the robots’ actions; and 

• Human-out-of-the-Loop Weapons: Robots that are capable of selecting targets and 
delivering force without any human input or interaction. 
 
According to HRW, fully autonomous weapons refer to (1) human-out-of-the-loop 

weapons and (2) those human-on-the-loop-weapons that are ‘effectively out-of-the-loop weapons 
because the supervision is so limited.’77 The report is focusing on fully autonomous weapons, 
which admittedly do not yet exist but ‘technology is moving in the direction of their development 
and precursors are already in use.’78 As opposed to the above neutral definitions, the terms used 
by the article seem more emotional and biased. The use of the term ‘robots’ in the definition and 
‘killer robots’ throughout the article carries a negative connotation, implying the simplification of 
a very much complex system and the presence of a thinking machine with a will of its own. I 
believe that this approach shifts the emphasis from a human-set autonomy to a machine’s implied 
‘independence’ in decision-making. I believe such misleading simplification cannot be supported. 
Using the term ‘robots’ in the article appears pretentious implying a possible future where a 
Terminator-scenario will be fulfilled (ruthless machines intentionally killing the innocent with the 
aim of wiping out mankind). In order to understand the implications of using AWS, we need to 
talk honestly and openly about the subject. Consciously narrowing the discussion to evil killer 
robots will not contribute to an informed deliberation. I believe what would enable a fruitful 
discussion is examining these systems as a whole, but also dismantling them into their constituting 
elements and examining separately for a better understanding.  
 

Following the publication of the US DoD Directive and the report series by HRW,79 the 
concerning literature either uses the US DoD terminology or refers to the humans’ role concerning 
the (OODA) loop (HRW terminology). I believe that both concepts have their advantages and 
drawbacks. Concerning the Directive, one should remember that its objective is to establish the 
US policy regarding AWS, therefore, it approaches AWS from the viewpoint of commanding and 

                                                 
76 Bonnie Docherty, Losing Humanity, The Case against Killer Robots, Human Rights Watch, 2012. 
https://www.hrw.org/report/2012/11/19/losing-humanity/case-against-killer-robots  
77 Docherty, Losing Humanity (2012) p 2.  
78 Docherty, Losing Humanity (2012), p 3.  
79 Docherty, Losing Humanity (2012); Bonnie Docherty, Shaking the Foundations, The Human Rights Implications 
of Killer Robots, Human Rights Watch, 2014; Bonnie Docherty, Mind the Gap, The Lack of Accountability for Killer 
Robots, Human Rights Watch, 2015;  
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controlling these systems. The US concept of AWS is also more structured than the HRW 
terminology that is more focused on the possibility of human input following activation.  
 

As opposed to the above terminologies, that of Farrant et al is an exception, as they are 
using a historical approach and came up with a system of three generations of AWS, namely first-
wave, second-wave and third-wave autonomous weapons.80 First-wave LAWS (lethal autonomous 
weapon systems) are currently used ship-borne and land-based systems, which are designed to 
target objectives that are military by nature, point defense systems fixed in a single location and 
designed to protect a particular object. Second-wave LAWS are mobile (not fixed point defence 
systems) and are designed to target objectives that are military by nature (e.g. counter-radar 
systems, anti-tank missile). Third-wave LAWS are characterized by increased autonomy and 
artificial intelligence (AI) enabled system. 
 

As previously mentioned, the most often used classifications differentiate between AWS 
based on human-machine control relationship and depending on where an AWS is found on the 
scale of autonomy. I would like to point it out that there are certain characteristics and uses that 
may impede a general categorization. First, AWS are present in all domain of operations: maritime, 
surface or subsurface, air, and cyber. Second, as referred to by Farrant et al above, these systems 
can be stationary (e.g. the Patriot Air-Defence System) or mobile (e.g. the Harpy Anti-Radiation 
Loitering Munition). Third, AWS may take the form of defensive systems (detecting incoming 
threats) or offensive systems responding ‘to any legitimate military objective it encounters over 
an unspecified area.’81  
 

Within the category of defensive uses, the specific areas where autonomous technologies 
are being deployed or can be deployed:  
 

• area defence (border defence), 

• area denial,82 

• controlling territory and airspace, 

• neutralizing incoming threats, 

• securing personnel. 
 
 

                                                 
80 James Farrant, Christopher Ford, Autonomous Weapons and Weapon Reviews: The UK Second International 
Weapon Review Forum in 93 International Law Studies 389 (2017) at pp 395-399. 
81 Ekelhof, Complications of a Common Language (2017), p 318. 
82 According to US DoD Joint Operational Access Concept, Version 1.0, 17 January 2012 (p 10), key area-denial 
capabilities include:  
• Air forces and air defense systems, both fixed and mobile, designed to deny local U.S. air superiority. 
• Shorter-range anti-ship missiles and submarines employing advanced torpedoes to deny U.S. maritime superiority 

in the objective area. 
• Precision-guided rockets, artillery, missiles, and mortars designed to attack surface targets, including landing 

forces, with much greater accuracy and lethality than their dumb predecessors. 
• Unmanned systems, such as unmanned aircraft and unmanned underwater vehicles, which could loiter to provide 

intelligence collection or fires in the objective area. 
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Offensive uses may include: 
 

• attacking and neutralizing military objectives and 

• crowd control. 
 

There are uses which may be hard to categorize as defensive or offensive: 
 

• search and collection of the dead, wounded, sick and shipwrecked,83 

• ISR (intelligence, surveillance, reconnaissance), 

• rescue missions, 

• clearing mine fields, 

• countering improvised explosive devices (C-IED), 

• medical evacuation (MEDEVAC), 

• ground clearance, route clearance, 

• logistics. 
 

Most reports and scholarly articles assess AWS as belonging to different general categories 
(semi-autonomous, human supervised autonomous, fully autonomous); however, this might be 
misleading as certain systems can be operated in different modes84 according to the chosen 
programming based on the operating environment, anticipated threats, and the objectives of the 
mission/sortie. The functions with assigned autonomy may also vary from AWS to AWS. I believe 
this over-simplification can only be circumvented by analyzing the capabilities and use of a 
particular AWS in particular circumstances as opposed to making general statements. Another 
common misconception is that more intelligence (more sophistication) will necessarily make an 
AWS more autonomous. 
 

Hereinafter, I would like to illustrate the concepts of semi-autonomous, human supervised 
and autonomous weapon systems (US DoD Directive terminology) by using an example for each 
category to underline their different features and demonstrate their capabilities in practice. Based 
on publicly available information, the choice of these AWS was completely arbitrary, led only by 
the intention to present examples from different operational domains. Therefore, the land-based 
Samsung SGR-A1 Weaponized Robot Sentry Remote Weapon Station was chosen as an AWS 
demonstrating capabilities in semi-autonomous operating mode, the Aegis Combat System (ship 
protection system) in human-supervised autonomous mode, and the Harpy NG Anti-Radiation 
Loitering Weapon System as an example of fully autonomous weapon systems.85 

                                                 
83 All possible measures must be taken at all times to collect the wounded, sick and shipwrecked and to ensure their 
adequate medical assistance (Article 15 Geneva Convention I, Article 11 of Additional Protocol I). 
84 Markus Wagner, Autonomous Weapon Systems in: Max Planck Encyclopedia of Public International Law (Rüdiger 
Wolfrum ed.) Oxford University Press, 2016, p 1. https://ssrn.com/abstract=2786136  
85 Further examples for weapon systems with autonomous engagement mode include for example the Patriot, Phalanx 
or SeaRAM air defence systems, the Harop, BLADE (Battlefield Loitering Artillery Direct Effect or LOACAAS (Low 
Cost Autonomous Attack System loitering weapons or the Sentry Tech or Super Aegis II robotic sentry weapons in: 
Vincent Boulanin, Maaike Verbruggen, Mapping the Development of Autonomy in Weapon Systems, SIPRI, 
 

https://ssrn.com/abstract=2786136
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3.1. Samsung SGR-A1 Sentry Robot - semi-autonomous mode86 
 

The Samsung SGR-A1 Weaponized Sentry Remote Weapons Station (RWS) was 
developed jointly by the Republic of Korea (Korea University) and Samsung Techwin Co. in order 
to protect specific locations (sites, borders) against intruders. The SGR-A1 is an anti-personnel 
sentry weapon. It is a stationary system, allowing disregard for power and communications issues. 
The weapon system’s main components are a tracking and surveillance device, infrared cameras 
for threat detection, infrared illuminator and laser rangefinder for tracking and targeting purposes, 
weapons interface for a 5.56mm NATO / .223 Rem. rifle, optional multiple grenade launcher 
(MGL). The AWS is 1.2 meter high and weighs 117 kilograms. Its estimated price is within the 
range of 80.000-200.000 USD. The system contains surveillance, tracking, firing and voice-
recognition systems built into one unit. A low-light camera and pattern recognition software 
enables the system to distinguish humans from animals and other objects. The infrared camera 
allows for detecting and tracking targets at ranges of up to 4 kilometers during daytime and 2 km 
during nighttime. A built-in voice recognition facilitates the identification of approaching person: 
if the intruder is unable to provide the necessary access code when at a distance of 10 meters, the 
Samsung SGR-A1 can either sound an alarm, fire rubber bullets or make use of its machine gun.  

 
The AWS does not need to be able to visually distinguish friend from foe: when someone 

crosses the line, they are considered automatically an enemy. The system can verbally command 
an enemy to surrender and comprehend simple answers in different languages. It can understand 
the soldier's arms held high indicating surrender, and then not fire. Normally, the ultimate decision 
about shooting would be made by a human, not the weapon system, but the AWS does have an 
automatic mode, in which it can make such a decision. According to the descriptions, the AWS 
can identify and shoot a target automatically from over 3.2 km away. 
 
 
 
 
 
 
 
 
 

                                                 
November 2017, pp 126-129. https://www.sipri.org/publications/2017/other-publications/mapping-development-
autonomy-weapon-systems  
86 David Crane, Samsung SGR-A1 Armed/Weaponized Robot Sentry (or ‘Sentry Robot’) Remote Weapons Station 
(RWS) Finally Ready for Prime Time? in: Defense Review, 17 September 2014, 
http://www.defensereview.com/samsung-sgr-a1-armedweaponized-robot-sentry-or-sentry-robot-remote-weapons-
station-rws-finally-ready-for-prime-time/; Jean Kumagai, War machines, A Robotic Sentry For Korea's Demilitarized 
Zone in Global Security, March 2007 https://www.globalsecurity.org/military/world/rok/sgr-a1.htm; Edwin Kee, 
Samsung SGR-A1 Robot Sentry Is One Cold Machine, 14 September 2014 
http://www.ubergizmo.com/2014/09/samsung-sgr-a1-robot-sentry-is-one-cold-machine/; Boulanin, Mapping the 
Development of Autonomy (2016) pp 7-8. 
 

https://www.sipri.org/publications/2017/other-publications/mapping-development-autonomy-weapon-systems
https://www.sipri.org/publications/2017/other-publications/mapping-development-autonomy-weapon-systems
http://www.defensereview.com/samsung-sgr-a1-armedweaponized-robot-sentry-or-sentry-robot-remote-weapons-station-rws-finally-ready-for-prime-time/
http://www.defensereview.com/samsung-sgr-a1-armedweaponized-robot-sentry-or-sentry-robot-remote-weapons-station-rws-finally-ready-for-prime-time/
https://www.globalsecurity.org/military/world/rok/sgr-a1.htm
http://www.ubergizmo.com/2014/09/samsung-sgr-a1-robot-sentry-is-one-cold-machine/
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3.2. Aegis maritime ballistic missile defence system87 
 

The Aegis Combat System is a maritime ballistic missile defence system developed by 
Lockheed Martin (United States) and currently used by the United States Navy, the Japan Maritime 
Self-Defense Force, the Spanish Navy, the Royal Australian Navy, the Republic of Korea Navy, 
as well as by the Royal Norwegian Navy. It is a defensive systems with the purpose of protecting 
ships, bases, and population. The system is utilized to track multiple targets and guide defensive 
weapons against them. It can simultaneously attack land targets, submarines, and surface ships 
thus protecting the friendly fleet against aircraft, cruise missiles and ballistic missiles. The fully 
integrated system is composed of the Command and Decision System, multi-function phased array 
radar (able to perform search, track and missile guidance functions simultaneously), a Vertical 
Launching System, the Aegis Display System, the Fire Control System, the Weapon Control 
System and SM-3 Standard Missiles. The system can autonomously detect incoming ballistic 
missiles and fire on them automatically. Regarding weapons engagement, Aegis has four modes 
of operation (or doctrines): 
 

• manual setting (engagements against objects detected by the radar is done by the operator) 

• Semi-Auto (automating part of the engagement process, but final decision is made by the 
operator, i.e. humans retain control over the firing decision) 

• Auto SM (automating a larger part of the engagement process than in Semi-Auto, but final 
decision is still made by the operator) 

• Auto-Special (Aegis will automatically fire against threats that meet its preset parameters; firing 
authority is delegated to Command and Decision computer; humans are still on the loop, since 
post-launch abort is possible in which case the missile will be destroyed mid-flight). 

 
The most important component of the Aegis is a computer (‘Command and Decision’), 

which ‘governs the behaviour of the radar and weapons. Command and Decision’s actions are 
governed by a series of statements – essentially programs or algorithms – that the Navy refers to 
as “doctrine.” […] Aegis doctrine is almost infinitely customizable.’88 These doctrine statements 
can be activated by the captain based on the operational environment and the anticipated threat. 
Doctrine statements can ‘mix and match’ the control types against different threats – depending 
on the nature of threat.  

 

                                                 
87 Manufacturer’s website: https://www.lockheedmartin.com/en-us/products/aegis-combat-system.html; 
Military.com, Aegis Weapon System https://www.military.com/equipment/aegis-weapon-system; Thai Military and 
Asian Region, Latest News & Weapons from around the world  
https://thaimilitaryandasianregion.wordpress.com/2016/06/26/sejong-the-great-class-destroyer/; Defense Industry 
Daily, Serious Dollars for AEGIS Ballistic Missile Defense (BMD), 28 June 2018 
https://www.defenseindustrydaily.com/serious-dollars-for-aegis-ballistic-missile-defense-modifications-03091/; 
Gary E Marchant et al, International Governance of Autonomous Military Robots in: 12 Columbia Science & 
Technology Law Review 272 (2011), p 287. http://stlr.org/cite.cgi?volume=12&article=7; Scharre, Army of None 
(2018) pp 163-168; Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War, Second 
Edition, 2016, Cambridge University Press, p 562.; Schaub, In, On, or Out of the Loop? (2017) p 13. 
88 Scharre, Army of None (2018) p 163. 
 

https://www.lockheedmartin.com/en-us/products/aegis-combat-system.html
https://www.military.com/equipment/aegis-weapon-system
https://thaimilitaryandasianregion.wordpress.com/2016/06/26/sejong-the-great-class-destroyer/
https://www.defenseindustrydaily.com/serious-dollars-for-aegis-ballistic-missile-defense-modifications-03091/
http://stlr.org/cite.cgi?volume=12&article=7


37 
 

Different doctrine statements can be written for aircrafts and again different ones for cruise 
missiles (anticipating a shorter time for warning). Doctrine statements can be applied individually 
or part of a ‘package.’ These statements are grouped into two categories: non-saturation and 
saturation. Non-saturation doctrine is used when there is not enough time to thoroughly evaluate 
each potential threat. Saturation doctrine is needed in combat situations where the number of 
incoming threats could overwhelm the ability of the operators to respond thereto. Only the captain 
of the ship has the authority to activate an Aegis doctrine (although he can delegate this authority 
to the tactical action officer (TAO) on watch in writing). As part of the system a Fire Inhibit Switch 
(FIS) is installed on board which includes a key that must be inserted for any of the ship’s weapons 
to fire. When the FIS is red (inactive) or removed entirely, the ship’s weapons are disabled at the 
hardware level, thereby avoiding the possibility of any unintended engagement.89 
 

3.3. Harpy NG Anti-Radiation Loitering Weapon System fully autonomous operation90 
 

The Harpy is developed and produced by the Israel Aerospace Industries and is currently 
used by India, South Korea, Turkey and China, too. The Harpy is one of the very few fully 
autonomous weapon systems, a ‘fire and forget’ munition. The system includes built-in sensors 
and target recognition software that allow for target identification and selection, corresponding to 
pre-programmed target signatures. It is effective against a wide spectrum of modern air defense 
systems. Harpy is launched from a ground vehicle with the purpose of searching, detecting, 
identifying, attacking and destroying enemy radar emitters, radar sites (it was designed to patrol 
large areas from the air). It is called a fully autonomous loitering munition,91 i.e. no human 
approval is needed for target engagement; the last human decision is a determination to launch the 
missile. The human operator is launching the Harpy without knowing the specific target in advance 
as loitering munitions, like the Harpy, represent greater autonomy than guided missiles and sensor-
fused munitions and have a high degree of freedom in terms of mobility and target selection. Harpy 
is able to loiter above enemy territory (covering a long range: a distance of 500 km) for up to 2.5 
hours (for a pre-determined period) and can do it in all weather, day and night. The system is a 
deadly combination of an unmanned aerial vehicle and a missile. Harpy is able to hit the chosen 
target with high accuracy and it is not dependent on real-time intelligence. In case of target shut 
down, Harpy is able to abort the attack. 
 

                                                 
89 Scharre notes in this regard that ‘human circuit breakers and hardware-level physical controls will be essential to 
keeping future weapons under human control.’ In: Scharre, Army of None (2018) p 247. 
90 Boulanin, Mapping the Development of Autonomy (2016) pp 7-8; Manufacturer’s product description 
http://www.iai.co.il/2013/36694-16153-en/Business_Areas_Land.aspx; Dan Saxon, A human touch: autonomous 
weapons, DoD Directive 3000.09 and the interpretation of ’appropriate levels of human judgment over the use of force 
in: Autonomous Weapons Systems – Law, Ethics, Policy (Nehal Bhuta, Susanne Beck, Robin Geiß, Hin-Yan Liu, 
Claus Kreß eds.) Cambridge University Press, 2016, p 190; Scharre, Army of None (2018), pp 47-48. 
91 ‘A loitering munition is a type of unmanned aerial vehicle designed to engage beyond line-of-sight ground targets 
with an explosive warhead. Loitering munitions are often portable and many are meant to provide ground units such 
as infantry with a guided precision munition. They are equipped with high resolution electro-optical and infrared 
cameras that enable the targeter to locate, surveil, and guide the vehicle to the target. A defining characteristic of 
loitering munitions is the ability to “loiter” in the air for an extended period of time before striking, giving the targeter 
time to decide when and what to strike.’ In: Dan Gettinger and Arthur Holland Michel, Loitering Munition in Focus, 
Bard College, Center for the Study of the Drone, 2017. http://dronecenter.bard.edu/files/2017/02/CSD-Loitering-
Munitions.pdf  

http://www.iai.co.il/2013/36694-16153-en/Business_Areas_Land.aspx
http://dronecenter.bard.edu/files/2017/02/CSD-Loitering-Munitions.pdf
http://dronecenter.bard.edu/files/2017/02/CSD-Loitering-Munitions.pdf
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4. The anticipated advantages and disadvantages of deploying AWS 
 

Supporters and opposers of AWS revoke various arguments in their studies, reports and 
articles to highlight and strengthen their point of view. In the following table I intended to collect 
and synthetize the most important perceived and/or real supporting and counter arguments 
regarding the deployment or use of AWS. The most important bases for arguments and 
counterarguments include inter alia the expected costs of developing and employing AWS, 
manpower demand and protection of own forces, compliance with LOAC, operational capabilities 
and social expectations. 
 

Table 1 

Aspects Pro AWS arguments Contra AWS arguments 
decision-
making 

objective, predictable decision-making replacing the humans’ role in the 
decision-making process 

protection of 
friendly forces 

risking less combatants’ lives (fewer 
humans needed), removing risk from 
own troops 

 

capabilities extending and complementing human 
capabilities; reducing the high 
cognitive load on operators 

 

expenditure decreasing military expenditure (by 
deploying less combatants), cost 
savings (if AWS is cheaper than a 
manned platform) 

high amount of money (from state 
budget) spent on development, 
acquisition and operation 
(maintenance) of state-of-the art 
AWS technology – with the 
possibility of creating a robotic arms 
race 

war crimes depending on the adequate 
programming (in accordance to 
LOAC), AWS are not apt to commit 
war crimes, e.g. intentionally targeting 
civilians, torture, rape (since not acting 
upon emotions such as fear, anger or 
revenge) and will not provide cover-up 
for crimes committed by friendly 
combatants (no intentional breach of 
LOAC) 

 

manpower 
demand 

 heavy manpower demand (MQ-1 
Predator requires a crew of 168, 
MQ-9 Reaper – crew of 180, RQ-4 
Global Hawk – crew of 30092) 

                                                 
92 Galdorisi, Keeping Humans in the Loop (2015). 
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emotions no emotions to cloud judgment (no 
distortion of judgment), therefore less 
harm caused 

no compassion, empathy or mercy, 
therefore inability to identify with 
human beings; distancing 
combatants and targets (joystick 
generation) 

situational 
awareness 

swift sensing, data processing 
(sophistication of sensors / using data 
from multiple sensors contributing to 
improved situational awareness)  

 

interpreting 
environment 
and intent 

AWS control system’s ability to 
interpret and analyze complex 
environment and situations; ability to 
respond faster to the changing 
circumstances (battlefield tempo) 

AWS cannot adequately interpret 
intentions (e.g. it cannot decide 
whether a child holding a gun is 
playing or aiming) 

compliance 
with LOAC  

ability to comply with LOAC (and 
targeting) principles (in certain 
situations) 

AWS’ inability to comply with 
LOAC (AWS are illegal per se or by 
certain use) 

targeting greater accuracy; increased speed and 
precision in targeting 

inability to comply with the 
principle of distinction and 
proportionality 

human 
judgment 

ability to exercise near-human 
judgment (based on pre-determined 
values and factors) 

inability to exercise real human 
judgment, which is necessary for 
conducting an adequate assessment 
of the situation 

reliability increased reliability (less susceptible to 
miscalculations); less susceptible to 
malicious cyber operations, attacks 

wrong to deploy AWS before 
technological challenges (e.g. 
glitches, possible malfunctions, 
flawed decisions) are overcome, 
misuse and abuse, vulnerability to 
hacking 

endurance greater endurance compared to 
combatants, continuous operation 
(without the need to rest) 

 

collateral 
damage 

collateral damage decrease by greater 
accuracy 

collateral damage increase by AWS 
not being able to accurately 
distinguish lawful and unlawful 
target and assess proportionality 

perception perception in society: saving lives (own 
troops) and reducing costs 

perception in society: resort to AWS 
may be regarded as cowardice 

effect on troop 
cohesion 

combatants projecting thoughts and 
emotions onto new machines (AWS is 
seen as part of the troops) 

possible negative effect on troop 
cohesion 
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responsibility applying the rules of command 
responsibility  

responsibility gap (in case of LOAC 
breach, no one can be held 
responsible) 

effects on 
mental health 

lack of post-traumatic stress disorder 
(PTSD) as opposed to combatants 
committing killings or being exposed 
to hostilities 

civilians’ mental anguish of being 
threatened by AWS 

appreciating 
the value of 
life 

 not being alive, an AWS cannot 
comprehend the value and loss of 
life, thereby diminishing the value 
of human life (AWS lacking moral 
sense, honour, and pride) 

right to dignity no breach of the right to dignity  inherent inability to respect the right 
to dignity 

ISR greater ISR coverage (possibility of 
constant surveillance over areas of 
interest) providing more accurate and 
up-to-date information 

surveillance may possibly breach 
human rights (right to private life 
and right to dignity)  

public 
condemnation 

 public condemnation of AWS (e.g. 
in case of targeted killings) 

undertaking 
dangerous 
tasks 

ability to undertake dull, dirty and 
dangerous tasks (D3) 

 

anti-access and 
area denial 

better anti-access / area denial (A2/AD) 
capabilities 

 

communication reduced reliance on communication 
links in certain cases (e.g. loitering 
munitions) 

vulnerability of data / 
communication link 

expanding 
battle space 

extending combat area / expanding 
battle space 

 

acting 
conservatively 

ability to act conservatively (wait until 
it has been fired upon) due to the lack 
of need for self-preservation; possible 
self-sacrifice to reveal the position of 
the enemy 

 

operational 
capacity 

force multiplication, increased 
operational capacity 

 

post-launch 
abort 

possible shift cold (post-launch abort)   
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5. Human control 
 

The human-machine relation and interaction have been characterized by many in terms of 
control which derives from the age-old necessity of delegating tasks. This control can be either 
physical or technological (through an algorithm or program). According to Ford, control over 
AWS is ‘manifest across three dimensions: time, space, and effects’ and the ability to exercise 
control over these dimensions is contingent on ‘the skill of an operator and an effective interface 
that allows the user to effect control over the system.’93  
 

Opposers of employing AWS are often using the argument that delegating targeting 
decisions (life and death decision) to an AWS is unlawful and unethical. This approach however 
loses sight of the fact that AWS are not operating in a vacuum and humans ‘determine what type 
of system to launch for what type of mission, and under what circumstances.’94 And this decision 
of ‘giving up’ some of the control to an AWS (at least in the NATO targeting procedure) is 
preceded by careful planning during which ‘humans will formulate overall goals, gather 
intelligence, select and develop targets, analyse the most suitable type of weapon, and decide under 
what circumstances and preconditions to employ a particular weapon.’95  
 

Regarding human-machine relationship, Schmitt et al suggest to view the ‘design and 
operation of autonomous systems […] in terms of human-system collaboration’96 instead of 
considering autonomy as an intrinsic property of a machine in isolation. This may be an adequate 
point of view considering the continuing trend of diminishing the degree of human decision-
making in AWS.97 Yde grasps autonomy in a similar manner, regarding it a technical property and 
denoting the machine’s ‘capability for unsupervised operation.’98 According to their control 
algorithms, AWS can autonomously perform a pre-determined percentage of their functions (e.g. 
sensing, analyzing, decision making, executing99).  
 

                                                 
93 Christopher M. Ford, Autonomous Weapons and International Law in 69 South Caroline Law Review 413 (2017) 
p 455. 
94 Mark Roorda, NATO’s Targeting Process: Ensuring Human Control Over (and Lawful Use of) ‘Autonomous’ 
Weapons, Amsterdam Center for International Law, University of Amsterdam, Research Paper Series, ACIL Research 
Paper 2015-16 in: Autonomous Systems: Issues for Defence Policymakers, NATO Headquarters Supreme Allied 
Command Transformation (A. Williams and P. Scharre eds.) p 154. 
95  Roorda, NATO’s Targeting Process (2016) p 163. 
96 Schmitt, “Out of the Loop (2013) p 241. 
97 See generally Galdorisi, Keeping Humans in the Loop (2015). 
98 Iben Yde, The push towards autonomy: an insight into the legal implications of self-targeting weapon systems, 
Royal Danish Defence College Brief, Copenhagen 2014, p 6. 
http://www.fak.dk/publikationer/Documents/The%20push%20towards%20autonomy%20-%20self-targeting.pdf  
99 Christopher Jenks, A Kellogg-Briand Pact for the 21st Century: Why the International Community Rejected the 
Call for a Ban on Lethal Autonomous Weapon Systems in: Small Wars Journal SWJ Blog Post, 9 June 2014, 
http://smallwarsjournal.com/blog/a-kellog-briand-pact-for-the-21st-century  
 

http://www.fak.dk/publikationer/Documents/The%20push%20towards%20autonomy%20-%20self-targeting.pdf
http://smallwarsjournal.com/blog/a-kellog-briand-pact-for-the-21st-century
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The distinguished computer scientist, Noel Sharkey observes 5 classification levels of 
human control over weapons adequately reflecting human decision-making from the stage of target 
selection:100 
1. humans deliberating about targets before initiating any attack, 
2. the program providing a list of targets and a human choosing which to attack, 
3. the program selecting the targets that humans approving them before attack,  
4. the program selecting the targets and humans having a restricted time to veto them, 
5. the program selecting targets and initiating attack without human involvement. 
 

Human control is present from the very beginning of the process: from identifying the need 
for an AWS as a weaponeering solution, through the decision to develop targets and deploy the 
weapon until the initiation of the attack (as part of an operation). The Convention on Certain 
Conventional Weapons (CCW) experts meeting on LAWS touches an important aspect of the core 
question of the legality of the use of AWS when it asks whether ‘human control in the first two 
stages [development; deployment and use] is sufficient to overcome minimal or no human control 
at this last stage [target selection and attack].’101 I believe that this minimum or no human control 
in the use of force by AWS may also be regarded a form of human control (a human decision 
regarding the lack of control) where humans have effectively opted for delegating the right of 
decision to an AWS. As McFarland notes, this autonomous control ‘can sometimes be beneficially 
employed alongside, or instead of, direct human involvement in operation of a weapon system.’102 
He adds that the actions of the AWS are determined by software written by humans determining 
whether and in what circumstances an AWS should initiate an attack, how to respond to changes 
in the operating environment and other aspect of the AWS’s behaviour.103 In his words: 
‘autonomous control is therefore an exercise of human control, independently of whether any 
human is in a position to oversee or intervene in the operation in real time.’104 Before delegating 
the right of certain targeting decisions to an AWS, human control can effectively define the bounds 
of delegated control: humans can limit targets, geographical scope, temporal deployment of AWS 
and can retain control over certain decisions. In this regard, Ekelhof predicts to see AWS ‘with a 
relatively high degree of autonomy operating on the basis of very restrictive mission-specific 
programming, which would enable military commanders to remain in control of the systems’ 
offensive actions, even in the case of systems that are not subject to DHOC [direct real-time human 
operator control].’105  
 

                                                 
100 Noel Sharkey, Towards a Principle for the Human Supervisory Control of Robot Weapons, 2014, p 11. https://mini-
symposium-tokyo.info/sharkey2014.pdf  
101 Convention on Certain Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons 
Systems (LAWS) 11-15 April 2016, Geneva Views of the International Committee of the Red Cross (ICRC) on 
autonomous weapon system, 11 April 2016, p 3. https://www.icrc.org/en/document/views-icrc-autonomous-weapon-
system  
102 McFarland, Autonomous weapons and human control (2018). 
103 ‘human-defined decision processes relating to the functions subjected to autonomous control’ In: McFarland, 
Autonomous weapons and human control (2018).  
104 McFarland, Autonomous weapons and human control (2018). 
105 Yde, The push towards autonomy (2014) p 14. 
 

https://mini-symposium-tokyo.info/sharkey2014.pdf
https://mini-symposium-tokyo.info/sharkey2014.pdf
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
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Pertaining to human control, NGOs and certain nations endeavored (with more or less 
success) to create different concepts that are able to grasp the exact nature of control. These include 
the following: (1) meaningful human control, (2) appropriate levels of human judgment, and (3) 
intelligent partnership. 
 

5.1. Meaningful human control 
 

The concept of meaningful human control has been coined by NGO Article 36106 to define 
the core element challenged by the organization107 and has been used since its creation by several 
states.108 According to the NGO, meaningful human control ‘implies human meaning rather than 
something administrative, technical or bureaucratic.’109 As stated by the inventor of the term, the 
key elements of meaningful human control are (1) predictable, reliable and transparent technology, 
(2) accurate information on the outcome sought, the technology, and the context of use, (3) timely 
human judgement and action, and a potential for timely intervention, and (4) a framework of 
accountability.110 Although these elements provide a sensible taxonomy, they nevertheless lack 
the explanation of the legal requirement regarding control.  

 
According to Ekelhof, meaningful human control is often described as including key 

components of human control, such as limiting the geographical scope of operation, temporal 
limitations, the requirement that humans make informed, conscious decisions based on adequate 
information regarding the applicable law, the targets, the weapon, and the context.111 Even in cases 
where AWS have been delegated the control over critical functions (e.g. target selection and 
engagement), the general objectives and guidance is still decided by humans, as well as the 
elements of the targeting cycle (Part IV), including target development and priorization, 
capabilities analysis, weapon selection, force planning, and execution. Horowitz et al suggest that 
meaningful human control has three essential prerequisites: (1) human operators make informed, 
conscious decisions about the use of weapons, (2) having sufficient information to ensure the 
lawfulness of their action, in light of what they know about the target, the weapon, and the context 
for action, and (3) the weapon is designed and tested, and human operators are adequately trained 
in order to ensure effective control over the use of the weapon.112 While Ekelhof has assessed the 

                                                 
106 Official website: http://www.article36.org.  
107 Richard Moyes, Key elements of meaningful human control, Background paper for the Convention on Certain 
Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS), Article 36, 
Geneva, 11-15 April 2016, p 1. http://www.article36.org/wp-content/uploads/2016/04/MHC-2016-FINAL.pdf 
108 Meaningful human control used by states like Germany, the Netherlands, Japan, Sweden, South Africa, South 
Korea in Ford, Autonomous Weapons and International Law (2017) p 452. 
109 Moyes, Key elements of meaningful human control (2016) p 2.  
110 Moyes, Key elements of meaningful human control (2016) p 4.  
111 Merel Ekelhof, Human control in the targeting process, presentation given by the author during the CCW Meeting 
of Experts on 12 April 2016, Geneva.  
https://www.unog.ch/80256EDD006B8954/(httpAssets)/AE38DEFD5D4D1E2CC1257F94004D4E33/$file/Present
ation+CCW+M.+Ekelhof.pdf  
112 Michael C. Horowitz, Paul Scharre, Meaningful Human Control in: Weapon Systems: A Primer, Center for a New 
American Security Working Paper, March 2015, p 4.  
https://www.files.ethz.ch/isn/189786/Ethical_Autonomy_Working_Paper_031315.pdf  
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concept from the targeting point of view, Horowitz et al seems to apply an approach that works 
towards ensuring accountability.  
 

Appealing as it seems on the surface, I believe the use of the ‘meaningful’ adjective still 
makes the concept vague and ambiguous to be suitable for grasping the nature of human control. 
Meaningful indicates a division between meaningful and not meaningful but the difference is yet 
to be explained. Unlike Ekelhof, Horowitz et al and Article 36, Yde is applying a simplified but 
still workable approach (on the basis that AWS (algorithms) are not sophisticated enough to 
comply with the criteria required by LOAC), according to which human control does not need to 
be direct real-time human operator control (DHOC) – it can ‘appear in the form of control 
exercised through restrictive programming of the system.’113 Regarding meaningful human 
control, I find rather appealing Ekelhof’s suggestion that ‘meaningful human control could be 
better described as distributed control that is spread across a range of individuals (and sometimes 
technologies) who operate in various phases of the targeting cycle’114 as it sees meaningful human 
control in the wider targeting context instead of adopting a narrow focus. 
 

5.2. Appropriate levels of human judgment (US DoD Directive) 
 

The US introduced the term ‘appropriate levels of human judgment’ in its DoD Directive 
3000.09 on Autonomy in Weapon Systems.115 So far this is the only published national document 
establishing policy and assigning responsibilities for the development and use of AWS.116 
According to the US DoD Directive 3000.09, AWS ‘shall be designed to allow commanders and 
operators to exercise appropriate levels of human judgment over the use of force’ (page 2). The 
guidelines for review of AWS (Enclosure 3) adds that before a decision is made to enter into formal 
development, the Under Secretary of Defense for Policy (USD(P)), the Under Secretary of Defense 
for Acquisition, Technology, and Logistics (USD(AT&L)), and the Chairman of the Joint Chiefs 
of Staff and the Joint Staff (CJCS) shall ensure that the system design ‘incorporates the necessary 
capabilities to allow commanders and operators to exercise appropriate levels of human judgment 
in the use of force’ (page 7). Before fielding AWS, the USD(P), USD(AT&L), and CJCS shall 
also guarantee that ‘system capabilities, human-machine interfaces, doctrine, TTPs, and training 
have demonstrated the capability to allow commanders and operators to exercise appropriate levels 
of human judgment in the use of force’ (page 7). In addition, operators of AWS shall be trained in 
system capabilities, doctrine, and TTPs ‘in order to exercise appropriate levels of human judgment 
in the use of force and employ systems with appropriate care and in accordance with the law of 
war, applicable treaties, weapon system safety rules, and applicable ROE’ (page 11).  

 

                                                 
113 Yde, The push towards autonomy (2014) p 7. 
http://www.fak.dk/publikationer/Documents/The%20push%20towards%20autonomy%20-%20self-targeting.pdf  
114 Merel Ekelhof, Autonomous weapons: Operationalizing meaningful human control in: ICRC Autonomous 
Weapons Series, Law and War, 15 August 2018. http://blogs.icrc.org/law-and-policy/2018/08/15/autonomous-
weapons-operationalizing-meaningful-human-control/  
115 U.S. DoD Directive 3000.09 Autonomy in Weapon Systems (2017). 
116 The US ‘happens to be the only state that currently has an identifiable and articulated research strategy on 
autonomy.’ In: Vincent Boulanin, Mapping the Innovation Ecosystem (2016) p 16.  
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From the text of the Directive it is apparent that appropriate levels of human judgment not 
only relies on certain physical/technical requirements (including human-machine interface) but it 
is also informed by legal and administrative conditions such as doctrine and procedures. These 
technical and legal requisites are complemented by the obligation to train commanders and 
operators alike in AWS capabilities to reinforce the application of the required level of human 
judgment. Again, the phrase ‘appropriate levels of human control over the use of force’ can be 
interpreted to include cases where the appropriate level of control means no human control at all. 
Saxon points out, in this regard, that the ‘benchmark for human supervision of autonomous 
weapons differs from the exercise of ‘meaningful human control’ standard articulated by other 
institutions and individuals.’117  
 

5.3. Intelligent partnership 
 

An alternative concept for human control has been presented by the UK at the Informal 
Meeting of Experts on Lethal Autonomous Systems118 that is the concept of intelligence 
partnership between human and machine. According to the British concept, the fact that ‘we have 
not yet seen a move to fully autonomous weapons systems’ demonstrates that the intelligent 
partnership between operators and computers is still evolving and may lead to greater precision 
and efficiency (e.g. performing tasks that happen too swiftly for humans to process such as 
shooting down incoming missiles). The UK does not share the belief in the military utility of fully 
autonomous systems; according to their statement, there will always need to be a partnership. This 
is necessitated by the different strengths and weaknesses humans and machines possess; control 
systems are ‘optimized for mission support tasks and tasks that require the assimilation of huge 
amounts of data’ such as navigation and system management, whereas humans are better suited 
for complex decision-making, understanding the context, assessing intents and evaluating 
consequences. Weapon systems shall seek to utilize these different capabilities to the best effect; 
however, ‘such systems will always have a human operator involved in all targeting decisions.’ 
 

In May 2018, the UK Ministry of Defence published Joint Concept Note 1/18 on Human-
Machine Teaming (UK JCN 1/18)119 The objective of UK JCN 1/18 is to articulate the challenges 
and opportunities that robotic and artificial intelligence technologies offer and to identify how 
advantages can be achieved through human-machine teams, i.e. the ’effective integration of 
humans and machines into war fighting systems’ that can outperform opponents.120 The future 
force design envisioned by the UK is one that can find the optimal combination of manned and 
unmanned platforms and balance employment of human and machine cognition for different tasks. 
Admittedly, there will be fewer points of human consciousness within the system. The UK foresees 

                                                 
117 Saxon, A human touch (2016) p 201. 
118 United Kingdom of Great Britain and Northern Ireland Statement to the Informal Meeting of Experts on Lethal 
Autonomous Weapons Systems, 11-15 April 2016.   
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119 UK Ministry of Defence Development, Concepts and Doctrine Centre, Joint Concept Note 1/18 Human-Machine 
Teaming, 18 May 2018, p 3. https://www.gov.uk/government/publications/human-machine-teaming-jcn-118 
120 UK JCN 1/18 on Human-Machine Teaming (2018) p v.  
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the use of artificial intelligence in order to free up human mental capacity in a flexible and 
adaptable manner. To this end, mission command shall optimize ‘independence of subordinate 
action to allow initiative and generate tempo, balanced against measures to create unity of effort 
and managing risk.’121 Risk however will remain a human responsibility. Such optimal mission 
command is justified by task-saturated human operators tackling ‘basic unmanned systems or 
managing unanticipated behaviours in technologically complex, but uncooperative systems.’122 In 
this case they might not have the mental capacity to undertake higher-level thinking, Scharre et al 
suggest to harness the best advantages of humans and machines by applying a mix of human and 
machine decision-making regarding the use of force. Human beings are far from perfect, and 
‘autonomous systems can help increase effectiveness and accuracy, mitigate against accidents, and 
even prevent some deliberate war crimes.’123 
 

As opposed to approaching the question from human control, I support the emphasis to be 
placed in the future on the ‘cooperation’ or teaming of AWS and humans thereby balancing human 
weaknesses (e.g. perception, data processing) and needs (accuracy, speed, analysis) by AWS 
capabilities. Although the appropriate levels of human judgment used by the US DoD Directive 
may also be a workable option (as it seems sufficiently concrete with built-in assurances that 
commanders and operators can exercise judgment in the use of force in accordance with LOAC), 
the partnership approach would be more forward-looking, holistic and inclusive of command and 
control relationship between AWS and human and would point to the right direction regarding the 
exploitation and use of AWS (and generally AI) capabilities. I believe that the human-machine 
partnership approach is supportable based on the fact that in such partnership, responsibility and 
accountability is clearly assigned to the individual even if certain ‘decisions’ are delegated to the 
control system, thereby also effectively avoiding the ambiguous possibility of legal personality for 
an AWS.  
 
6. Directions of future developments  
 

The autonomous system capabilities that are available today include inter alia full-
spectrum sensing (bits, vibration, chemical, etc.), object recognition, high-volume computational 
throughput, complex algorithms, task-specific and ruled-based decision-making, learning from 
training data, sentiment analysis, navigation (routing), rule-based coordination of multiple 
platforms, high-volume communication as well as data transfer.124 Recalling the components of 
AWS (sensors, control system (hardware and software), interface, platform, weapons), future 
development may affect any of these components with the objective of making better weapon 
systems (improving situational awareness, achieving swifter reaction, more accuracy, more 
efficient human-machine interaction). The coming research may accomplish all these objectives 
(and more) but it will necessary mean that the commanders’ and operators’ understanding of how 

                                                 
121 UK JCN 1/18 on Human-Machine Teaming (2018) p 44.  
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these systems work on the technical level will eventually diminish. Unquestionably, the most 
important research field with regards to AWS will be that of autonomy. According to Boulanin’s 
analysis, the basic research areas that are of key importance to the development of autonomy are 
the following: 125 
 

• Computer vision (acquiring, processing, analyzing and understanding visual data);  

• Natural language processing;  

• Machine learning (adapting to the environment and improving performance based on past 
experiences and training, rather than a pre-programmed model of the world);  

• Search and planning (developing or adapting plans of action to achieve desired goals);  

• Development of systems capable of optimal level decision making to reach a desired goal;  

• Problem solving (developing systems capable of complex problem-solving); 

• Logical reasoning (capability of reasoning and drawing inferences from databases);  

• Manipulation (manipulating physical devices in a precise way); 

• Human–machine interaction (improving how humans and machines work together); 

• Collaborative intelligence (development of several individual machines capable of completing 
a task collectively, e.g. swarm);  

• Validation and verification (methods to ensure desired formal properties and meet formal 
requirements). 

 
So far, there are no reports on developing (and employing) weapons systems that are 

capable of learning and adapting to their environment that is using AI. As Kellenberger said in a 
keynote address, ‘a truly autonomous system would have artificial intelligence that would have to 
be capable of implementing IHL. While there is considerable interest and funding for research in 
this area, such systems have not yet been weaponised.’126 But where are research standing on this 
subject? 
 

According to the news, only partial AI capabilities have been developed and based on the 
accounts and articles on the subject, true AI probably will not be available in the coming years. 
According to the open letter of AI and robotic researchers127 organized by the Future of Life 
Institute, ‘Artificial Intelligence (AI) technology has reached a point where the deployment of such 
systems is – practically if not legally – feasible within years, not decades, and the stakes are high: 
autonomous weapons have been described as the third revolution in warfare, after gunpowder and 
nuclear arms.’128 This open letter has been widely influential based not only on the content but on 
the impressive number of its supporters. The UK also confirms that fully autonomous weapon 
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systems (‘machines with the ability to understand higher-level intent, being capable of deciding a 
course of action without depending on human oversight and control’) are unlikely to be developed 
in the near future.129 The AWS employed at present (even including man-out-of-the-loop / fully 
autonomous systems) do not possess the ability to genuinely learn, although according to Dinstein, 
it is believed that ‘the next generation will usher in robots featuring artificial intelligence (AI) and 
acting entirely on their own (independently of human guidance).’130  
 

According to the UK Ministry of Defence Joint Concept Note 1/18,131 three elements are 
pivotal to creating AI systems: 
 
• computing capability (hardware), 
• advanced algorithms (software), 
• access to the sufficient quantities and quality of data to train the system and to be exploited. 

 
Farrant et al differentiates between two possible approaches to AI:132 (1) symbolic AI (rule-

based learning) where the system is provided data that it uses in order to make decisions (e.g., 
AWS are programmed with clear rules such as maps, rules for flying (preferred altitude, object 
avoidance, respecting sovereign airspace, etc.)) and (2) artificial neural networks, which means 
developing systems that learn based on data rather than rules (neural networks learn by being 
provided data from which the systems will generalize conclusions and develop rules, mimicking 
the function of a human or animal brain133). These neural networks (or deep learning systems) are 
maybe the most pertinent in military capability development. Neural networks learn from the large 
amount of data they have been provided. Working its way through the data, ‘it continually adapts 
its internal structure until it optimizes to achieve the correct programmer-specified goal.’134 During 
the learning process, enormous amount of data samples are fed into the network and ‘the weights 
of various connections between nodes in the network are constantly adjusted to “train” the network 
on the data. […] Network settings are refined until the correct output, such as the correct image 
category […] is achieved,’135 i.e. the system learns to recognize for example certain military 
vehicles.  

 
The general idea behind this approach is having the capacity of a technological substitute 

that is able to produce a desired tactical effect replicating the level of expected legal compliance 
and human judgment (in case of combatants).136 This is necessitated by the fact that the human 
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132 Farrant, Autonomous Weapons and Weapon Reviews (2017) pp 399-400. 
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nervous system is simply too slow to thoroughly evaluate complex situations if we have only a 
few seconds or minutes to make informed decisions regarding target engagement. The expected 
end result of such research will be a new type of AI showing advances ‘in visual object recognition, 
facial recognition, and sensing human emotions.’137 Deep machine learning will enable systems to 
recognize different patterns in data (e.g. images) by comparison,138 thereby contributing to more 
informed decision-making in targeting.139 Some military and robotics experts predict that ‘“killer 
robots” – fully autonomous weapons that could select and engage targets without human 
intervention – could be developed within 20 to 30 years.’140 The employment of such system would 
definitely mark a paradigm shift in the conduct of hostilities.  
 
 
 

                                                 
137 Scharre, Army of None (2018), p 6. 
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III. LEGALITY OF AWS UNDER THE LOAC RULES AND PRINCIPLES  
 

1. Introduction 
 
 The objective of Part III is to examine in-depth those rules and principles of LOAC that 
have to be applied when employment of AWS is planned in the context of an armed conflict 
(hereinafter called as the Law of Attack). The terms Weapons Law and the Law of Attack are not 
mentioned in the Conventions or Protocols as such, but their existence is implied by the 
conventional rules. These expressions are however regularly used by the NATO AJP-3.9 Joint 
Targeting Doctrine141 (AJP-3.9 Joint Targeting), and by different national doctrines. Weapons Law 
is considered part of the Law of Attack (just like weaponeering constitutes an integrated part of 
targeting as we will see in Part IV).  
 
 It is a very important distinction that Weapons Law comprise those rules which concern 
only the existence, features, and effects of any weapon but it does not cover the circumstances 
of its intended use. The existence of these terms (coined and used by mostly operational 
lawyers142) are fully justified considering that the Additional Protocols provide the most important 
LOAC sources and the basis for targeting purposes and weaponeering solutions, including 
employing AWS on the battlefield. Not every state elects to collate a targeting doctrine and even 
fewer make their doctrines accessible to the public. In the past few years, with the advent of drones 
and the development of autonomous technology, deliberating about AWS has started to permeate 
military thinking but up until now, only the US has published a Directive specifically dealing with 
autonomy in weapon systems. Apart from the US, the UK Ministry of Defence Development, 
Concepts and Doctrine Centre (DCDC) has published the already mentioned JDP 0-30.2 and very 
recently, UK JCN 1/18 on Human-Machine Teaming.143 Notwithstanding the US and the UK, the 
general lack of publishing AWS-related national doctrines should not be interpreted as negligence 
or indifference. I believe that rather it indicates that nations consider the existing body of LOAC 
(and the corresponding targeting rules) applicable to AWS regarding it as one possible 
weaponeering solution144 in the available arsenal.  
 

There have been many conflicts in the post-World War II era (most notably the Vietnam 
War) which propelled new developments in international warfare. The changing conditions 
(including the Cold War polarization and the end of colonial domination)145 made it necessary to 
clarify and amend the Hague Law, too. In order to review and codify the (already existing and 

                                                 
141 NATO AJP-3.9 Joint Targeting (2016) p VII.  
142 Boothby, The Law of Attack (2012); Ian Henderson, The Contemporary Law of Attack. Military Objectives, 
Proportionality and Precautions in Attack under Additional Protocol I, Martinus Nijhoff, 2009; Michael N. Schmitt, 
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new) rules of LOAC, a diplomatic conference convened in Geneva in 1974-77146 and as a result 
of their work, the Protocols additional to the Geneva Conventions had been adopted.147 These 
Protocols however ‘supplement rather than replace’148 the Geneva Conventions.149 Additional 
Protocol I embodies rules relating to treatment and protection of the civilian population as well as 
the wounded, sick and shipwrecked and it also addresses the methods and means of warfare (the 
conduct of hostilities including targeting rules), as well as the combatant and POW status. It is the 
most important and influential legally binding document on targeting embodied in LOAC. Most 
of its provisions are considered customary, however in this regard it is important to underline that 
not all UN states are party to the Additional Protocols,150 and these states may not accept certain 
provisions’ customary nature and treat certain rules as non-binding. The obligation to distinguish 
is considered customary in both IAC and NIAC.151 At present, 174 countries are parties to 
Additional Protocol I152 and although other states have not ratified it, many provisions of the 
Protocol are declaratory of customary international law153 and therefore binding on them as well. 
 

In Part IV of the dissertation, I will explore whether general LOAC principles are flexible 
enough to deal with the challenges posed by new weapon systems with serious ramifications 
regarding human-machine decision-making.  
 

Although the Geneva Conventions and even their Additional Protocols are the products of 
a different era that aimed to solve the puzzling questions relevant at the time, they had also 
anticipated the technological challenges parties to a conflict may face in future. If we add to the 
equation the exponentially accelerating pace of developing unanticipated technological solutions, 
the question still arises if legal concerns regarding AWS can be addressed by the existing body of 
LOAC. Can AWS be considered legal per se and can be used legally under LOAC? Can we treat 

                                                 
146 The Diplomatic Conference on the Reaffirmation and Development of International Humanitarian Law Applicable 
in Armed Conflicts (CDDH). 
147 There were certain initiatives in the ICRC and the UN following the adoption of the Geneva Conventions, in the 
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153 See generally Henckaerts, Customary International Humanitarian Law, Volume I (2005). 
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AWS as we would treat any other weapon – disregarding the high autonomy it may have in certain 
critical functions? Can we trust decision-making by an algorithm written for an AWS that is 
probably too complex for any end-user to comprehend in its totality?  
 

In order to answer these questions, first I will introduce the general principles of LOAC 
(military necessity, distinction, proportionality, precautions, and humanity) that provide the 
general framework and most basic requirements of LOAC and assess how they are relevant for the 
curious case of AWS.  
 

As already mentioned, the animating purposes of LOAC are to protect the victims of armed 
conflicts and to regulate the conduct of hostilities. In the event of armed conflicts, armed forces 
are obliged to apply LOAC, which are vital in order to ensure that the conduct of hostilities 
involves the least possible injury and damage. The body of customary LOAC has integrated the 
‘cardinal principles’ of distinction and prohibition of unnecessary suffering,154 as well as the 
principle of proportionality and the principle of military necessity and humanity as standards 
guiding and governing the conduct of hostilities. According to the Nuclear Weapons Advisory 
Opinion, the fundamental rules of distinction and prohibition of unnecessary suffering ‘are to be 
observed by all States whether or not they have ratified the conventions that contain them, because 
they constitute intransgressible principles of international customary law.’155 The ICJ adds that the 
established principles and rules of LOAC apply to ’all forms of warfare and to all kinds of 
weapons, those of the past, those of the present and those of the future.’156  
 

As of today, no exhaustive list of principles has been agreed upon and sources refer to 
different combinations. Distinction and proportionality are universally accepted LOAC principles, 
whereas precaution is regarded by most as a conventional requirement which has not reached the 
threshold of customary law or a general principle of LOAC yet. According to Green, in the conduct 
of hostilities adversaries should be guided by three long-standing principles of armed conflicts: 
necessity, humanity and chivalry.157 Dinstein on the other hand (following the reasoning of the ICJ 
in Nuclear Weapons158) distinguishes between cardinal principles (distinction and the prohibition 
of unnecessary suffering) and driving forces (military necessity and humanitarian considerations) 
‘energizing the motion of LOIAC’ and examines the Martens Clause in the context of the cardinal 
principles.159 Similarly, Solis’ core concepts include distinction, military necessity, unnecessary 
suffering, and proportionality.160 Boothby uses a more holistic approach and lists the following 
customary principles of Law of Attack (applicable to all states):161 (1) methods and means of 
warfare not unlimited (covering non-state parties to a NIAC as well), (2) military necessity, (3) 
humanity, (4) chivalry, (5) distinction, (6) discrimination, (7) precaution in attack, (8) precautions 

                                                 
154 Nuclear Weapons [1996] ICJ Reports 226, para 78. 
155 Nuclear Weapons [1996] ICJ Reports 226, para 79. 
156 Nuclear Weapons [1996] ICJ Reports 226, para 86. 
157 Leslie C. Green, The Contemporary Law of Armed Conflicts (3rd Edition) Manchester University Press, 2008, p 
151. 
158 Nuclear Weapons [1996] ICJ Reports 226, para 78. 
159 Dinstein, The Conduct of Hostilities (2016) p 8. 
160 Solis, The Law of Armed Conflict (2016) p 269. 
161 Boothby, The Law of Attack (2012) pp 58-76. 
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against the effects of attacks. Academic literature regarding targeting (written mostly by former 
military officers) and targeting documents in force generally agree that Law of Attack heavily 
leans on three principles: distinction, proportionality and precaution. Striving for the complete 
introduction of the implications of the LOAC principles regarding AWS, this dissertation 
examines five LOAC principles: military necessity, distinction, proportionality, precautions 
(which I believe has already reached the threshold of a principle), and humanity. 
 

The LOAC principles are important, not only because they facilitate the interpretation of 
the applicable law but also because they guide drafters and policy makers in the course of 
legislation and the application of law. They are the legal and moral foundation of LOAC, universal 
values against which military conduct is measured.162 The development of these principles and 
humanitarian rules unquestionably supported the improvement of how armed conflicts are fought.  
 

When projecting and applying the principles of LOAC to AWS during armed conflicts, 
certain principles (military necessity and Martens Clause) will apply the same way as in the case 
of using conventional weapons, but in the case of the Laws of Attack, compliance with the 
concerning rules may prove challenging or, in certain cases, almost impossible. My premise for 
studying the principles of LOAC is that these rules are applicable to AWS, being a means of 
warfare, and are adequate to regulate the existing AWS (and those that will exist in the near 
future).163 
 

2. The principle of military necessity and humanity 
 

Neither military necessity, nor humanity can be regarded as principles directly guiding 
operation. Unlike the principles of distinction, proportionality and precaution, they do not provide 
tangible and practical considerations for commanders and combatants. Yet, I find it important to 
introduce them because they do affect and inform other LOAC principles and the comprehensive 
assessment of those LOAC principles that can be more easily translated into operational language 
cannot be complete without at least a short overview of the underlying requirements of military 
necessity and humanity considerations. 

 
 
 
 
 
 
 

                                                 
162 When no specific rule applies, the principles of the law of war ’provide a general guide for conduct during war.’ 
United States Department of Defense Law of War Manual (12 June 2015) p 51.  
http://archive.defense.gov/pubs/law-of-war-manual-june-2015.pdf 
163 Ford, Autonomous Weapons and International Law (2017) p 428; Kenneth Anderson, Daniel Reisner and Matthew 
Waxman, Adapting the Law of Armed Conflict to Autonomous Weapon Systems in 90 International Law Studies 386 
(2014) p 387; Markus Wagner, The Dehumanization of International Humanitarian Law: Legal, Ethical, and Political 
Implications of Autonomous Weapons Systems in: 74 Vanderbilt Journal of Transnational Law 1371 (2014) p 1386.  
 

http://archive.defense.gov/pubs/law-of-war-manual-june-2015.pdf


55 
 

2.1. The principle of military necessity 
 

‘My guiding maxim has always been that every 
injury inflicted, even though it may be within the 

rules, its excusable only insofar as it is absolutely 

necessary; anything beyond that is simply 

criminal.’164 
 
During World War I and World War II, the military maxim of Kriegsräson165 served as a 

legal justification for political and military decision makers.166 Criminal conduct was held to be 
acceptable in the event of necessity, indicating that exceptional circumstances might exist in which 
military commanders can be allowed to resort to unlawful military conduct in order to achieve 
certain military advantage. The horrors of World War II gave an impetus for the review and 
reconfirmation of the protection accorded by LOAC to persons not taking direct part in hostilities. 
The Geneva Conventions of 1949167 hardly contain any reference to the principle of military 
necessity, because the rules regarding the conduct of hostilities were considered part of customary 
LOAC, and therefore have not been encompassed in the documents (apart from a few 
references168). Solis points out however that military necessity being ‘uncodified customary law’ 
does not make the concept less enforceable.169 Following World War II, military lawyers and 
academics generally agreed that interpreting Kriegsräson as a concept allowing for LOAC 
violations had no place in rebuilding Europe.170  

                                                 
164 A translation of a quote by Napoleon Bonaparte in Henderson, The Contemporary Law of Attack (2009) p 23. 
165 According to Horton, ‘Prussia, and then Germany, embraced an unrestrained Clausewitzian view of the doctrine, 
as exemplified in the maxims "Kriegsräson geht vor Kriegsmanier" ("Kriegsräson takes precedence before the laws 
of war") and "Not kennt kein Gebot" ("Necessity knows of no legal limitation").’ Scott Horton, ‘Kriegsräson or 
Military Necessity? The Bush Administration’s Wilhelmine Attitude towards the Conduct of War’ in: 30 Fordham 
International Law Journal 576 (2006), p 585. 
166 The speech of Chancellor von Bethmann-Hollweg of 4 August 1914 in the Reichstag: ’Gentlemen, we are now in 
a state of necessity, and necessity knows no law! Our troops have occupied Luxemburg, and perhaps are already on 
Belgian soil. Gentlemen, that is contrary to the dictates of international law. It is true that the French Government has 
declared at Brussels that France is willing to respect the neutrality of Belgium as long as her opponent respects it. We 
knew, however, that France stood ready for the invasion. France could wait, but we could not wait. A French 
movement upon our flank upon the lower Rhine might have been disastrous. So we were compelled to override the 
just protest of the Luxemburg and Belgian Governments. The wrong – I speak openly – that we are committing we 
will endeavor to make good as soon as our military goal has been reached. Anybody who is threatened, as we are 
threatened, and is fighting for his highest possessions can have only one thought – how he is to hack his way through 
(wie er sich durchhaut)!’ James Brown Scott, ‘Editorial comments – Germany and the neutrality of Belgium’ in: 8 
American Journal of International Law 877 (1914), p 880. 
167 Geneva Convention (I) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the 

Field, adopted 12 August 1949 (entered into force 21 October 1950); Geneva Convention (II) for the Amelioration of 

the Condition of Wounded, Sick and Shipwrecked Members of Armed Forces at Sea, adopted 12 August 1949 (entered 
into force 21 October 1950); Geneva Convention (III) relative to the Treatment of Prisoners of War, adopted 12 
August 1949 (entered into force 21 October 1950);  Geneva Convention (IV) relative to the Protection of Civilian 

Persons in Time of War, adopted 12 August 1949 (entered into force 21 October 1950). 
168 Geneva Convention (IV) contains references to military necessity in Articles 49, 53, 55, 108, 143, and 147. 
169 Solis, The Law of Armed Conflict (2016) p 278. 
170 According to Horton, ‘one of the animating purposes of the 1949 reinstatement of the Geneva Conventions was to 
put the last nails in the coffin of the doctrine of Kriegsräson.’ Scott Horton, ‘Kriegsräson or Military Necessity? The 
Bush Administration’s Wilhelmine Attitude towards the Conduct of War’ in: 30 Fordham International Law Journal 
576 (2006), p 589. 
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The Geneva Conventions and the Additional Protocols are the most important sources of 
the LOAC regarding the conduct of hostilities and, although they do not include any explicit 
provision on the principle of military necessity as such, many direct and indirect references can be 
found in the texts. Among the Basic rules regarding the methods and means of warfare, Article 35 
(1) of Additional Protocol I limits the parties to any armed conflict in arbitrarily employing any 
means or methods of warfare irrespective of the injury and damage they would cause:  
 

‘In any armed conflict, the right of the Parties to the conflict to choose methods or means 
of warfare is not unlimited.’ 

 
This provision can be regarded as the most straightforward translation of the limits of 

military necessity that can be found in the Protocol171 and the Commentary confirms that the 
concept of Kriegsräson is discredited and ‘totally incompatible with the wording of Article 35, 
paragraph 1, and with the very existence of the Protocol.’172 The principle of military necessity 
has already gained customary status or as Greenwood puts it, Article 35 (1) is the ‘reaffirmation 
of long established provisions of customary law.’173 Apart from the clear indication in Article 35 
(1), military necessity is mentioned in other articles of Additional Protocol I which may be relevant 
when resorting to AWS on the battlefield: the feasible precautionary measures in the choice of 
means and methods of attack, as well as advance warning of attacks unless circumstances do not 

permit174 are both passages enabling us to put the balance of military necessity and humanity into 
context.175  
 

The modern concept of military necessity requires legally using only that kind and degree 
of force that is required to achieve the anticipated military advantage. At the heart of the concept 
lies the criterion that no defence shall be provided in the event of unlawful actions; on the contrary: 
a balanced principle of military necessity fosters gaining military advantage while also manifesting 
the humanitarian requirements of law. Today lawmakers, scholars and military experts generally 
agree that lawful acts will become unlawful when they are devoid of the requirement of military 
necessity. The concept supports the defeat of the adversary’s military forces but it does not 
necessitate full obliteration; it determines the available room for manoeuvre and at the same time 
also limits it.176 Military necessity cannot justify unlawful military activities; it is not a 
justification, rather an inducement for the operating mechanism of the whole LOAC.  
 

                                                 
171 Articles 54, 62, 67 and 71 also contain references to military necessity. 
172 Commentary (1987) para 1386. 
173 Christopher Greenwood, Customary Law Status of the Protocols in: Humanitarian law of armed conflict: challenges 
ahead: essays in honour of Frits Kalshoven (Astrid J.M. Delissen, Gerard J. Tanja eds.) Martinus Nijhoff, 1991, p 104. 
174 Article 57 (2)-(3). 
175 Considerations of military necessity can be found behind provisions dealing with the protection of the civilian 
population and objects too, when limiting military objectives to those objects, which make an effective contribution 
to military action; in case of doubt, it must be assumed that they do not (Article 52 (2)-(3)). 
176 According to David Turns’ definition, military necessity ‘is best defined as the requirement, in any given set of 
circumstances, for the application of armed force (in accordance with the other rules of the law of armed conflict) to 
achieve legitimate military objectives.’ in: David Turns, Military Necessity, Oxford Bibliographies, 13 June 2017. 
http://www.oxfordbibliographies.com/view/document/obo-9780199796953/obo-9780199796953-0008.xml  
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Military necessity is a principle that is ‘normatively indifferent’177, it does not entitle for 
anything in itself. The principle expresses certain limitation but not necessarily more than what 
LOAC and the principle of humanity require. It definitely bounds military operations to certain 
objective but legally it does not possess independent content. At best, it can require that operations 
have a certain objective in the military sense. When hostile acts overstretch the requirement of 
military necessity, they become war crimes according to the Rome Statute of the International 
Criminal Court (ICC).178 Generally speaking, the principle of military necessity does not seem to 
create a very high standard for AWS. Attacking a lawful military objective presupposes the aim 
of gaining certain military advantage and involve the human judgment regarding the military 
necessity of the attack and using AWS as the best available weapon (AWS in this regard is 
instrumental to achieving the military advantage). The concept of military necessity does not in 
itself render AWS unlawful, ‘because there are clearly situations in which they are valuable 
militarily. In other words, autonomous weapon systems are not superfluous, if for no other reason 
than the fact that unlike manned systems they can attack the enemy without placing an operator at 
risk. As to prohibitions based on use, the requirement that military objectives yield some military 
advantage would make any separate condition for military necessity redundant.’179  
 

Adherence to the principle of military necessity shall be considered in light of the particular 
use of an AWS. As opposed to the HRW’s comprehensive but controversial article, according to 
which, AWS would be unable to follow the LOAC principles (including military necessity) and 
might contravene the Martens Clause,180 I believe that the principle of military necessity is too 
intangible to give us an indication as to AWS can be regarded lawful under its provisions. Reeves 
et al deny to view military necessity as a distinct principle and consider it rather a ‘meta-principle’ 
with general applicability that permeates the entirety of LOAC. Even if military necessity is 
considered as an individual principle, AWS could still be used in situations where ‘they are 
valuable militarily – that is, militarily necessary.’181 Krishnan justifies the military necessity to use 
AWS by the fact that they could prove far superior to any other (conventional) type of weapon.182 
 

The lawful use of autonomous technology on the battlefield under the principle of military 
necessity can be more conveniently decided in light of the anticipated military advantage. The use 
of AWS does not change the need to balance military necessity (securing military advantages and 
ultimately defeat of the enemy) with humanitarian concerns, which is critical to LOAC. The 
principle of humanity – as a counterbalance of military necessity – is the source of the restriction 
regarding inflicting suffering in an armed conflict, for example the prohibition against ‘subjecting 
an opponent to superfluous injury or unnecessary suffering.’183 

 
                                                 
177 See in general Nobuo Hayashi, Military Necessity as Normative Indifference in: 44 Georgetown Journal of 
International Law 2 (2013). 
178 Article 8 (2) (b). 
179 Schmitt, “Out of the Loop” (2013) p 258. 
180 Docherty, Losing Humanity (2012) p 30. 
181 Shane Reeves, William Johnson, Autonomous Weapons: Are You Sure These are Killer Robots? Can We Talk 
About It? in: The Army Lawyer 1, April 2014, p 27. https://ssrn.com/abstract=2427923  
182 Armin Krishnan, Killer Robots: Legality and Ethicality of Autonomous Weapons, Routledge, 2016, pp 91-92.  
183 Geoffrey S. Corn, Laurie R. Blank, Chris Jenks, Eric Talbot Jensen, Belligerent targeting and the invalidity of 
Least Harmful Means rule, in: US Naval War College 89 International Law Studies 536 (2013) p 544. 
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2.2. The principle of humanity (the Martens Clause) 
 

‘Until a more complete code of the laws of war is 
issued, the High Contracting Parties think it right 

to declare that in cases not included in the 

Regulations adopted by them, populations and 

belligerents remain under the protection and 

empire of the principles of international law, as 

they result from the usages established between 

civilized nations, from the laws of humanity, and 

the requirements of the public conscience.’184 

 
Admittedly, the Martens Clause cannot be called a LOAC principle as such. It can rather 

be regarded as a guidance for positioning LOAC (including the rules of the conduct of hostilities) 
in the system of international law. It ensures that LOAC does not become a self-contained regime 
as it opens up the possibility to interpret its norms and mechanisms in the context of other norms 
of IL. Therefore, the Martens Clause does not provide us with a principle directly applicable in the 
conduct of hostilities, but it sets the norms of LOAC into the larger framework of IL. 
 

The protection afforded by the Martens Clause has first appeared in the 1899 Hague 
Convention II.185 The 1899 conference was convened with the purpose of revising the laws and 
customs governing war. The preamble of the Convention highlights the ‘desire to serve, even in 
this extreme hypothesis, the interests of humanity and the ever increasing requirement of 
civilization.’ The High Contracting Parties have also declared that ‘in cases not included in the 
Regulations adopted by them, populations and belligerents remain under the protection and empire 
of the principles of international law, as they result from the usages established between civilized 
nations, from the laws of humanity and the requirements of the public conscience.’ Eight years 
later states had adopted the Hague Convention IV186 after the thorough review of the 1899 Hague 
Convention II. For those countries which ratified the 1907 Hague Convention IV too, this has 
substituted the 1899 Hague Convention II, though the latter remained in force for those countries 
which signed it but not the 1907 Hague Convention IV. The preamble of the 1907 Hague 
Convention IV reiterates almost word by word the respective part of the preamble of the 1899 
Convention.187 The Martens clause also appears in the Geneva Conventions of 1949. According 
to the wording, the denunciation of the Convention will not impair the obligations of states are 
bound to fulfil ‘by virtue of the principles of the law of nations, as they result from the usages 

                                                 
184 Convention (II) with Respect to the Laws and Customs of War on Land and its annex: Regulations concerning the 
Laws and Customs of War on Land. The Hague, 29 July 1899, Preamble. 
185 Convention (II) with Respect to the Laws and Customs of War on Land and its annex: Regulations concerning the 

Laws and Customs of War on Land. The Hague, 29 July 1899. 
186 Convention (IV) respecting the Laws and Customs of War on Land and its annex: Regulations concerning the Laws 

and Customs of War on Land. The Hague, 18 October 1907. 
187 ’The inhabitants and the belligerents remain under the protection and the rule of the principles of the law of nations, 
as they result from the usages established among civilized peoples, from the laws of humanity and the dictates of the 
public conscience.’ 
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established among civilized peoples, from the laws of humanity and the dictates of the public 
conscience.’188 
 

The contemporary description of the Martens clause189 (Article 1(2) of Additional Protocol 
I) extends the protection concluding that 
 

‘in cases not covered by this Protocol or by other international agreements, civilians and 
combatants remain under the protection and authority of the principles of international 

law derived from established custom, from the principles of humanity and from the dictates 

of public conscience.’ 
 

Although the Martens Clause underlines the requirement that parties to an armed conflict 
shall not fight without certain limitations imposed on them, Additional Protocol I does not clarify 
the notions of ‘principles of humanity’ and ‘dictates of public conscience’ which are therefore 
subjects to different arguments. The provision has already given place to various interpretations 
since it puts the emphasis onto a less tangible humanity and public conscience instead of state 
practice.190 It is not entirely clear whether it generates new sources of law, identifies principles of 
IL, or creates legal standards inspiring the development of LOAC. According to Cassese, ‘the 
clause essentially served as a diplomatic ploy’, and it was ‘part of a diplomatic maneuvering to 
overcome political difficulties’191 and I agree with the rejection of the above ambitious ideas. On 
the other hand, it is worth noting, the wording of the Martens Clause pulls into the ambit of the 
conduct of hostilities other branches of IL, most notably IHRL, playing an important part in 
assessing the conduct of hostilities.  
 

The Martens Clause serves the aim of considering the demands deriving from humanity 
conveyed by the public conscience. Although it was considered in many decisions,192 no court has 
ever based its decision solely on this argument,193 yet according to the ICJ, the Clause’s 
‘continuing existence and applicability is not to be doubted.’194 The core question however relates 
to the content of the Clause, which seems to bring in natural law in the way of representing moral 
values guiding human conduct during hostilities.195 In the Commentary, the ICRC argues that since 

                                                 
188 Article 63 of Geneva Convention I, Article 62 of Geneva Convention II, Article 142 of Geneva Convention III and 
Article 158 of Geneva Convention IV. 
189 The clause received its name from Fyodor Fyodorovich Martens (1845-1909), a Russian diplomat who proposed 
the text to be added to the Preamble to the 1899 Hague Peace Conference. 
190 On the subject generally see Antonio Cassese: The Martens Clause: Half a Loaf or Simply Pie in The Sky? in: 11 
European Journal of International Law 187 (2000). 
191 Cassese: The Martens Clause (2000) p 198. 
192 See Trial Chamber Decision of the International Criminal Tribunal for the Former Yugoslavia (ICTY) on 8 March 
1996 issuing an international arrest warrant against Milan Martić (IT-95-11-R61) para 13 and Nuclear Weapons 

[1996] ICJ Reports 226, para 78.  
193 The ICJ referred to it as ‘an effective means of addressing the rapid evolution of military technology’ in Nuclear 

Weapons [1996] ICJ Reports 226, para 78. 
194 Nuclear Weapons [1996] ICJ Reports 226, para 87. 
195 For more on the influence of natural law on LOAC see Rupert Ticehurst, The Martens Clause and the Laws of 
Armed Conflict in: International Review of Red Cross, No. 317 (1997), pp. 125-134. 
https://www.icrc.org/eng/resources/documents/article/other/57jnhy.htm  
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no LOAC codification can be regarded complete given the complex nature of the regulated subject, 
‘the Martens clause prevents the assumption that anything which is not explicitly prohibited by the 
relevant treaties is therefore permitted’196 or as Ticehurst puts it, ‘the Clause provides that 
something which is not explicitly prohibited by a treaty is not ipso facto permitted.’197  

 
The Martens Clause implies that principles of general IL apply during armed 

conflicts even if there is no particular provision in the concerning treaty law. With LOAC 
being silent on a certain matter, the Martens Clause may serve as a backdoor that ensures that other 
sources of IL may provide protection to persons intentionally (e.g. combatants) involved in the 
hostilities and those who unintentionally found themselves in crossfire. Yet, the Clause should not 
be considered as an independent principle of Law of Attack; according to Dinstein, it ‘should 
merely serve as a reminder that the adoption of a treaty does not preclude the continued existence 
of customary international law.’198 Notwithstanding the objective and value behind the Martens 
Clause, it cannot be considered relevant with regards to targeting issues (whether involving AWS 
or not).199 

 
3. The legality of AWS under Weapons Law 
 

After this short introduction of the general principles applicable to the conduct of 
hostilities, I should turn now to the provisions enshrined in Additional Protocol I, which provide 
more or less objective criteria regarding weapons per se that shall be met in the conduct of 
hostilities. Apart from being prohibited by a special convention, to call any weapon (including 
AWS) unlawful per se, it has to be non-compliant with the rules of Weapons Law as contained in 
LOAC. Regarding non-compliance with the concerning rules of Weapons Law, (not having any 
rule a contrario) my fundamental premise is still that those rules that apply to conventional 
weapons (understood as widely used weapons such as small arms and light weapons, mines, 
bombs, shells, missiles, cluster munitions, etc. that are not weapons of mass destruction) 
equally apply to AWS as a new, unconventional type of weapon system. Just like in the case 
of conventional prohibitions, the purpose of Weapons Law in LOAC is not only the protection of 
civilians and those hors de combat, but also safeguarding lawful and unlawful combatants. 
Additionally, some of these rules also protect civilian objects like land, crops, animals and the 
natural environment as such. The Statute of the International Criminal Court is consistent with 
these prohibitions as serious violations of the laws and customs applicable in IAC within the 
established framework of IL constitute war crimes.200 
 
 
 
 

                                                 
196 Commentary (1987) para 55. 
197 Ticehurst, The Martens Clause and the Laws of Armed Conflict (1997) p 126. 
198 Dinstein, The Conduct of Hostilities (2016) p 14. 
199 Henderson, The Contemporary Law of Attack (2009) p 31. 
200 Rome Statute (1998) Article 8 (2) (b). 
 



61 
 

3.1. Superfluous injury or unnecessary suffering 
 

Some weapons are subject to specific conventions prohibiting their use, for example 
Protocol I of the Conventional Weapon Convention (CCW)201 or the Ottawa Treaty.202 Other 
weapons however are not subject to definite regulations and the legality of their development and 
employment must be decided in view of the rules and principles of LOAC. The first rule of 
Weapons Law, that an AWS has to comply with, is the prohibition of employing means and 
methods of warfare that would aggravate the suffering of the wounded. According to the Basic 
Rules of Additional Protocol I203 parties do not have an unlimited choice of methods and means 
of warfare and cannot employ weapons, methods and means of a nature to cause superfluous injury 
or unnecessary suffering.204 This rule highlights the ultimate goal of LOAC: to protect the victims 
of warfare by avoiding or at least reducing the suffering as a result of the conduct of hostilities. It 
does not only refer to physical injury, it also covers the suffering (as an emotional and mental 
state) it involves. It restricts the freedom of choice of means and methods of warfare which can be 
regarded as an important building block in the rise of humanity; abandoning the concept could 
give way to chaos and misery on the battlefield. Physical injuries and suffering is however 
inseparable from the conduct of hostilities. Military commanders therefore have to test the possible 
injuries and suffering of combatants against military necessity. It is problematic though how one 
can test weapons and means of warfare causing certain injuries against military necessity (military 
advantage) as we cannot really assess two completely different entities/components.  
 

From the second half of the 19th century, legal experts agreed that the object of hostilities 
is to weaken the enemy205 (i.e. to disarm the enemy combatants) and not killing them. According 
to the Commentary, it is ‘prohibited to use any means or methods which exceed what is necessary 
for rendering the enemy ‘hors de combat.’206 This rule appeared first in the St Petersburg 
Declaration207 and the 1899 Hague Convention II contained this rule too. According to its Article 
23, it is especially prohibited ‘(e) to employ arms, projectiles, or material of a nature to cause 
superfluous injury’.  The 1899 Hague Declaration 2 Concerning Asphyxiating Gases208 and the 
1899 Hague Declaration 3 Concerning Expanding Bullets209 were adopted in order to prevent 
using materials and arms causing unnecessary suffering. The latter was a response ‘to the 

                                                 
201 Protocol I on Non-Detectable Fragments of the Convention on Prohibitions or Restrictions on the Use of Certain 

Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effect. Geneva, 
10 October 1980. 
202 Convention on the Prohibition of the Use, Stockpiling, Production and Transfer of Anti-Personnel Mines and on 
Their Destruction. Ottawa, 18 September 1997. 
203 Article 35 (1)-(3). 
204 Article 35 (2). 
205 Declaration Renouncing the Use, in Time of War, of certain Explosive Projectiles. Saint Petersburg, 29 November 
/ 11 December 1868. 
206 Commentary (1987) para 1411. 
207 ‘… the only legitimate object which States should endeavour to accomplish during war is to weaken the military 
forces of the enemy, … this object would be exceeded by the employment of arms which uselessly aggravate the 
sufferings of disabled men, or render their death inevitable…’ 
208 Declaration (IV, 2) Concerning Asphyxiating Gases. The Hague, 29 July 1899. 
209 Declaration (IV, 3) Concerning Expanding Bullets. The Hague, 29 July 1899. 
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introduction of a bullet (first manufactured at the British Indian arsenal of Dum-Dum, near 
Calcutta) which expanded and flattened in the human body.’210  

 
The prohibition was reiterated in the 1907 Hague Convention IV which held that in addition 

to the prohibitions provided by special Conventions, it is especially forbidden ‘to employ arms, 
projectiles, or material calculated to cause unnecessary suffering’.211 The respective article of the 
1899 Hague Convention II refers to employing weapons ‘of a nature to cause superfluous injury,’ 
but only eight years later the participating representatives decided to change the wording to 
‘calculated to cause unnecessary suffering’ which on the one hand seems to cover a broader scope 
(unnecessary suffering including superfluous injury), but on the other hand appears to leave the 
decision to the military commanders to decide whether employment of arms would lead to 
unnecessary suffering. The rule has been in the focus of attention since the ‘1980s again: the 
Conventional Weapon Convention (CCW) serves as an umbrella convention212 and its purpose is 
to ban or restrict the use of specific weapons that are believed to cause unnecessary suffering to 
combatants or to affect civilians because of their indiscriminate feature.   

 
The contemporary prohibition is enshrined in Article 35 (2) of Additional Protocol I, 

according to which,  
 

‘It is prohibited to employ weapons, projectiles and material and methods of warfare of a 
nature to cause superfluous injury or unnecessary suffering.’ 
 

 The prohibition seems to contain a straightforward prohibition, but there is no 
universal agreement regarding which weapon would cause superfluous injury or unnecessary 
suffering or regarding how bodily harm or physical injuries could be objectively defined. The most 
relevant features supporting that a weapon would cause superfluous injury or unnecessary 
suffering are permanent disability, permanent blindness and inevitable death.213 The suffering can 
be measured by factors like mortality rate, painfulness, severity of wound and permanent damage. 
Although the prohibition of the employment of such weapons is given a strong emphasis in the 
above instruments, it might be difficult to invoke this principle once a weapon is integrated in the 
weaponry.  
 

The 1998 Rome Statute214 also penalizes the employment of weapons, projectiles and 
material and methods of warfare which are of a nature to cause superfluous injury or unnecessary 
suffering reflecting the concerns and definite condemnation of the civilized nations. The Statute 
define war crimes as grave breaches of the 1949 Geneva Conventions (e.g. willful killing, torture 

                                                 
210 Declaration (IV, 3) Prefatory Note in: Documents on the Laws of War (2009) p 63. 
211 Article 23 (e). 
212 Its five Protocols address non-detectable fragments; mines, booby-traps and other devices; incendiary weapons; 
blinding laser weapons and explosive remnants of war. 
213 Jean-Marie Henckaerts, Louise Doswald-Beck: Customary International Humanitarian Law, International 
Committee of the Red Cross, Cambridge University Press, 2009, Rule 70, p 241. 
214 Rome Statute of the International Criminal Court. 17 July 1998. 
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or inhuman treatment, willfully causing great suffering, or serious injury to body and health215) 
and other serious violations of the laws and customs of international armed conflicts.216 According 
to Article 8 (2) (b) (i) of Rome Statute, war crime means other serious violations of the laws and 
customs applicable in international armed conflict, including ‘employing weapons, projectiles and 
material and methods of warfare which are of a nature to cause superfluous injury or unnecessary 
suffering, […] provided that such weapons, projectiles and material and methods of warfare are 
the subject of a comprehensive prohibition and are included in an annex to this Statute.’ 
 
 It is not expressly included in the provision, but its scope only covers combatants 
(including civilians directly participating in the hostilities) but not civilians as they are protected 
by other provisions of LOAC.217 The fact that the prohibition is not applicable to those persons 
who are ab initio immune from attack is also confirmed by Tallinn Manual 2.0. The prohibition 
refers to situations in which ‘a weapon or a particular use of a weapon aggravates suffering without 
providing any further military advantage to an attacker.’218  
 
 The question of aggravating suffering is relatively easy to decipher from an AWS 
perspective. This is primarily because autonomy in certain (critical) functions of a weapon system 
and its platform is to be handled separately from the question of what weapons, projectiles and 
material an AWS sports. If it is inherent to any weapon to aggravate suffering, it must not be fitted 
onto the weapon platform in the first hand. Based on this, the rule can be adhered to by choosing 
an adequate weaponeering solution (not of a nature to cause superfluous injury or unnecessary 
suffering) and therefore does not affect the legality of AWS per se. As Solis frames the issue, ‘it 
is most unlikely that an autonomous weapon system would employ a weapon or munition that was 
per se unlawful.’219 The finding that a weapon is violating the prohibition can only be based on 
the weapon’s effects and not the manner of engagement (degree of autonomy).  
 
 On the other hand, an AWS may technically be capable of autonomously selecting the 
method of the use of the weapons mounted onto the platform, which may breach the prohibition. 
Schmitt et al point out that ‘nevertheless, an autonomous system could be used as a platform for a 
weapon that would violate the prohibition, ‘such as a bomb containing fragments that are designed 
to be difficult to locate during the treatment of wounded combatants.’220 In this case, the AWS as 
the totality of platform, weapon, and control system would be regarded unlawful per se. Scharre 
also confirms that the prohibition to cause superfluous injury or unnecessary suffering has little 
bearing on AWS, since the prohibition deals with ‘the mechanism of injury, not the decision to 

                                                 
215 Article 8 (1) (a) (i)-(iii). 
216 Article 8 (2) (b). 
217 Peter Margulies, Making Autonomous Weapons Accountable: Command Responsibility for Computer-Guided 
Lethal Force in Armed Conflicts (February 19, 2016). Research Handbook on Remote Warfare, Edward Elgar Press, 
(Jens David Ohlin ed.), 2016, Forthcoming; Roger Williams Univ. Legal Studies Paper No. 166, p 5. 
https://ssrn.com/abstract=2734900; Anderson, Adapting the Law of Armed (2014) p 400; Schmitt, “Out of the Loop” 
(2013) p 244. 
218 Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, Second Edition (Michael N. Schmitt 
General Editor), Cambridge University Press 2017, p 454. 
219 Solis, The Law of Armed Conflict (2016) p 541. 
220 Schmitt, “Out of the Loop” (2013) p 245. 
 

https://ssrn.com/abstract=2734900


64 
 

target in the first place.’221 This statement however disregards the possibility that an AWS can be 
programmed for example to slowly kill a lawful military objective intentionally avoiding lethal 
points. In this case, we are talking about using a weapon in a way to cause superfluous injury or 
unnecessary suffering which should not be in an AWS’s programming. 
 

3.2. Damage to the natural environment 
 

The potential of operations to adversely affect natural resources has long been 
acknowledged and calls for action to prevent or mitigate these adverse effects. However, 
Additional Protocol I was the first instance of this being codified in LOAC (Additional Protocol 
II does not contain a corresponding provision). It is lawful to cause unintended (collateral) damage 
to the natural environment during an attack on a legitimate military target, although the military 
commander in charge has an obligation to avoid needless harm to the environment to the extent 
that ‘it is practical to do so consistent with mission accomplishment.’222 Any damage or destruction 
to the environment not necessitated by military necessity and carried out wantonly is prohibited, 
but it is long accepted that unintentional collateral damage on the environment does not make an 
attack unlawful. According to the prohibition found in Article 35 (3) of Additional Protocol I, 
 

‘It is prohibited to employ methods or means of warfare which are intended, or may be 
expected, to cause widespread, long-term and severe damage to the natural environment.’ 
 

There is only one more specific provision in LOAC protecting the environment, closely 
connected to Article 35 (3) which requires that “care shall be taken to protect the natural 
environment against widespread, long-term and severe damage.”223 This prohibition has been 
reinforced by the drafters of the Rome Statute, as grave breaches of LOAC include actions, which 
indirectly result in environmental damage (widespread, long-term and severe damage to the natural 
environment clearly excessive in relation to the military advantage anticipated).224 The drafters of 
the 2005 CIHL Study225 highlight it that there is sufficient state practice to support that this 
prohibition (reiterated in Rule 45 of Part II of the Study) obtained customary nature226 and provides 
a robust, absolute prohibition with no opportunity to derogate. A drawback of the strict formulation 
of Article 35 (3) is that it sets an incredibly high (impractical and almost unfulfillable) threshold 
by the cumulative criteria (widespread, long-term and severe damage) which are difficult to fulfill 
(e.g. it is debated whether the environmental consequences of the NATO air campaign in 1999 or 

                                                 
221 Scharre, Army of None (2018) p 258. 
222 United States of America, Department of the Army, Joint Publication 3-60, Joint Targeting, 31 January 2013, p A-
7. https://www.justsecurity.org/wp-content/uploads/2015/06/Joint_Chiefs-Joint_Targeting_20130131.pdf  
223 Article 55 of Additional Protocol I. 
224 According to Art. 8 (2) (b) (iv) of the Rome Statute, ‘intentionally launching an attack in the knowledge that such 
attack will cause incidental loss of life or injury to civilians or damage to civilian objects or widespread, long-term 
and severe damage to the natural environment which would be clearly excessive in relation to the concrete and direct 
overall military advantage anticipated’ constitutes a war crime by virtue of violating of the laws and customs 
applicable in international armed conflict. 
225 Henckaerts, Customary International Humanitarian Law Volume I (2009).  
226 Henckaerts, Customary International Humanitarian Law Volume I (2009) p 152.  
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the environment damages caused during the Gulf War did qualify227). Notwithstanding the rule’s 
applicability to certain means and methods of warfare, the same issue arises here as regarding 
weapons causing superfluous injury or unnecessary suffering: weapons (means) with a potential 
to cause widespread, long-term and severe damage to the natural environment can but must not be 
fitted onto platform and controlled either by an operator or an algorithm.  
 

3.3. Uncontrollable means and effects 
 

Certain weapons possess the ability to cause effects that cannot be controlled or limited by 
the operator and may result in death, personal injury or damage in civilian property in a relatively 
large distance from the place of employment. As an inherent characteristic, these effects do not 
depend on the operator’s intent or conduct. Article 51 (4) (c) of Additional Protocol I prohibits the 
resort to such weapons under the prohibition of indiscriminate attacks: 
 

4. Indiscriminate attacks are prohibited. Indiscriminate attacks are: […] (c) those which 
employ a method or means of combat the effects of which cannot be limited as required by 

this Protocol; and consequently, in each such case, are of a nature to strike military 

objectives and civilians or civilian objects without distinction. 

 
Schmitt recites the rule with useful examples such as ‘biological contagion or persistent 

airborne chemical agents that can easily spread to civilian population, even if properly aimed at 
military objectives.’228 Similarly to weapons causing superfluous injury or unnecessary suffering, 
employing an AWS with a weapon whose effects could not be limited would make the AWS 
unlawful as such. In case of autonomous systems, it may be relevant in the cyber domain, i.e. in 
case of malwares or worms used as weapons to create the intended effects. These malwares would 
be indiscriminate if they would be designed in a way that it is ‘likely to spread into the civilian 
network. In such a case, the autonomous weapon would be unlawful per se.’229 

 

3.4. Indiscriminate weapons per se 
 

The principle of distinction or discrimination can be divided into two concepts. One 
belongs to Weapons Law and deals with how weapons (as a means of warfare) can be aimed 
sufficiently at a military objective, i.e. it examines if these weapons – based on their design and 
the applied technological solutions – possess the potential or ability to aim at a certain object. The 
other concept regarding the principle of discrimination deals with those weapons (including AWS) 
which are not inherently incapable of discriminating between objectives, however, the manner in 

                                                 
227 See for example the United States, Department of Defense, Final Report to Congress on the Conduct of the Persian 
Gulf War, 10 April 1992, Appendix O, The Role of the Law of War, ILM Vol. 31, pp 636-637; Final ICTY Final 
Report to the Prosecutor by the Committee Established to Review the NATO Bombing Campaign Against the Federal 
Republic of Yugoslavia, 14 June 2000, paras 14-25; 
228 Michael N. Schmitt & Eric W. Widmar, “On Target”: Precision and Balance in the Contemporary Law of Attack 
in: 7 Journal of National Security and Policy (2014), p 399. 
229 Schmitt, “Out of the Loop” (2013) p 250. 
 



66 
 

which they are used against certain military objectives and/or in certain circumstances may be 
considered unlawful under LOAC. (This question will be dealt with in Part IV of the dissertation). 
 

Weapons indiscriminate per se are those means of warfare, which cannot be aimed 
sufficiently at a military objective. Typically, these weapons have been developed for use in certain 
circumstances, e.g. in desert warfare or underwater where distinction between enemy objectives 
and civilians and civilian objects is not an issue. These weapons cannot be employed when 
civilians or civilian objects are in the vicinity of the target (e.g. in the context of urban warfare).230 
According to Schmitt, ‘an autonomous weapon system only violates the prohibition against 
weapons incapable of being directed at a lawful target if there are no circumstances, given its 
intended use, in which it can be used indiscriminately.’231 According to the contemporary 
definition Article 51 (4) (b): 

 

‘Indiscriminate attacks are prohibited. Indiscriminate attacks are: […] (b) those which 
employ a method or means of combat which cannot be directed at a specific military 

objective.’ 
 

The prohibition in Article 51 (4) (b) builds on Article 48 which requires parties to the 
conflict to distinguish between the civilian population and combatants and between civilian objects 
and military objects ‘at all times.’ In case of indiscriminate attacks where weapons cannot be 
directed at military objectives, the requirement to distinguish is not met. The formulation ‘cannot 
be directed’ implies the inherent inability of a weapon or method of warfare to be directed at a 
specific target. In case of AWS, this could mean mounting a weapon on the platform that lacks the 
inherent ability to be aimed at a specific target. This may not be a problem in an uncontested 
environment,232 but may restrict the AWS’s use in an urban environment with civilians and civilian 
objectives being in the vicinity of the military objectives. As long as there is any environment 
where the AWS (with a weapon that cannot be directed at specific military objectives) can be used 

                                                 
230 In The Prosecutor v. Milan Martić, the Trial Chamber established that the M-87 Orkan (a non-guided high 
dispersion projectile) was fired on 2 and 3 May 1995 from the Vojnić area, near Slavsko Polje, between 47 and 51 
kilometers from Zagreb in an attack against Zagreb. The Trial Chamber noted that the weapon was fired from the 
extreme of its range and considering the characteristics of the weapon, the M-87 Orkan was incapable of hitting 
specific targets. For these reasons, the Trial Chamber found that the M-87 Orkan is an indiscriminate weapon, the use 
of which in Zagreb resulted in the infliction of severe casualties. The fact that military targets were also present in 
Zagreb is irrelevant in light of the nature of the weapon. (‘462. The M-87 Orkan is a non-guided projectile, the primary 
military use of which is to target soldiers and armoured vehicles. Each rocket may contain either a cluster warhead 
with 288 so-called bomblets or 24 anti-tank shells. The evidence shows that rockets with cluster warheads containing 
bomblets were launched in the attacks on Zagreb on 2 and 3 May 1995. Each bomblet contains 420 pellets of 3mm in 
diameter. The bomblets are ejected from the rocket at a height of 800-1,000m above the targeted area and explode 
upon impact, releasing the pellets. The maximum firing range of the M-87 Orkan is 50 kilometers. The dispersion 
error of the rocket at 800-1,000m in the air increases with the firing range. Fired from the maximum range, this error 
is about 1,000m in any direction. The area of dispersion of the bomblets on the ground is about two hectares. Each 
pellet has a lethal range of ten metres.’) in International Criminal Tribunal for former Yugoslavia (ICTY), The 

Prosecutor v. Milan Martić, Judgment, Case No. IT-95-11-T, 12 June 2007, para 461-463; Indiscriminate weapons 
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accurate. in: Schmitt, “On Target” (2014) p 398. 
231 Schmitt, “Out of the Loop” (2013) p 249. 
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lawfully one cannot say that they are indiscriminate by nature. The issue is when ‘legal weapons 
are used in an indiscriminate manner’ which is regarded a serious violation of LOAC.233  
 

According to Article 8 (2) (b) (xx) of the Rome Statute, war crime means other serious 
violations of the laws and customs applicable in international armed conflict, including ‘employing 
weapons, projectiles and material and methods of warfare […] which are inherently indiscriminate 
in violation of the international law of armed conflict, provided that such weapons, projectiles and 
material and methods of warfare are the subject of a comprehensive prohibition and are included 
in an annex to this Statute.’234 The term ‘subject of a comprehensive prohibition’ refers to Article 
36 and other treaty provisions or customary rules of LOAC or IL. The International Court of 
Justice’s standpoint was very similar when it maintained that ‘states must never make civilians the 
object of attack and must consequently never use weapons that are incapable of distinguishing 
between civilian and military targets.’235  

 
4. The AWS under Article 36 of Additional Protocol I of 1977 
  

‘No technology can yet replicate Asimov’s laws 
inside a machine. […] While there is no Asimov-

like code embedded in robots yet, it doesn’t mean 
that many in the field believe that the design of 

robots should take place without some sort of 

guidelines.’236 

 
4.1. Introduction  

 
The requirement to assess the legality of a new weapon (including AWS) can be regarded 

as a norm ensuring the practical application of the LOAC principles.  
 

                                                 
233 Anderson, Adapting the Law of Armed Conflict (2014) p 400. 
234 According to Article 8(2), ‘for the purpose of this Statute, ‘war crimes’ means: 
(b) Other serious violations of the laws and customs applicable in international armed conflict, within the established 
framework of international law, namely, any of the following acts: 
(i) Intentionally directing attacks against the civilian population as such or against individual civilians not taking direct 
part in hostilities;  
(ii) Intentionally directing attacks against civilian objects, that is, objects which are not military objectives;  
(iii) Intentionally directing attacks against personnel, installations, material, units or vehicles involved in a 
humanitarian assistance or peacekeeping mission in accordance with the Charter of the United Nations, as long as 
they are entitled to the protection given to civilians or civilian objects under the international law of armed conflict;  
(v) Attacking or bombarding, by whatever means, towns, villages, dwellings or buildings which are undefended and 
which are not military objectives;  
(ix) Intentionally directing attacks against buildings dedicated to religion, education, art, science or charitable 
purposes, historic monuments, hospitals and places where the sick and wounded are collected, provided they are not 
military objectives; 
(xxiv) Intentionally directing attacks against buildings, material, medical units and transport, and personnel using the 
distinctive emblems of the Geneva Conventions in conformity with international law.’ 
235 Nuclear Weapons [1996] ICJ Reports 226, para 78 
236 P. W. Singer, Wired for War, Penguin Books, 2010, p 424. 
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As mentioned, legal principles of LOAC apply to all type and form of weapons ‘those of 
the past, those of the present and those of the future.’237 There is nothing in the body of LOAC that 
would suggest otherwise. To call any weapon (including AWS) unlawful per se, it has to be 
prohibited by a convention regarding certain weapons. To this category belong those treaties that 
are pertinent to AWS in the way that they order a prohibition or restriction regarding weapons 
having autonomy in certain functions. According to Blum et al, those treaties that may be relevant 
to AWS include inter alia Convention No. VIII Relative to the Laying of Automatic Submarine 
Contact Mines (1907), the ENMOD Convention,238 Protocols I-IV to the 1980 Conventional 
Weapon Convention,239 the Convention on the Prohibition of the Use, Stockpiling, Production and 
Transfer of Anti-Personnel Mines and on Their Destruction (1997) or the Convention on Cluster 
Munition (2008).240 
 

Notwithstanding the prohibitions and restrictions found in in the above conventions, 
regarding the legality of new weapons (including AWS), Additional Protocol I constitute the 
governing law. During the negotiation of Additional Protocol I, the delegates’ objective was to 
find a common ground or a compromise that would provide assurance for the proponents of the 
establishment of ‘controls inspired by humanitarian considerations to limit superfluous injury or 
unnecessary suffering,’241 but which would also be acceptable for those more in favor of 
proliferation and arms development. Many of the provision of Additional Protocol I derives from 
customary law and much of the law contained in Part III (Methods and Means of Warfare) and 
Part IV (Civilian population) ‘is firmly embedded in the ‘Hague Law,’242 which itself is considered 
customary law, but the Protocol gives new expression to long-standing ideas and thereby clarifies 
the content of generally accepted obligations.’243  
 

It is worth noting that although not all states are parties to Additional Protocol I as 
mentioned; they might have established procedures and mechanisms for assessing the legality of 
weapons.244 According to para 79 of the ICJ Advisory Opinion on the threat or use of nuclear 
weapons, the judges concluded that fundamental rules of the Hague and Geneva Conventions ‘are 
to be observed by all States whether or not they have ratified the conventions that contain them, 
because they constitute intransgressible principles of international customary law.’245 

                                                 
237 Nuclear Weapons 1996] ICJ Reports 226, para 86.  
238 Convention on the Prohibition of Military or any Hostile Use of Environmental Modification Techniques, 1976. 
239 Convention on Prohibition or Restrictions on the Use of Certain Conventional Weapons which may be deemed to 
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241 Commentary (1987) para 1463. 
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The practical assessment of the legality of a weapon is ensured by Article 36 of 

Additional Protocol I. Considering the novel technologies used in AWS, this Article is one of 
the cornerstones of studying the legality of an AWS per se. A new weapon which is not the 
object of any specific regulation will be prohibited in case of non-compliance with Article 36 of 
the Additional Protocol I, that is if and when its employment is contradictory with Additional 
Protocol I or with any other rule of International Law applicable. According to Article 36,  
 

 In the study, development, acquisition or adoption of a new weapon, means or method of 

 warfare, a High Contracting Party is under an obligation to determine whether its 

 employment would in some or all circumstances, be prohibited by this Protocol or by any 

 other rule of international law applicable to the High Contracting Party.’  
 

Hereinafter, I will address the basic concept and application of Article 36 of Additional 
Protocol I and I will identify the difficulties regarding the Article’s application to AWS.  

 
4.2. The scope and objective of Article 36 

 
4.2.1. ‘New weapon, means or method of warfare’ 

 
This rather complex provision refers to new weapons, means or method of warfare; 

therefore, not only new weapons (means of warfare) need to be examined, but also the way in 
which they are being used (methods of warfare). The full inventory of Article 36, i.e. the separation 
of ‘weapon, means or method’ suggest that ‘means of warfare’ carry a different meaning from that 
of weapons: not all means of warfare are weapons, and weapons therefore seem to be smallest 
elements (or the smallest circle). For the purposes of this dissertation however, weapons and means 
are considered synonymous.  
 

As established already, weapon is a basic component of a weapon system. Yet, the meaning 
and definition of weapons is everything but self-explanatory or simple. Fundamentally, a weapon 
is a destructive instrument designed to injure and kill. The Oxford English Dictionary describes it 
as ‘an instrument of any kind used in warfare or in combat to attack and overcome an enemy.’246 
Technically, a weapon system is clearly to be distinguished from a weapon, and this differentiation 
may be relevant when assessing the legality of weapon systems or weapons. The result of 
assessment may depend on different factors (autonomy/programming in case of AWS and physical 
effects in case of weapons). When assessing certain weapons, this author does not see the relevance 
of whether it operates in itself or as part of a weapon system.  

 
Although weapons may not have a universal definition, the AMW Manual provides some 

useful concepts, according to which, ‘means of warfare’ entail ‘weapons, weapon systems or 
platforms employed for the purposes of attack’247 and ‘weapon’ refers to ‘a means of warfare used 
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in combat operations, including a gun, missile, bomb or other munitions, that is capable of causing 
either (i) injury to, or death of, persons; or (ii) damage to, or destruction of, objects.’248 A similar 
conception is used by Boothby, referring to means of warfare as consisting of ‘all weapons, 
weapons platforms and associated equipment used directly to deliver force during hostilities’ with 
weapons referring to ‘devices, munitions, implements, substances, objects or pieces of equipment 
which generate an offensive capability that can be applied to an enemy person or object.’249 The 
use of ‘associated equipment’ also underlines that the category of ‘means of warfare’ is wider than 
that of the weapons and that weapon shall be considered a subcategory thereof.  
 

Generally, a weapon will fall under the scope of Article 36 if it is completely new, i.e. 
previously did not exist or if there was a positive improvement to an existing weapon and as a 
result it is capable of for example greater precision (accuracy in targeting), thereby lessening 
collateral damage. This author also agrees that – from the legality point of view – Article 36 should 
be interpreted broadly and weapon systems as such shall also be assessed under the requirement 
(not only weapons as part of a larger system). Weapons are functioning only as a constitutive 
element of the weapon system and their effects shall be interpreted together with the capabilities 
and programming of control system, objectively. With regards to AWS, this can be translated into 
the review of e.g. software enabling autonomy in certain functions as well as novel uses of existing 
capabilities. Furthermore, not only the legality of weapons and weapon systems shall be assessed 
but also the manner in which they are intended to be used (as methods of warfare). Acknowledging 
that it is limited to air and missile warfare, the AMW Manual is again a useful starting point with 
defining methods of warfare as ‘attacks and other activities designed to adversely affect the 
enemy’s military operations or military capacity, as distinct from the means of warfare used during 
military operations, such as weapons’ and including various categories of operations, for example 
‘bombing, as well as the specific tactics used for attack, such as high altitude bombing.’250 Boothby 
defines methods of warfare as ‘ways in which weapons are used in hostilities.’251 
 

Although Dinstein questions the relevance of referring to methods of warfare in Article 
36,252 I believe that the legality of any new weapon or weapon system cannot be understood 
without assessing their intended use (anticipated operating environments and circumstances). 
Dinstein is not the only one criticizing the formulation of Article 36. Chengeta asks the preliminary 
questions whether AWS could be considered strictu sensu weapons for the purposes of conducting 

                                                 
 https://reliefweb.int/sites/reliefweb.int/files/resources/8B2E79FC145BFB3D492576E00021ED34-HPCR-
may2009.pdf  
248 The Manual on International Law Applicable to Air and Missile Warfare of 15 May 2009, p 6. 
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250 The Manual on International Law Applicable to Air and Missile Warfare of 15 May 2009, p 5. 
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251 Boothby, Methods and Means of Cyber Warfare (2013) pp 387-388. 
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The Conduct of Hostilities (2016) p 100. 
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an Article 36 review and whether fully autonomous weapon systems are ‘within the confines of 
the basic rules of weapons law.253 He argues that for the purposes of Article 36, an AWS ceases to 
be a means of warfare or weapon if there is no meaningful human control over the system; in case 
of increased or full autonomy in the critical functions of decision-making, the AWS is ‘is more of 
a robot-combatant’254 than a weapon.255 Chengeta’s arguments shall be refuted here on two 
important points. Firstly, meaningful human control has never been part of the concept of weapon, 
therefore its lack cannot result in an AWS that is not a means of warfare or weapon. Secondly, 
robot-combatant is not a valid term under LOAC, it is a pretentious term coined by the author, and 
therefore it is irrelevant to the assessment. I believe that suggesting that AWS with the above 
specifications go beyond the traditional notion of weapon is a peculiar idea but at the same time, 
a strong exaggeration that would not be justified by any provision of LOAC.  
 

AWS cannot be characterized as humans even with the most sophisticated artificial 
intelligence included. I believe that the significance of Article 36 (distinguishing between weapons 
and the way in which they are used) is the acknowledgement of the possibility that lawful weapons 
could be used in an unlawful manner. The means and methods of warfare, though being subjects 
of rules and prohibitions, are connected to military commanders’ decision during the conduct of 
warfare and may be also the focal points of national or international tribunals’ scrutiny.  
 

According to Blake et al,256 ‘new weapon, means or method of warfare’ shall be seen as a 
qualifier in another regard: Article 36 is not repeated in Additional Protocol II, therefore the 
requirement is limited to situations described in Common Article 2 to the Geneva Conventions,257 
i.e. in cases of international armed conflict. They add however that the language used in Article 
36 (‘any other rule of international law applicable to the High Contracting Party’) ‘technically only 
widens the scope of the review’; this however does not imply that states can ‘forgo the legal review 
before using a weapon, means or method of warfare in non-international armed conflict.’258 This 
view (Article 36 being applicable in NIACs as well) is also supported by the ICRC’s Guide 
concerning the legal review of new weapons259 which is one of the most comprehensive guidance 
written on the requirement of legal review under Article 36.  

 

                                                 
253 Thompson Chengeta, Are Autonomous Weapon Systems the subject of Article 36 of Additional Protocol I to the 
Geneva Conventions? 10 April 2014, p 1. https://ssrn.com/abstract=2755182  
254 Chengeta, Are Autonomous Weapon Systems the subject of Article 36 (2014) p 12.  
255 ‘The more a robot performs ‘critical functions’ that have been the preserve of human combatant – like making the 
decision as to who to kill, the more the robot is more of a combatant than a weapon.’ in Chengeta, Are Autonomous 
Weapon Systems the subject of Article 36 (2014) p 13.  
256 Duncan Blake and Joseph S. Imburgia, 'Bloodless Weapons'? The Need to Conduct Legal Reviews of Certain 
Capabilities and the Implications of Defining them as 'Weapons' in: 66 Air Force Law Review 157 (2010) p 167. 
https://ssrn.com/abstract=1850831  
257 ‘The present Convention shall apply to all cases of declared war or of any other armed conflict which may arise 
between two or more of the High Contracting Parties, even if the state of war is not recognized by one of them.  The 
Convention shall also apply to all cases of partial or total occupation of the territory of a High Contracting Party, even 
if the said occupation meets with no armed resistance.’ 
258 Blake, 'Bloodless Weapons'? (2010) p 167.  
259 ‘Most of the rules apply to all types of armed conflict’ in Kathleen Lawand, Robin Coupland and Peter Herby: A 
Guide to The Legal Review of New Weapons, Means and Methods of Warfare; Measures to implement Article 36 of 
Additional Protocol I of 1977, International Committee of Red Cross, 2006, p 11. 
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This question can be approached from another angle, too. Article 36 codifies the 
responsibility of states to take all available measures to prevent the use of weapons in armed 
conflicts that are per se incompatible with the extant obligations under International Law. Such 
state responsibility has a generic legal character, hence, it is not Article 36 but this obligation that 
it codifies that is applicable to armed conflicts. The Tadić decision of the Appeals Chamber of the 
International Criminal Tribunal for the former Yugoslavia (ICTY) also states regarding prohibited 
means and methods of warfare that ’elementary considerations of humanity and common sense 
make it preposterous that the use by States of weapons prohibited in armed conflicts between 
themselves be allowed when States try to put down rebellion by their own nationals on their own 
territory. What is inhumane, and consequently proscribed, in international wars, cannot but be 
inhumane and inadmissible in civil strife.’260 The latter statement may be regarded as the 
underlying principle from which the above arguments can be deducted (and not from Article 36 
itself). 
 

4.2.2. Material scope of application of Article 36 
 

According to Schmitt et al, the obligation to conduct legal reviews of new weapons is 
‘generally considered, and correctly so, reflective of customary international law,’ however this 
consensus is missing when it comes to the analogous requirement ‘to perform legal reviews of new 
methods of warfare.’261 The rule does not appear in the 2005 CIHL Study, but according to the 
ICRC Guide to legal review,262 the material scope of Article 36 is very broad and shall cover (1) 
‘weapons of all type’ including inter alia anti-personnel or anti-material, and lethal weapons as 
well as weapon systems and (2) ‘ways in which these weapon are to be used’ in accordance with 
military doctrines, tactics, ROEs, operating procedures and countermeasures.263 The ICRC Guide 
also adds the following to the material scope: (3) weapons to be acquired, procured to research or 
develop and to be purchased ‘off-the-shelf’, (4) weapons to be acquired for the first time by the 
state without being necessarily new in the technical sense, (5) weapons modified in a way that 
alters its function, and (6) weapons where a state has joined an international treaty that may affect 
the legality of the weapon.264 In this regard it is worth noting that the term ‘to be acquired’ indicates 

                                                 
260 International Criminal Tribunal for the former Yugoslavia (ICTY), Prosecutor v. Dusko Tadić, Decision on the 
Defence Motion for Interlocutory Appeal on Jurisdiction (Appeals Chamber), 2 October 1995, Case no. IT-94-1, paras 
119 and 127. 
261 Schmitt, “Out of the Loop” (2013) p 271. 
262 Lawand, A Guide to The Legal Review (2006), pp 9-10. 
263 This is consistent with the Commentary explaining that ‘the words "methods and means" include weapons in the 
widest sense, as well as the way in which they are used. The use that is made of a weapon can be unlawful in itself, 
or it can be unlawful only under certain conditions. For example, poison is unlawful in itself, as would be any weapon 
which would, by its very nature, be so imprecise that it would inevitably cause indiscriminate damage. It would 
automatically fall under the prohibition of Article 57 '(Precautions in attack),' paragraph 2(a)(ii). However, a weapon 
that can be used with precision can also be abusively used against the civilian population. In this case, it is not the 
weapon which is prohibited, but the method or the way in which it is used.’ In: Commentary (1987) para 1402. 
264 According to Rule 110 of Tallinn Manual 2.0 (Weapons review), 
‘(a) All States are required to ensure that the cyber means of warfare that they acquire or use comply with the rules of 
the law of armed conflict that bind them. 
(b) States that are Parties to Additional Protocol I are required in the study, development, acquisition, or adoption of 
a new means or method of cyber warfare to determine whether its employment would, in some or all circumstances, 
be prohibited by that Protocol or by any other rule of international law applicable to them. 
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that the test should be carried out not just in case of completely new weapons, but in case of those 
that already exist but the concerned state has not introduced them yet in its armed forces. This can 
support different national interpretations regarding a state’s obligations under LOAC. 
 

4.2.3. ‘In some or all circumstances’ 
 

The phrasing of Article 36 suggests the obligation of the parties to ensure critical 
assessment of any new or existing but modified weapons and also indicates that the prohibition of 
the employment of a potential new weapon shall be determined ‘in some or all circumstances’ 
which grants the parties sufficient freedom to determine the legality of the use. The wording clearly 
points toward the different positions of the codifiers, since the development and employment of a 
certain weapon might be prohibited in all circumstances on account of its destructive, demoralizing 
and inhuman effect. On the other hand, the prohibition of application ‘in some’ circumstances 
refers to the employment of a weapon not illegal per se in certain situation, i.e. in some 
circumstances its employment would not be illegal, but taking a different incident, the prohibition 
would stand.  

 
According to Dinstein, the phrasing covers ‘far fetched potentialities and even possibilities 

of misuse’265 and also raises the question of control and transparency. What he eventually points 
out is that weapons can be used in different manners, some of which might not meet the criterion 
established in Article 36. Although states are to determine the legality of the use of a weapon, they 
are not required to take into consideration potential misuses given the almost infinite possibilities 
for misuse and the dependency on the human factor. The Commentary also highlights that parties 
to the Protocol should analyze whether the ‘employment of a weapon for its normal or expected 
use would be prohibited under some or all circumstances. A State is not required to foresee or 
analyse all possible misuses of a weapon, for almost any weapon can be misused in ways that 
would be prohibited.’266 Therefore, the obligation to assess the legality of weapons does not cover 
situations where the use of weapons diverges from the preferred ordinary, predictable way of 
deployment. In Wagner’s interpretation, not only the normal or expected circumstances of a 
weapon system’s use should be taken into account, but also ‘how a weapon performs in the 
environments for which it is intended.’267 
 

As it has been established, means and methods should be analyzed together, i.e. a certain 
weapon cannot be separated from its intended use during the review. It does apply to AWS, too 
that there may be cases where the manner in which a weapon is intended to be used may be legal 
but another manner would fail the legality test and its employment in that particular manner would 

                                                 
With regards to Rule 110 (a), the majority of the International Group of Experts involved in writing Tallinn Manual 
2.0 took the position that the obligation to conduct a formal review is satisfied as long as states have taken steps to 
ensure that their means of warfare comply with LOAC (e.g. advice of LEGAD in lieu of formal review). The Group 
of Experts was divided whether Rule 110 (b) represents customary international law and thereby an obligation 
applicable only to States Parties to that Additional Protocol I. in: Tallinn Manual 2.0 (2017), pp 464-465. 
265 Yoram Dinstein: The Conduct of Hostilities under the Law of International Armed Conflicts, Cambridge University 
Press, 7th Printing, 2009, p 80. 
266 Commentary (1987) para 1469. 
267 Wagner, Autonomous Weapon Systems (2016) p 6.  
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be prohibited. For example, certain degree of the ability to distinguish between objects may well 
pass the test for desert warfare or naval warfare in the high seas but would be prohibited in close-
in urban warfare. As stated already, because the legal review should cover the whole weapon 
system, its ‘brain’ (the control system) - whereby targeting certainty is determined - would also be 
assessed.  

 
It is important to note here that the values attached to targetable military objectives can be 

adjusted according to the operational requirements, which raises the question of what exactly 
should be checked during the review and testing: the whole range of values or randomly selected 
values for selected scenarios? The validity of this question is justified by the fact that an AWS’ 
‘normal or expected use’ may include an infinitive number of values adjusted to the situation. The 
wording of Article 36, according to which, states may determine that the employment of an AWS 
would be prohibited ‘in some or all circumstances’ imply that the specific cases, when conditions 
or restrictions apply, should be adequately communicated. These cases should also be 
‘incorporated into the rules of engagement or standard operating procedures relevant to the 
weapon’268 or alternatively the state should be able to request modifications to the weapon and run 
the relevant part of the review again. 

 
4.2.4. ‘By this Protocol or by any other rule of international law’ 

 
The cross-reference in the last part of the provision (‘be prohibited by this Protocol or by 

any other rule of international law’) contains alternative conditions further strengthening the 
obligation of states. On the basis of this, even if states are developing new weapons in compliance 
with the first part of Article 36 of Additional Protocol I, extended complementary criteria are 
established by both the further provisions of Additional Protocol I (e.g. the Law of Attack) and by 
‘any other rule of international law’, which embraces the general and particular rules of IL 
(including LOAC, IHRL, International Environmental Law (IEL), and International Criminal Law 
(ICL)). In this regard, provisions of Weapons Law are codified in Additional Protocol I, but it is 
complemented by the norms found in the 1980 Conventional Weapons Convention269 and its 
Protocols as well as in specific conventions restricting the use of certain weapons, for example the 
Biological Weapons Convention270 or the Chemical Weapons Convention,271 etc. 
 

4.2.5. Conventional International Law 
 

When assessing the legality of a new weapon, first we have to address the question whether 
its employment can be subject of any specific treaty (provision) of IL (e.g. in case of biological 

                                                 
268 Lawand, A Guide to The Legal Review (2006), p 26. 
269 Convention on Prohibition or Restrictions on the Use of Certain Conventional Weapons which may be deemed to 
be Excessively Injurious or to have Indiscriminate Effects, 1980. 
270 Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and 
Toxin Weapons and on their Destruction, 1972. 
271 Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and on 
Their Destruction, 1992. 
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weapons,272 chemical weapons273 or blinding laser weapons274) and therefore be prohibited. 
Specific treaty regulations exist since the adoption of St Petersburg Declaration in 1868.275 Several 
weapons are subject of treaties prohibiting their employment per se (e.g. explosive projectiles 
below 400 grammes,276 dum-dum bullets,277 or asphyxiating and poisonous gases278) or banning 
their use in a certain manner (e.g. automatic submarine contact mines,279 and mines, booby-traps 
and other devices280).  

 
4.2.6. Customary International Law 

 
After the specific and general provisions and restrictions of international treaty law have 

been examined, states shall turn to Customary International Law.281 Rules of Customary 
International Law are generally accepted as carriers of opinio juris and manifested in wide-spread 
state practice. As Kajtár notes, the material components of customary norms can be only partially 
separated from its psychological element;282 these two parts should always be assessed together. 
Some of these norms are actually subject to debate among legal specialist and not crystallized yet 
as universally accepted customary rules.  
 

The cross-reference in question (‘...be prohibited by this Protocol or by any other rule of 
international law’) underlines the general applicability of Article 36. According to the ICRC’s 
extensive study,283 customary IL has undoubtedly integrated the following prohibitions regarding 
weapons: the prohibition on employing weapons, which cause superfluous injury or unnecessary 
suffering (Rule 70) and the prohibition of the use of inherently indiscriminate weapons (Rule 
71).284 The above-mentioned prohibitions are codified in Additional Protocol I, which includes 
other peremptory provisions that can be connected to new weapons: the principle of military 
necessity (as reflected by Article 35 (1)), the Martens clause285 among the Protocol’s General 

                                                 
272 Henckaerts, Customary International Humanitarian Law, Volume I (2005) Rule 73, p 256. 
273 Henckaerts, Customary International Humanitarian Law, Volume I (2005) Rule 74, p 259. 
274 Henckaerts, Customary International Humanitarian Law, Volume I (2005) Rule 86, p 292. 
275 Declaration Renouncing the Use, in Time of War, of certain Explosive Projectiles. Saint Petersburg, 29 November 
/ 11 December 1868 in which Parties reserved to come to an understanding whenever ‘a precise proposition shall be 
drawn up in view of future improvements which science may effect in the armament of troops, in order to maintain 
the principles which they have established, and to conciliate the necessities of war with the laws of humanity.’ 
276 Saint Petersburg Declaration. 
277 Declaration (IV, 3) concerning Expanding Bullets. The Hague, 29 July 1899. 
278 Protocol for the Prohibition of the Use of Asphyxiating, Poisonous or Other Gases, and of Bacteriological Methods 

of Warfare. Geneva, 17 June 1925. 
279 Convention (VIII) relative to the Laying of Automatic Submarine Contact Mines. The Hague, 18 October 1907. 
280 Protocol on Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other Devices as amended on 3 
May 1996 (Protocol II to the 1980 Convention as amended on 3 May 1996). 
281 Lawand, A Guide to The Legal Review (2006), p 11. 
282 Gábor Kajtár, A nem állami szereplők elleni önvédelem a nemzetközi jog, ELTE Eötvös Kiadó, Eötvös Loránd 
Tudományegyetem, Budapest, 2015, p 130. 
283 Henckaerts, Customary International Humanitarian Law, Volume I (2005) p 237 and 244. 
284 Article 35 (2) of Additional Protocol I. 
285 Prohibitions and restrictions may apply based on the principles of humanity and dictates of public conscience. 
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Provisions,286 the prohibition on environmental damage,287 the prohibition on means and methods 
of warfare the effects of which cannot be limited,288 and the prohibition on means and methods of 
warfare that cannot be directed at specific military objectives.289 The ICRC Guide to legal review 
confirms that the above general prohibitions of LOAC shall be considered during review290 and 
adds two more requirements: 
 

• prohibition of attacks by any means and methods which treats as a single military objective a 
number of clearly separated and distinct military objectives located in a city, town, village or 
other area containing a similar concentration of civilians or civilian objects (Art. 51(5)(a) of 
Additional Protocol I) and 

• prohibition of attacks which may be expected to cause incidental loss of civilian life, injury to 
civilians, damage to civilian objects, or a combination thereof, which would be excessive in 
relation to the concrete and direct military advantage anticipated (Art. 51(5)(b) of Additional 
Protocol I). 

 
The latter was assessed in Part III as one of the principles concerning the methods of 

warfare. There are however other Additional Protocol I provisions relevant to weapons review but 
which are covered neither by Weapons Law nor by the Law of Attack. 
 

4.2.7. Other relevant provisions 
 

Codifiers of the Additional Protocol I did not leave the application of Article 36 completely 
to the states and placed further crutches in the text when obligated the signatories (and in time of 
armed conflicts the parties to the conflict too) to ensure the availability of counsellors ‘to advise 
military commanders at the appropriate level on the application of the Conventions and the 

Protocol and on the appropriate instruction to be given to the armed forces on this subject.’291 
Similarly to Article 82, Article 36 of Additional Protocol I also clearly leaves it to the parties’ 
decision how to comply with the requirement of review; LEGADs shall play a crucial part in 
carrying out any weapons review and advising commanders on the requirement to have a review 
in place and participate in the review procedure.292  

                                                 
286 In Boulanin’s assessment, reviews should also ‘take into account whether the system can comply with other rules 
relating to the conduct of hostilities (e.g. distinction, proportionality and precaution)’ and ‘should there be no relevant 

treaty or customary rules, the state must consider the weapon in the light of the ‘Martens Clause.’ in Vincent Boulanin, 
Implementing Article 36 Weapon Reviews in the Light of Increasing Autonomy in Weapon Systems, SIPRI Insights 
on Peace and Security No. 2015/1, November 2015, p 5. 
https://www.sipri.org/sites/default/files/files/insight/SIPRIInsight1501.pdf  
287 Article 35 (3) of Additional Protocol I. 
288 Article 51 (4) (c) of Additional Protocol I. 
289 Article 51 (4) (b) of Additional Protocol I. 
290 Lawand, A Guide to The Legal Review (2006), pp 15-16. 
291 Article 82 of Additional Protocol I. 
292 It shall also be noted that developing competences through continuous training is vital for both LEGADs and 
military leaders. According to Lattmann, legal and military education can be bridged by further training in LOAC 
complemented with the concerning national law, the legal background of peace operations, IHRL, and ICL. For more 
on the subject, see Tamás Lattmann, A Katonai vezetői képzésekben megszerzendő jogi kompetenciák, különös 
tekintettel a nemzetközi Hadijogi aspektusokra in: A katonai vezetői-parancsnoki (harcászati vezetői) kompetenciák 
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4.2.8. ‘Study, development, acquisition, or adoption’ 
 

The term ‘study, development, acquisition or adoption’ in Article 36 was formulated with 
the intent of covering the whole cycle from the decision to have a particular weapon in the arsenal 
until coming into its possession. Study and development implies that the review should be carried 
out at the earliest possible time (possibly before costs are incurred). As to when (at what stage) the 
review(s) shall take place, the ICRC Guide to legal review differentiates among the following 
options:293 
 

• in case of a state producing the new weapon: at the stages of conception/design, technological 
development and before entering into production contract 

• in case of a state purchasing the new weapon: at the stage of studying the weapon (before 
entering into purchasing agreement) ‘the purchasing State is under an obligation to conduct its 
own review of the weapon it is considering to acquire, and cannot simply rely on the vendor or 
manufacturer's position as to the legality of the weapon, nor on another State's evaluation.’294 
Referring to the Commentary, the Guide reminds us that purchasers should not blindly ‘depend 
on the attitude of the seller or the manufacturer, but should proceed itself to evaluate the use of 
the weapon in question’ in order to assess its legality under the applicable law.295 

• in case of adopting a new modification to an existing weapon: the review of the modification 
should take place at the earliest stage. 

 
In case it is not the state itself that is developing the weapon, McClelland breaks down the 

acquisition process into the following phases:296 
 

a. Concept: assessing the existing capability gap and developing the concept for the weapon  
b. Assessment: further refining the concept and its characteristics; in case of ‘off-the-shelf’ 

weapons seeking performance date from the manufacturer 
c. Demonstration: rigorous initial and further testing 
d. Manufacture: production of equipment with further testing 
e. In-service: During the service life monitoring effectiveness  
f. Disposal: At the end of the service life disposal. 
 

It is left up to each state’s decision at what point in their procurement and weapon 
development process the legal review is carried out. Should there arise any changes regarding the 
inherent characteristics (design) or performance of a weapon (following the weapon’s deployment 
or use), a further review should be carried out. According to Boothby, the review should be 

                                                 
fejlesztésének lehetséges stratégiája, Nemzeti Közszolgálati Egyetem, Hadtudományi és Honvédtisztképző Kar, 
Budapest, 2014, pp 195-208. 
293 Lawand, A Guide to The Legal Review (2006), pp 23-24. 
294 Lawand A Guide to The Legal Review (2006), p 24. 
295 Commentary (1987) para 1473. 
296 Justin McClelland, The review of weapons in accordance with Article 36 of Additional Protocol I in: 85 
International Review of the Red Cross No. 850 (2003) p 401. 
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repeated if ‘there have been changes in relevant law or if the weapon has been the subject of an 
upgrade or other amendment that changes its combat performance.’297 
 

In the following, I will attempt to describe the generally required review process and 
mechanism that would facilitate the national implementation of Article 36.  
 

4.3. Process and mechanisms of the review 
  

4.3.1. The reviewers and the mechanism  
 

The most important aim of states developing new weapons is to gain military advantage in 
an armed conflict; therefore, countries are not willing to share any information on the process 
against their own national interest. Military research is typically carried out in secret, though 
historically this secrecy has been replaced later (as we have seen it through the example of the 
United States and Russia during the Cold War) by the policy of deterrence resulting from the 
increased threat from the possible use of weapons of mass destruction. The psychology of 
deterrence required the publicity of the lethal results of using such weapons – but never the 
revelation of the process of the development.  
 

Today, extensive research is in progress in many states partly to discourage the adversary 
from military operation, partly to maintain the capability of waging war and defeat the adversary-
to-be. The reason behind developing weaponry is to become able to face the threat posed by the 
adversary and its weaponry, and to take advantage of technological innovations in order to defeat 
the enemy. The ultimate aim of using new weapons is to counterbalance the calculated military 
disadvantage in an armed conflict, though it may provoke the adversary (including more non-state 
actors nowadays) to use similar, recently developed weapons. According to the ICRC Guide, there 
is an obligation on every state developing a new weapon, irrespectively of whether they ratified 
the Additional Protocol I or not, to assess its legality, given that ‘states are prohibited from using 
illegal weapons […] or using weapons […] in an illegal manner.’298  
 

For states, there is a rationale in handling data regarding weapon review as state secret in 
case the state itself is developing the weapon; however, I believe that this approach shall be 
changed when it comes to acquisition. Although it is not a LOAC obligation, a state would not 
want to purchase arms without the concerning weapon review data and a seller state may face 
difficulties if it cannot disclose the concerning review data. This does not mean that the purchaser 
state is relieved from its obligation to ensure the legality of a new weapon.  
 

Article 36 does not contain any reference regarding the form and content of the required 
review mechanism/procedure, it is left to the state parties’ decisions, i.e. although the Article 
encompasses a substantive requirement, the manner of implementation is not pre-established. The 

                                                 
297 William H. Boothby, Weapons and the Law of Armed Conflict (2nd Edition) Oxford University Press, 2016, p 
355. 
298 Lawand, A Guide to The Legal Review (2006) p 9. 
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idea of creating a central agency to conduct legal reviews was opposed to during the negotiations 
of Additional Protocol I for two main reasons.299 First, it would undermine effectiveness as states 
would develop and integrate processes compatible with their administrative system and subject to 
their discretion, and second, a central agency would create a security problem since states naturally 
safeguard information related to their present or future military capabilities. 
 

The legal instrument (legislation, regulation, instruction, etc.) establishing the mechanism 
as well as the responsible person or authority will depend on the state’s choice. Up until now, not 
many states were eager to implement Article 36 and to check whether the existing reviews, if any, 
are adequate. Very few states have a review mechanism in place, including but not limited to the 
Australia, Belgium, France, Germany, the Netherlands, Norway, Sweden, the UK and the US.300 
Most of these review procedures are however not publicly available and do not contain any 
reference to autonomy in weapon systems. (The assessment of these procedures is beyond the 
scope of the present dissertation.) In case of these states (apart from the United States of America), 
any new AWS is being scrutinized according to the national rules and procedures, i.e. there are 
not special factors in place for assessing the legality of AWS or autonomy.  
 

What can be established is that an adequate mechanism shall entail a multidisciplinary 
approach as well as a swift and streamlined procedure involving not only LEGADs and weapon 
specialists, but also acquisition, operations, defence policy, military technology and environment 
experts as well as medical personnel (regarding the degree of injury and suffering). The reviewing 
authority may be a newly established one for this particular purpose or another possibility is 
appointing an existing unit or department as responsible (the natural choice would the Ministry of 
Defence, MoD) and selecting the cooperating units. Naturally, the whole mechanism necessitates 
the availability of the adequate infrastructure, which may include laboratories, testing sites, etc. 
Regardless whether there is one appointed person or a committee or working group, the most 
important operational principle for such authority would be independence, although cooperation 
with the developer/manufacturer would benefit from the discussion and decision-making. 
Nevertheless, the representative of the manufacturer should not be part of the committee but be 
available for further enquiries that may be necessary for informed decision-making. While such 
authority could be appointed on an ad hoc basis, for consistent and streamlined operation, its 
permanent establishment would be better suited for the purposes of Article 36.  
 

Decision-making can be based on consensus or one person can be appointed to make the 
final decision based on all information (available as a result of the review and from secondary 
sources, for example internet databases or manufacturer fact sheet). It is questionable whether 
decision should be a binding one or a mere recommendation, but the wording of Article 36 
(‘obligation to determine’) implies the former. (In this regard, the necessity of veto power given 
to one or more stakeholders may contradict the general purpose of Article 36 and therefore should 
be avoided. Even if veto power is not playing a role in the mechanism, should the reviewing 
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authority find that the assessed new weapon would be prohibited under the rules of LOAC, ‘the 
development or acquisition of the weapon should be halted on this basis as a matter of law.’301) 
Another intriguing issue is determining the different outcomes of the review: a weapon may pass 
the review, may fail it but it is also anticipated that reviewers find that the weapon pass the review 
only with certain restrictions. In the latter case, the possible restrictions need to be adequately 
communicated and adhered to during deployment. 

 
4.3.2. The scope of review 
 
During the review, those involved in the process should consider the new weapon and its 

intended use building on both primary (e.g. manufacturers’ data sheet and specification, concepts 
of planned deployment) and secondary sources (e.g. UN or NGO reports and recommendations, 
scientific publications and articles) as well as on empirical data resulting from testing, modelling, 
or operational analysis. The review’s objective is to assess the legality of a new weapon against 
the requirements deriving from LOAC as part of IL. In this regard, at least according to Boulanin, 
it remains debatable whether IHRL should also be considered during the review process.302 This 
may be closely connected to how a state sees the relation between LOAC and IHRL; if regarding 
IHRL as lex generalis and LOAC as lex specialis, IHRL can be left outside the ambit of review.  

 
However, viewing LOAC and IHRL and converging and parallel regimes (both applicable 

in armed conflicts), Article 36 can be read as requiring states to measure legality of weapons 
against the concerning fundamental rights, including the right to life, the prohibition of torture, 
inhuman or degrading treatment and the right to health. This author does not agree with such 
extreme position since one of the most important underlying purpose of LOAC is the protection 
of victims of armed conflict and such expanding interpretation of Article 36 may lead to cases 
where a new weapon may be considered legal under LOAC but may fail the human rights test as 
being capable of taking human life and damaging health (causing suffering and injury).  
 

The subjects of Article 36 are weapons and weapon systems (including all integrated parts, 
e.g. platform). As to what factors shall be considered during review,303 they should include ‘a wide 
range of military, technical, health and environmental factors. This is the rationale for the 
involvement of experts from various disciplines in the review process.’304 Technical factors entail 
technical specifications, descriptions, fact sheets; anticipated targets (e.g. anti-personnel or anti-
ship weapon) and intended effects on the target; data regarding technical performance including 
accuracy (precision) and the ability to distinguish military objects from civilian ones (which is 

                                                 
301 Lawand, A Guide to The Legal Review (2006), p 26. 
302  Boulanin, Implementing Article 36 (2015) p 6. 
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there is any particular provision of treaty or customary international law that directly addresses it.’ in :Tallinn Manual 
2.0 (2017), pp 466-467. 
304 Lawand, A Guide to The Legal Review (2006), p 17. 
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crucial in determining if its use may cause indiscriminate effects305). According to the extensive 
ICRC Guide on Article 36, technical performance include the following:306 
 

• geographic area covered by weapon (loitering weapons), 

• the possibility to limit the weapon’s foreseeable effects to the target or in time and space (delay, 
loitering), 

• accuracy and reliability of targeting mechanism (including failure rates). 
 

Testing reliability is easier said than done. Not only does it necessitate repeated tests in an 
adequate environment but also a decision regarding the degree of reliability. Should a weapon fail 
the review if its reliability is under 100%? Even with the greatest engineering precision and general 
care, malperformance may occur. The requirement of 100% reliability is further undermined by 
the fact that combatants cannot perform 100% in every situation, either.  
 

States are also encouraged to study health-related effects and concerns, for example the 
expected injury and wounds (especially if they are unknown or unfamiliar307), ‘anatomical 
disability or disfigurement’308 specific to weapon design as well as mortality rate and recovery 
prognosis if known or can be estimated. The prohibition to employ means and methods of warfare 
of a nature to cause superfluous injury or unnecessary suffering is ‘central in importance’ and 
should be applied when assessing the legality of new weapons under Article 36.309 When 
applicable, the review should also include a comparison with a similar, existing weapon in the 
arsenal that has already been put through legal review. This comparison shall include not only the 
comparison of technical specification (similarities, differences) but also if another existing weapon 
‘could achieve the same military purpose.’310 
 

4.3.3. The impact of review and the way ahead 
 

The review shall take place at the earliest possible stage; in case of an arms developer state, 
it means the phase of planning and design, while a purchaser state shall consider already developed 
weapons. In case of a modification, the review should be made as early as the phase of suggestion 
or proposition is available. According to the Tallinn Manual 2.0, the fact that a method or means 
of cyber warfare has already been reviewed, does not relieve the acquiring state of its obligation 
to consider the means in light of its own obligations deriving from IL. The acquiring state may 
consider the legal assessment conducted by the supplying state but its determination (prohibited 
or permitted employment) does not bind other states.311 Article 36 contains the reference to the 
obligation of review before acquisition, i.e. Article 36 takes into consideration the possible 
different national interpretations. 

                                                 
305 Lawand, A Guide to The Legal Review (2006), p 18. 
306 Lawand, A Guide to The Legal Review (2006), p 18. 
307 ICRC Advisory Service on International Humanitarian Law, New Weapons - Factsheet, 30 November 2001, p 2. 
https://www.icrc.org/en/document/new-weapons-factsheet  
308 Lawand, A Guide to The Legal Review (2006), p 18. 
309 Boothby, The Law of Attack (2012) p 259. 
310 ICRC New Weapons Factsheet (2001) p 2.  
311 Tallinn Manual 2.0 (2017) p 466. 
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Article 36 requires the High Contracting Parties to implement this provision into their 
national legislation and indirectly obliges them to set up or appoint an authority to oversee 
compliance with the provision and to address non-compliance whenever it sees fit. Assessment of 
legality means the examination of the object, and the determination of prohibition or authorization, 
which, as it follows national (and not international) procedure and standards will not be binding 
on the international plane. So far there has not been created an organization to synthetize the 
appointed national authorities and therefore, ensure the transparency in weapons review ‘without 
compromising legitimate security interests.’312  

 
It means that there is no central authority to supervise compliance and its institution might 

seem too aspiring, though the question arises: Who checks the checkers then? Who is going to 
ensure that monitoring, verification and enforcement will take place according to the treaty 
provisions? When we are thinking about reviews and assessments, one should bear in mind that it 
is very probably not going to be a decision of only one person; therefore, legislators should 
establish authorities to carry out the review with the purpose of reaching consensus and allowing 
for the possibility of remedy. Perhaps the establishment of a central organization should be 
considered which could monitor (or at least facilitate) the process of assessment and would serve 
as a counsellor body. Comparable and analogous weaponry could be ensured if an organization 
would supervise the compliance with the treaty provisions and customary rules of LOAC and IL 
regarding weapons. It would support a balanced development and it would not be left to the party 
states’ good will and discretion to comply with the soft and permissive obligation of Article 36.  
 

Another option could be the active cooperation and information exchange among states 
regarding the Article 36 review. The UK DCDC313 held a Weapons Review Forum (WRF) in 2015 
where states, academics, the ICRC and key NGOs were invited to discuss the weapons review 
process with the objective of sharing and learning best practices regarding compliance with the 
Article 36 obligations.314 Although the initiative is an important step towards international 
collaboration, there is no news available on the UK Government’s website regarding further 
discussions on this topic. 
 

Following this short summary of what an optimal national review process should entail 
(‘Sollen’), let us see how this review landscape changes if autonomy is added to the equation. 

 
 
 
 

                                                 
312 Isabelle Daoust, Robin Coupland and Rikke Ishoey: New wars, new weapons? The obligation of states to assess 
the legality of means and methods of warfare in: 84 International Review of the Red Cross No. 846 (2002) pp 345-
363. 
313 The UK Development Concepts and Doctrine Centre (DCDC) is an MoD think-tank that is responsible for 
developing defence-level doctrine and considering likely future developments and operating concepts for the UK 
Armed Forces. 
314 UK Ministry of Defence Development Concepts and Doctrine Centre, UK Weapon Reviews, 11 March 2016. 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/507319/20160308
-UK_weapon_reviews.pdf  
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4.4. Considerations in application of Article 36 to new AWS 
 

With advancing technology, the question soon expected to rise is that to what extent 
increasing autonomy in weapon systems will pose ‘significant and even unique challenges for 
weapon reviews.’315 This is in acknowledgment of the belief that an AWS would necessitate novel 
approaches regarding weapons testing based on its autonomy. But how can these challenges be 
translated into an AWS-specific testing? Or shall AWS-related technological improvement be 
assessed under the normal weapons review? The following section investigates the specific issues 
that may come with autonomy.  
 

As discussed, AWS can be regarded as a new weapon for the purposes of Article 36, 
although it needs pointing out that this necessitates that the system is fitted with some sort of 
existing weapon. Without weapons, i.e. in case of a platform carrying sensors, hardware and 
software, it may not fall under the scope of Article 36 or as Sharkey points out, ‘autonomous robots 
are not weapons systems until they are armed.’316 An AWS will call for an Article 36 review if it 
is either entirely new to a state’s weapon inventory or in case it has some new or changed inherent 
characteristic. Based on this, it is a valid question from Farrant et al that in light of artificial 
intelligence-related developments and neural learning, ‘how much change in the weapon’s 
inherent character or use is required to trigger a new review.’317 In this regard, the software that 
control a particular AWS may prove to be a specifically challenging feature when it comes to 
testing. This is primarily because learning-enabled algorithms support constant learning from 
data.318 In this regard, Chengeta asks the provocative question whether gaining autonomy along a 
spectrum towards full autonomy (with the capability to execute critical functions without a human 
operator) could be regarded as AWS not be categorized as a weapon any longer for the purposes 
of Article 36 review. 319 In the ICRC’s reading, the review should be carried out in case an existing 
weapon system is equipped with new (autonomous) features and when a new weapon system is 
autonomy-enabled.320 
 

However, we shall bear in mind that in rare cases, AWS can be assessed as a new method 
of warfare, too, for example in case of a swarm of AWS that can conduct ‘a siege by targeting all 
vehicular traffic into or out of a populated area.’321 In case of forcing the enemy to move towards 
a certain way or to a certain direction by a swarm attack, AWS are moving in a coordinated way 
working out the optimal fire necessary in order to reach the intended result. Based on this, a 
swarm’s assessment as a method (and not only as a means of warfare) can be justified, although 

                                                 
315 Boulanin, Implementing Article 36 (2015) p 8. 
316 Noel E. Sharkey, The evitability of autonomous robot warfare in: 94 International Review of the Red Cross No. 
886 (2012) p 797.  
317 Farrant, Autonomous Weapons and Weapon Reviews (2017) p 403. 
318 Ford, Autonomous Weapons and International Law (2017) p 459. 
319 Chengeta, Are Autonomous Weapon Systems the subject of Article 36 (2014) p 10.  
320 PART III: Background Paper by the International Committee of the Red Cross, 17 March 2014 in Expert meeting, 
Autonomous weapon systems technical, military, legal and humanitarian aspects, Geneva, Switzerland 26 to 28 March 
2014, Report of 1 November 2014, p 76. https://www.icrc.org/en/document/report-icrc-meeting-autonomous-
weapon-systems-26-28-march-2014 
321 Schmitt, “Out of the Loop” (2013) p 271. 
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generally, a method of warfare refers to a certain method to use the means of warfare. Schmitt et 

al reminds in this regard that the only context in a determination of whether a weapon is unlawful 
per se is only its intended use and not the assessment of its possible use; nevertheless legal reviews 
‘do not generally consider use issues since they are always contextual by nature.’322 In line with 
Schmitt’s assessment, Article 36 is very clear on the requirement to consider methods of warfare, 
i.e. referring to use. This means (1) the assessment of the envisioned uses of the AWS (although 
indeed not all possible uses) during the review and (2) in case an AWS is used in a way that was 
not contemplated by the original review, this would trigger a new one.323 In a different case, 
modification to an AWS would trigger a new review if the changes ‘potentially affect the ability 
to use the weapon’ in compliance with LOAC.324 
 

The already mentioned requirement of a multidisciplinary approach is also valid in case of 
AWS, but the fields of expertise shall be completed with roboticists, autonomy experts, and IT 
experts (software developers) to ensure that the appointed reviewers comprehend the technical 
details, capabilities, and test results as well as the effects such systems can make on their 
environment. 
 

4.5. Scope of review  
 

The wording of Article 36 is rather general, leaving the specifics of compliance to states. 
Generally, there is no concerning cooperation among states that would facilitate similar 
interpretations regarding the scope of the requirement. I believe that Article 36 is fully applicable 
to AWS on the basis that – according to its programming – it can be used in ways that are 
inconsistent with LOAC.325 In the following I would like to enumerate those difficulties that may 
arise during the substantial part of reviewing an AWS under Article 36. This short summary 
however will highlight more questions and possible problems than answers. This is because 
reviewing an AWS poses so many challenges compared to a traditional new weapon and the review 
should focus on the degree and characteristics of its autonomy and not on the weapon that it may 
operate as a result of data processing and its software. However, reviewing autonomy on its own 
(as the software part) is not enough as it constitutes only part of a system; therefore, the evaluation 
of the system as a whole is also necessary. With regards to testing and evaluating the AWS at the 
software level, the ‘millions of lines of code’ make it extremely difficult for the experts carrying 
out the legal review ‘to assess retrospectively the functionality of all the systems. In some cases, 
the software code in weapon systems can be so long and complex that it has to be tested by a 
dedicated team of engineers while it is still under development.’ 326  

 

                                                 
322 Schmitt, “Out of the Loop” (2013) p 273. 
323 James Farrant, Christopher Ford, Autonomous Weapons and Weapon Reviews: The UK Second International 
Weapon Review Forum in: 93 International Law Studies 389 (2017) p 406. 
324 Farrant, Autonomous Weapons and Weapon Reviews (2017) p 406. 
325 Jarna Petman, Autonomous Weapons Systems and International Humanitarian Law: ‘Out of the Loop’? March 
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326 Boulanin, Implementing Article 36 (2015) p 15. 
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Stürchler also formulates the central question as how an AWS and its characteristics can 
be ‘meaningfully tested.’327 This meaningful test is especially difficult concerning systems that are 
able to learn since these are learning from the environment, circumstances and data they are 
exposed to, but the totality of these stimuli cannot be anticipated as they are contextual in nature, 
dependent on the human factor, and this would definitely introduce factors ‘too unpredictable for 
a weapon reviewing lawyer to be satisfied that its intended use (or range of uses) was lawful.’328 
This would act against the requirement that an AWS has to be tested and validated in its totality 
with the system’s performance assessed in the ‘intended or expected circumstances of use,’329 i.e. 
in a realistic environment that is able to suggest the weaknesses and risks associated with its 
employment.330 
 

One shall also ask if AWS would necessitate different or additional requirements when 
testing their legality under Article 36. This means that specific methods and testing protocols 
should be established to assess the capabilities and operation of AWS. This author concurs with 
Farrant et al in acknowledging that militaries are developing AWS in order to fill an existing 
capability gap and this capability gap is also important for better understanding ‘issues related to 
testing and reviewing autonomous technologies.’331 
 

Any analysis of AWS may prove to be difficult for another reason: technological 
advancement regarding autonomous capabilities and effects may be too scientific and complex to 
comprehend for those involved in the review. Furthermore, as pointed out by the ICRC in a 
background paper, foreseeing an AWS’s effects may become hindered if the AWS is ‘given more 
freedom of action in their operations, and therefore become less predictable.’332  
 

Reliability and predictability are concepts that should include the AWS’ resilience to 
external (cyber) attacks as well as the risk of any malfunction. Regarding malfunction, not only its 
ratio compared to the totality of tests is important, but also the expected effects of any glitch (based 
on weak hardware/software) or intentional external tampering,333 i.e. the way an AWS responds 
to it as it may adversely affect its LOAC compliance (when for example due to a malfunction an 
AWS intentionally targets a civilian). There are no fail-safe weapons and in case of malfunctions, 
in order to ensure LOAC compliance, reviews may demand AWS to return to friendly forces (base) 
but in this regard it may be worth differentiating between malfunction affecting critical and 

                                                 
327 Nikolas Stürchler, Michael Siegrist, A “Compliance-Based” Approach to Autonomous Weapon Systems, 1 
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malfunction affecting non-critical functions. Critical functions (e.g. target selection, target 
tracking, target engagement) are of special importance here since the review shall establish 
whether the use of autonomy in these functions ‘can be done in accordance with international 
law.’334  

 
This and exposing an AWS to different conditions may necessitate running numerous tests 

to assess the effects of malfunctions. Scharre breaks down the unexpected actions of a complex 
rule-base (automated) system in the following way: 335 
 

• malfunctions and bugs 

• system failures from unanticipated interactions between elements of a system 

• systems are not transparent to human operators 

• unanticipated interactions with the environment 

• adversarial hacking to exploit vulnerabilities of the system (through hacking, spoofing,336 or 
behavioural hacking337). 

 

As it has been mentioned, reviewers should know the (predetermined) degree or level of 
reliability necessary for an AWS to pass the test. Or to put it another way, it must be determined 
what level of risk of malfunction a state is willing to accept with regards to a specific weapon.  

 
The technical performance of AWS can be tested through different scenarios, which would 

enable the assessment of LOAC conformity (e.g. compliance with the principle of distinction or 
proportionality) and any possible adverse (indiscriminatory) effects. This effectively means the 
testing of an AWS’s target recognition capabilities, i.e. whether it can differentiate between 
military and civilian objects. A relatively easy case if it can make such distinction in all 
circumstances. However, should certain circumstances be needed for effective distinction (e.g. 
desert or high seas), the legal review will have to underline these restricted circumstances in order 
to ensure compliance with the principle of distinction. If an AWS is incapable of adhering to the 
principle of precaution (as required under the Law of Attack), ‘a legal review should set out the 
consequent limitations on its lawful use.’338 

 

Last but not least, the Article 36 review mechanism should also cover the assessment of 
human control. This means not only the existence and degree of human control but also the 
assessment of the adequate human-machine interface to realize human control effectively and 
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timely (the ability to confirm or override the machine’s decision). According to Petman, the review 
should also examine ‘whether the degree to which human control has been incorporated into the 
design of the weapon offers adequate guarantees of compliance with international law.’339 
 

4.6. The United States – a short case study 
 

With regards to AWS, only the US has adopted a publicly available policy on the 
development and use of autonomous and semi-autonomous functions in weapon systems (U.S. 
DoD Directive 3000.09 Autonomy in Weapon Systems). The Directive also establishes guidelines 
in order to minimize the probability and consequences of failures in weapon systems that could 
possibly lead to unintended engagements.340 The most important characteristic of the Directive is 
its support for developing autonomous technologies, i.e. it does not ban their development and 
employment. According to Saxon, the Directive’s ‘neutral tone balances different perspectives 
within the DoD regarding AWS – officials who wished to slow or limit the development of such 
weapons and others who believed that any self-imposed restrictions on the US military’s 
procurement and use of the weapons would be a mistake. In doing so, Directive 3000.09 removes 
political-bureaucratic obstacles to the development of AWS.’341  

 
According to Enclosure 2 of the Directive,342 in order to ensure that AWS function as 

planned in realistic operational environments and are sufficiently robust to minimize failures that 
may lead to unintended engagements or loss of control of the system: 

 
‘a. Systems will go through rigorous hardware and software V&V343 and realistic system 
developmental and operational T&E,344 including analysis of unanticipated emergent behavior 
resulting from the effects of complex operational environments on autonomous or 
semiautonomous systems. 
b. After initial operational test and evaluation (IOT&E), any further changes to the system will 
undergo V&V and T&E in order to ensure that critical safety features have not been degraded.’ 
 

Autonomous and semi-autonomous weapon systems intended to be used in the following 
manner will be considered for approval in accordance with the approval procedures in DoD 
Directive 5000.01 (’The Defense Acquisition System’), DoD Instruction 5000.02 (’Operation of 
the Defense Acquisition System’) and other applicable policies and issuances: 
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• Semi-autonomous weapon systems may be used to apply lethal, kinetic force. Semi-
autonomous weapon systems that are onboard or integrated with unmanned platforms must be 
designed such that, in the event of degraded or lost communications, the system does not 
autonomously select and engage individual targets or specific target groups that have not been 
previously selected by an authorized human operator.  

• Human-supervised autonomous weapon systems may be used to select and engage targets, with 
the exception of selecting humans as targets, for local defense to intercept attempted time-
critical or saturation attacks for static defense of manned installations and onboard defense of 
manned platforms.  

 
Enclosure 3 of the Directive specifically deals with the review of AWS.345 According to 

its provisions, autonomous or semi-autonomous weapon systems intended to be used in a manner 
that falls outside the policies above ((1)-(2)), must be approved by the Under Secretary of Defense 
for Policy (USD(P)), the Under Secretary of Defense for Acquisition, Technology, and Logistics 
(USD(AT&L)), and the Chairman of the Joint Chiefs of Staff and the Joint Staff (CJCS) before 

formal development and again before fielding, the Directive providing for thereby a twofold 
approval process in order to ensure a comprehensive assessment. Before a decision to enter into 
formal development, the USD(P), USD(AT&L), and CJCS shall ensure that a preliminary legal 
review of the weapon system has been completed, in coordination with the General Counsel of the 
Department of Defense (GC, DoD). Following the preliminary legal review but prior to fielding, 
the USD(P), USD(AT&L), and CJCS shall ensure that a legal review of the weapon system has 
been completed (again, in coordination with the GC, DoD). 

 
As the Human Rights Watch and Harvard Law School International Human Rights Clinic 

points out, while the Directive recognizes the need for a human to be present at decision making 
(in the loop), it is ‘in effect a moratorium on fully autonomous weapons with the possibility for 
certain waivers.’346 Although the Directive is not so verbose on the scope and internal mechanism 
of the review, thus far this is the only national document published that may serve as guidance for 
other states with AWS in their arsenal.  
 

4.7. Conclusions 
 

As an international agreement, Additional Protocol I is compulsory for the signatories; 
most of its rules are however declaratory of customary law and therefore binding on every state. 
Notwithstanding the significant state interest in the assessment of the legality of their current and 
future weaponry with the purpose of ensuring harmony and compliance with international 
obligations, not many states have declared a standing procedure to realize the requirement, 
although Article 36 imposes the obligation on each state to adopt legislative measures in order to 
implement the provision. The phrasing of the Article clearly requires and obliges states to comply 
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with the provision. But what factors and characteristics shall states take into consideration when 
assessing the legality of a new autonomous weapon system? According to the ICRC’s Guide,347 
the rational dictates the critical assessment of new weapon’s ‘technical description and actual 
performance, and its effects on health and the environment.’ These criteria require states to conduct 
multidisciplinary reviews to determine whether employing a new weapon would be illegal or not. 
Scientific findings of other disciplines (medicine, physics, biology, environment science, etc.) are 
to be considered too, since any improvement of weapon technology implies thorough analysis of 
its (intended) effects. Only such comprehensive review enables states to fulfil the most important 
purpose of Article 36 of the Additional Protocol I, namely preventing employment of weapons 
whose effects are so disastrous that their use in an armed conflict shall be avoided. 
 

With regards to research and development on AWS, the already mentioned secrecy is 
acting against compliance with Article 36 due to the lack of confirmation of adherence. According 
to Dinstein, there is a need for an ‘objective – and impartial – inspection of weapon development 
programmes by an international monitoring body’348 but at present no such body or organization 
exists. Considering the lack of cooperation among states concerning their weapon review 
procedures, the establishment of such monitoring body is highly unlikely in the near future. 
Another option to deal with the challenges posed by AWS development would be creating a 
framework under the scope of Article 36 that could facilitate the establishment of ‘effective 
technical standards and procedures for verification and evaluation of AWS, in addition to protocols 
to guide risk assessment, end-user information and training, and […] ‘fail-safe’ measures.’349 
Again, state interests and sluggish co-operation would not enable the creation of such framework, 
either. In any case, the non-compliance of states and non-disclosure of details on national 
procedures does not mean that Article 36 would not formulate a valid and justified requirement 
towards state.  

 
I agree with Schmitt that it can be considered a fail-safe mechanism that was meant to 

address lacunae in the law, however I do not share his opinion that Article 36 does not act as ‘an 
overarching principle that must be considered in every case.’350 It is very much needed especially 
in light of recent developments in autonomous technologies. As Dinstein notes categorically, 
LOAC trumps scientific developments and if ‘a new weapon is prohibited ab initio, its introduction 
into the arsenal must be aborted.’351 Geiß also finds that a weapon cannot be permitted if it is not 
compatible with the principles of LOAC per se; although this may be hindered by the fact that 
LOAC principles are not sufficiently precise which may result in new weapons that are only rarely 
deemed to be in violation of LOAC principles.352 The only realistic option to facilitate compliance 
and encourage states to share best practices may be to start informal discussions involving not only 
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352 Geiß, The International-Law Dimension (2015) p 11. 
 

http://www.unidir.org/files/publications/pdfs/safety-unintentional-risk-and-accidents-en-668.pdf


90 
 

states, but international organizations and NGOs. Many experts and NGOs are pushing for a 
preemptive ban on AWS but should Article 36 be properly implemented, it could serve as ‘an 
effective gatekeeper that can and should prevent systems that are incapable of complying with the 
law from reaching the battlefield (whether autonomous or otherwise).’353 
 

Following the assessment of AWS under Article 36, I believe that it can be established 
that the mere fact that a weapon system is autonomous (it can be operated in an autonomous 
mode), does not make it unlawful per se. Adequate programming of the control system (with 
sufficiently reliable factors) that matches the environment and operational requirements enables 
the system to target specific objectives ‘on the same legal terms of discrimination that would apply 
to a human soldier’354 and thereby the system’s autonomous nature would not violate the principle 
of distinction under Weapons Law. This conveys the expectation that ‘continuing, periodic human 
engagement’355 is needed in order to ensure that AWS will not be indiscriminate in nature. 
According to Giacca, in cases where weapons take on targeting functions, the Article 36 review 
would demand a ‘very high level of confidence that the weapon is capable of carrying out those 
functions in compliance with IHL.’356 The fact that the weapon review standard set by Article 36 
is rather low and the principles of LOAC are also not formulated in a very specific way for the 
purposes of Article 36, autonomous weapon systems may be able to pass the test.  
 

The fact that not many states have adopted weapons review procedures or adopted but do 
not share them indicates that Article 36 so far has not been effective in addressing the issues raised 
by AWS. In this regard, McClelland identified four key factors that influence the effectiveness of 
a legal review process:357 (1) incorporating legal reviews into the acquisition system process at 
key decision points; (2) understanding of current and possible future trends in international 
humanitarian law; (3) the availability of documentation on all aspects of the weapon to be 
procured; (4) the possibility for updating the legal review as the information develops. By adhering 
to these general requirements, states can ensure compliance with Article 36 and encourage respect 
for LOAC. With regards to Article 36, states’ compliance cannot be enforced by external control 
or sanction. I believe that taking into consideration the different national systems and laws, 
compliance shall be voluntary. This can be facilitated by sharing information and best practices 
about the procedures. 

 
 
 
 
 
 
 
 

                                                 
353 Farrant, Autonomous Weapons and Weapon Reviews (2017) at pp 391-392. 
354 Anderson, Adapting the Law of Armed Conflict (2014) pp 400-401. 
355 Margulies, Making Autonomous Weapons Accountable (2016) p 6. 
356 Gilles Giacca, Legal reviews of new weapons process and procedures (2017), p 79.  
357 McClelland, The review of weapons in accordance with Article 36 (2003) p 413. 
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5. The principle of distinction under the Law of Attack 
 

The target of preventive war must have several 

characteristics. It must be virtually defenceless, it 

must be important enough to be worth the trouble, it 

must be possible to portray it as the ultimate evil and 

an imminent threat to our survival.358 

 
5.1. Introduction 

 
As previously highlighted, neither the existing AWS, nor the possible truly autonomous systems 
shall be seen as an actor – as feared by many359 – under LOAC. This premise will have a significant 
role to play when assessing the principle of distinction. Applying the principle of distinction to 
AWS, the central question will be whether AWS used against lawful military objectives can be 
used in a way to comply with the principle of distinction, i.e. whether it is capable of discriminating 
between lawful and unlawful military objectives. First and foremost, the AWS’s ability to 
effectively and reliably distinguish between military and civilian objectives will depend on the 
sophistication of its control system (algorithms written). Apart from the algorithms, the operational 
environment, the circumstances of the attack, the attacked military objectives and the length of 
deployment will also play an important role in the assessment. 
 

5.2. The short history of the principle 
 

The principle of distinction is probably the most fundamental of all LOAC principles. Its 
application goes back thousands of years, although it is true that it was not always promoted for 
humanitarian reasons but often justified by practical reasons including the need to ensure the 
necessary manpower for agricultural work or slave trade. The principle appeared for the first time 
in the 1863 Lieber Code referring to the requirement of distinction between ‘private individuals’ 
and ‘men in arms’ of a hostile country as much as the exigencies of war admit it.360 A few years 
later in Europe, Parties to the St Petersburg Declaration361 agreed that the only legitimate object a 
state can endeavor to accomplish during war was to weaken the military forces of the enemy. 
These excerpts obviously imply that military operations could only be conducted against members 
of the enemy forces who are to be distinguished from the civilian population which could not be 
made object of an attack. Since it deals with the conduct of hostilities, the principle of distinction 

                                                 
358 Noam Chomsky, Hegemony or Survival: America's Quest for Global Dominance, Metropolitan Books, New York, 
2003, p 17. 
359 See for example Chengeta, Are Autonomous Weapon Systems the subject of Article 36 (2014).  
360 According to Article 22 of the Lieber Code, ‘nevertheless, as civilization has advanced during the last centuries, 
so has likewise steadily advanced, especially in war on land, the distinction between the private individual belonging 
to a hostile country and the hostile country itself, with its men in arms. The principle has been more and more 
acknowledged that the unarmed citizen is to be spared in person, property, and honor as much as the exigencies of 
war will admit.’ General Orders No. 100, Instruction for the Government of Armies of the United States in the Field, 
prepared by Francis Lieber, promulgated by President Lincoln, 24 April 1863.  
361 Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Under 400 Grammes Weight. Saint 
Petersburg, 29 November / 11 December 1868. 
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belongs to the Hague branch of LOAC,362 the rules of which were first codified in 1899 and 1907 
when the Hague Convention II363 and IV, respectively had been adopted. The Hague Conventions 
are being regarded as declaratory of the laws and customs governing armed conflicts. In the 
Preamble of Hague Convention II, the Parties have declared that the provisions of the Convention 
shall serve as general rules of conduct for the belligerents taking part in the hostilities. Its Article 
23 (b) and (c) are an important reference point for the principle of distinction bringing on board 
the requirement to distinguish between active combatants and those combatants who are hors de 

combat:364 in addition to the prohibitions provided by special Conventions, it is especially 
prohibited ‘to kill or wound an enemy who, having laid down arms, or having no longer means of 
defence, has surrendered at discretion.365 The adoption of Hague Convention IV366 took place after 
a thorough review of 1899 Hague Convention II. Both Hague Convention II and IV are still in 
force, and Hague Convention IV are using almost identical terms regarding distinction.367 Article 
23 (b) is reiterating what has been said in the St Petersburg Declaration earlier, namely that only 
those can be killed or wounded who belong to the enemy forces and Article 23 (c) repeats the  
requirement regarding distinguishing between active combatants hors de combat. Although 
protecting civilians in some form goes back hundreds of years, the Hague Conventions only refer 
the duty to distinguish between combatants. 
 

In World War I, one could witness the adverse effects of the ‘increased range of artillery 
and the arrival of the first aerial bombardments from aircraft or airships’368 but weapon 
development reached a new, unprecedented heights during World War II when area bombing took 
place frequently on both sides (see for example Hamburg, Dresden, London, Hiroshima, or 
Nagasaki). The weapon developments following World War II and the policy of deterrence have 
threatened with greater danger for the civilians and underlined the need to fortify the principle of 
distinction. The horrors of World War II gave an impetus for the reconfirmation and reinforcement 
of the protection accorded to persons not taking direct part in hostilities and states decided to 
review and amend the rules of LOAC and adopted the four Geneva Conventions in 1949. Because 
of the systematic and appalling breaches of fundamental rights and LOAC during World War II, 
there was a universal will to reinforce and amend the regulation regarding the treatment and 
protection of civilians and those hors de combat. The principle of distinction was not amongst the 
adopted rules partly because it seemed obvious (as customary law) and partly because states mostly 

                                                 
362 Hague law is to be distinguished from the Geneva branch which is concerned with the protection and treatment of 
civilians, prisoners of war (POWs) and combatants rendered hors de combat by sickness, injury or surrender. 
363 Convention (II) with Respect to the Laws and Customs of War on Land and its annex: Regulations concerning the 

Laws and Customs of War on Land, adopted 29 July 1899 (entered into force 4 September 1900). 
364 Literally, out of action due to injury. 
365 Article 23 (c). 
366 Convention (IV) respecting the Laws and Customs of War on Land and its annex: Regulations concerning the Laws 

and Customs of War on Land, adopted 18 October 1907 (entered into force 26 January 1910). 
367 ‘In addition to the prohibitions provided by special Conventions, it is especially forbidden […] 
(b) To kill or wound treacherously individuals belonging to the hostile nation or army; 
(c) To kill or wound an enemy who, having laid down his arms, or having no longer means of defence, has surrendered 
at discretion […].’ 
368 Commentary (1987) para 1866.  
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dealt with Geneva Law on this occasion and therefore it was out of the scope of the negotiations. 
Its contemporary formulation is found in in Article 48 of Additional Protocol I.  
 

5.3. The substance of the principle 
 

The first and foremost objective of the principle of distinction in the Law of Attack is the 
prohibition of indiscriminate attacks. As it was previously mentioned, its codification goes back 
to the late 19th century and, although acknowledging the high number of indiscriminate attacks in 
World War II resulting in excessive degree of civilian deaths, injury and destruction of civilian 
property, its validity has not been question. Gasser notes that the prohibitions regarding 
indiscriminate attacks found in Additional Protocol I ‘clarify existing customary law’369 which is 
also confirmed by Bothe370 and Greenwood.371 Notwithstanding the customary nature of the rule, 
the advent of non-state actors in the conduct of hostilities, the frequency of asymmetric warfare 
and improvement of precision and military technology may hamper the application of distinction 
in the area of operation.  
 

No matter how simple and straightforward it may sound, distinction has many layers and 
includes many conceptions.372 It generally requires military commanders and combatants to 
distinguish between the following non-targetable and targetable categories in the area of operation: 

• civilians – combatants   

• civilians – civilians taking a direct part in hostilities 

• combatants hors de combat – combatants  

• civilian objects – military objects 

 

The general requirement to distinguish is found in Article 48 of Additional Protocol I: 
 

‘In order to ensure respect for and protection of the civilian population and civilian 
objects, the Parties to the conflict shall at all times distinguish between the civilian 

population and combatants and between civilian objects and military objectives and 

accordingly shall direct their operations only against military objectives.’ 
 

Declared by the ICJ, the principle of distinction is an ‘intransgressible’ cardinal principle 
of customary law.373 It is based on a differentiation between combatants and military objects which 
can be lawfully attacked and non-combatants (non-military persons, i.e. civilians) and civilian 

                                                 
369 Gasser, Negotiating the 1977 Additional Protocols (1991) p 87. 
370 ‘Thus, it can safely be concluded that the rule has survived all major challenges; that it is still part and parcel of 
customary law.’ Michael Bothe, Targeting, in: 78 International Law Studies 135 (2015), p 176. 
371  ‘The customary law status of the principle of distinction was never seriously questioned but its reaffirmation in 
the Protocol was timely in view of the extent to which it had been violated during World War II and subsequent 
conflicts. […] No state has denied the binding character of the basic prohibition.’ In: Greenwood, Customary Law 
Status of the Protocols (1991) p 108. 
372 According to the HPCR Commentary, [an autonomous weapons system’s] ‘sensors and computer programs must 
be able to distinguish between military objectives and civilian objects, as well as between civilians and combatants.’ 
in HPCR Manual on International Law Applicable to Air and Missile Warfare, Cambridge University Press, 2013, p 
109. 
373 Nuclear Weapons [1996] ICJ Reports 226, para 79. 
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objects, which cannot. The rationale behind the principle of distinction is to ensure adequate 
protection of those individuals who are not combatants but who are exposed to the adverse effects 
of conflicts.  
 

Additional Protocol I specifies certain acts that violate Article 48. Article 51 (4) provides 
the criteria for considering an attack indiscriminate and Article 51 (5) cites certain types of attack 
that can be regarded indiscriminate.  
 

5.4. Indiscriminate attacks not directed at a specific military objective 
 

Indiscriminate attacks are generally prohibited. In the following I would like to deal with 
indiscriminate attacks under Article 51 (4) (a): 
 

‘Indiscriminate attacks are: (a) those which are not directed at a specific military 
objective.’ 

 
The most important purpose of Article 51 (4) (a) is to ensure that attacks are directed only 

at persons or objects which qualify as military objectives. Attacks therefore cannot be directed at 
imprecise directions or at randomly selected targets as it may harm civilians or cause damage to 
civilian objects. The main question when assessing adherence to the principle of distinction is 
whether an attack (employing AWS as a lawful means of warfare) is directed at a lawful target or 
not. If it is inherently impossible to aim a weapon at a lawful military target, the circumstances of 
its application shall be assessed.  
 

Because AWS’s employment – based on the circumstances and depending on the intent of 
the decision-maker – may be regarded as violation of the prohibition on indiscriminate attacks, the 
principle of distinction cannot be regarded as an objective criterion in the Law of Attack.  
 

Compliance with the principle will generally require the positive identification of lawful 
military objectives (including both enemy combatants and military objects) and directing the attack 
at the identified military objectives, thereby ensuring protection the civilian population and 
objects. Identification as a lawful military objective traditionally is carried out by combatants (in 
case of troops in combat, TIC) in the operational theatre but with the advent of remotely controlled 
systems or systems with a certain degree of autonomy, operators of the system (weaponized or 
not) may also have a visual on the target (for example a drone pilot thousands of miles from the 
‘hot battlefield’) as a result of on-board or external sensors.  
 

When humans are making the ultimate decision regarding attacking military objectives – 
whether being present in the operational theatre or not – it is possible to misjudge a situation due 
to poor visual recognition, misinterpretation of conduct, darkness/smoke, weather conditions, etc. 
even if otherwise acting in good faith. However, when the commander, operator or combatant has 
reasonable doubts regarding the military status of the target, it must be regarded as civilian and 
cannot be made object of an attack. Intentionally attacking a civilian person or object, although 
the data or visual from AWS sensors clearly indicate its civilian nature, is considered a war crime 
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under Article 8 (2) the Rome Statute. I find it important to point it out that reasonable doubt (just 
as reasonableness itself) is a relative concept which will depend on the background, experience, 
personality and attitude of the particular person. There is no clear dividing line indicating when a 
doubt becomes reasonable and when doubt turns into dolus eventualis (or recklessness). It is one 
of the most important question of the ongoing concerning research whether one can program 
an AWS to ‘imitate’ reasonable doubt if there is no one standard or benchmark for humans 
either.  
 

When it comes to directly attacking a seemingly lawful military objective, the threshold of 
legal certainty requires a decision made in good faith and with reasonable certainty as required by 
LOAC. But objectively deciding the degree of this reasonable certainty is almost impossible, 
because there are no two identical operational situations where discrimination is necessary. This 
means that in case of a possible violation adherence needs to be judged strictly on a case by case 
basis. Schmitt distinguishes between legal and operational certainty and notes that ‘the level of 
legal (as distinct from operational or policy) certainty necessary for target identification is 
unsettled.’374 In lack of a more tangible concept, this author supports Schmitt’s approach regarding 
the adequate level of certainty, according to which, ‘the legal question is whether a reasonable 
attacker […], having employed all reasonably available means of verification under the 
circumstances and in light of all the intelligence available at the time, would initiate the attack.’375 
As said, this standard of reasonableness presupposes a human decision-maker’s judgment call and 
therefore it is always subjective. 

 
In the following I will introduce how the employment of AWS can change this legal 

landscape. One of the questions that arises is whether the principle of discrimination can still be 
adhered to when resorting to AWS taking into consideration that the text of Additional Protocol I 
was drafted with a special attention to the effects of an indiscriminate attack (civilians and civilian 
objects being attacked) and not the implications and level of autonomy in the decision-making. (In 
this regard it is important to remember that semi-autonomous, human supervised autonomous and 
autonomous weapon systems possess limited AI capabilities.) As mentioned before, AWS are 
means of warfare: weapon systems that can be employed by human decision-makers. These types 
of weapons require an operator or combatant to design, program, activate and use them, therefore, 
they should not and cannot be seen as ‘persons’ (addressees of LOAC) aiming themselves. Based 
on their limited level of autonomy, my earlier starting point that LOAC apply to AWS similarly 
as they apply to conventional warfare and conventional weapons (manned platforms) is still valid. 
This is confirmed by Heintschel von Heinegg, assuming that ‘if UMS [Unmanned Maritime 
Systems] are employed for attack purposes, the same rules apply as in the case of the use of manned 
platforms qualifying as means of warfare.’376  
 

                                                 
374 Schmitt, “On Target” (2014) p 401. 
375 Schmitt, “On Target” (2014) p 402. 
376 Wolff Heintschel von Heinegg, Unmanned Maritime Systems: Does the Increasing Use of Naval Weapon Systems 
Present a Challenge for IHL? in: Dehumanization of Warfare, Legal Implications of New Weapon Technologies 
(Wolff Heintschel von Heinegg, Robert Frau, Tassilo Singer eds.) Springer, 2018, p 124. 
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Activation of an AWS shall be the result of human decision-making based on the  judgment 
that the AWS in question is capable of distinguishing, thereby the persons deciding on the 
employment and use (commanders, operators and combatants) will be responsible for 
ensuring that the manner or use does not breach the principle of distinction (selecting and 
engaging only lawful targets).  
 

One of the most important underlying questions the decision-maker has to deal with is 
whether the AWS to be selected has the sufficient capability to recognize and assess the nature 
and characteristics of targets (based on the circumstances) or not. The human judgment regarding 
the selection and activation of an AWS may well indicate that the level of AWS ability to 
discriminate is adequate and may also be decisive in addressing the concerns regarding 
responsibility.  
 

In the following, I would like to dissect the seemingly uncomplicated requirement of 
distinction and show that it contains building blocks that will all be affected by selecting and 
employing AWS as a weaponeering choice on the battlefield. This assessment will include 
exploring the types and nature of military objectives that can be object of an attack and the resulting 
military advantage as well as the operational environment, as these concepts will provide the 
background and context for the employment of AWS and as Ford notes, ‘the interaction between 
environment and machine is critical, as the ability of a system to distinguish is a function of the 
sophistication of the system and the complexity of environment.’377  
 

The subject of my review is twofold: I will investigate the possibility of positive 
identification of military objectives including combatants, civilians taking a direct part in 
hostilities as well as different military objects (which will only be possible in certain but not all 
situations378) by AWS and whether an AWS can be aimed with an acceptable level of distinction.  

 
In order to be lawful, Anderson and Waxman require that ‘any autonomous robot weapon 

system will have to possess the ability to be aimed, or aim itself, at an acceptable level of 
discrimination.’379 Another premise that needs to be underlined is that discrimination should be 
assessed always before the use of force, it is never an ex post facto evaluation. 
 

                                                 
377 Ford, Autonomous Weapons and International Law (2017) p 436. 
378 See for example Vincent C. Müller, Autonomous Killer Robots Are Probably Good News in: Drones and 
Responsibility: Legal, Philosophical and Socio-Technical Perspectives on the Use of Remotely Controlled Weapons 
(Ezio Di Nucci and Filippo Santoni de Sio eds.) Forthcoming 2016, London, Ashgate, p 5. 
 https://pdfs.semanticscholar.org/4897/01cb5f0557282d46621902397cb5447ce059.pdf; Boulanin, Mapping the 
Development of Autonomy (2016) pp 73-74; Ian Henderson, Patrick Keane, Joshua Liddy, Remote and Autonomous 
Warfare Systems – Precautions in Attack and Individual Accountability (June 10, 2016). Research Handbook on 
Remote Warfare, Edward Elgar Press, Jens David Ohlin ed., 2016, Forthcoming, p 8. 
https://ssrn.com/abstract=2850217 
379 Kenneth Anderson, Matthew Waxman, Law and Ethics for Robot Soldiers, April 5, 2012 American University, 
WCL, Research Paper No. 2012-32, Columbia Law School, Public Law & Legal Theory Working Paper Group, Paper 
Number 12-313, p 8. http://ssrn.com/abstract=2046375  

https://pdfs.semanticscholar.org/4897/01cb5f0557282d46621902397cb5447ce059.pdf
https://ssrn.com/abstract=2850217
http://ssrn.com/abstract=2046375
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The basis of discrimination is distinguishing between lawful military objectives and 
civilian objectives (civilians and civilian objects) during target selection and attack. Let us start 
with the enumeration and nature of lawful military targets under LOAC.   
 

5.5. Military objectives   
 

Military objectives include both military objects (tangible objects, establishments, 
industries or geographical places) and persons that can be lawfully targeted (members of the armed 
forces including combatants, civilians participating in levée en masse and civilians taking a direct 
part in hostilities in IACs, as well as members of Organized Armed Groups (OAGs) in NIACs). 
The crucial issue here will be the AWS’ capability to distinguish lawful from unlawful targets in 
light of the external factors of the operational environment (e.g. close proximity or co-location of 
the two categories) and internal factors (its capability to distinguish based on the sophistication on 
its sensors and its programming by humans). My objective is to assess whether – after careful 
consideration of these factors – one can establish that AWS can carry out attacks in compliance 
with the principle of distinction and if yes, in what circumstances? 
 

5.5.1. Objects as military objectives 
 

Military objects have not been defined by the Hague Regulations of 1899 and 1907. The 
states participating in the 1921-22 Washington Conference on the Limitation of Armaments 
appointed a Commission to consider ‘the rules relating to ‘new methods of attack or defence’ and 
to report its conclusions.’380 The Commission adopted a General Report on the Revision of the 
Rules of Warfare with Part II being the Rules of Aerial Warfare.381 Although the Hague Rules 
were not ratified by the Signatories, they were regarded ‘as an authorative attempt to clarify and 
formulate rules of air warfare, and largely corresponded to customary rules and general principles 
underlying the laws of war on land and sea.’382 Roberts et al adds that the list of military objectives 
in Article XXIV383  was far from being comprehensive, although the principle of confining attacks 
to only military objectives was ‘well-founded.’384 Belonging to Hague Law, it was not until the 
adoption of Additional Protocol I that military objectives have been generally defined. According 
to Article 52 (2) of Additional Protocol I, 
 

                                                 
380 Documents on the Laws of War (2009) p 140. 
381 The Hague Rules of Air Warfare, The Hague, December 1922 - February 1923, Hague. [These rules were never 
adopted by the powers concerned.] 
382 Documents on the Laws of War (2009) p 139. 
383 ‘Article XXIV 
1) Aerial bombardment is legitimate only when directed at a military objective, that is to say, an object of which the 
destruction or injury would constitute a distinct military advantage to the belligerent. 
2) Such bombardment is legitimate only when directed exclusively at the following objectives: military forces; 
military works; military establishments or depots; factories constituting important and well-known centres engaged in 
the manufacture of arms, ammunition, or distinctively military supplies; lines of communication or transportation used 
for military purposes.’ 
384 Documents on the Laws of War (2009) p 140. 
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‘Attacks shall be limited strictly to military objectives. In so far as objects are 

concerned,385 military objectives are limited to those objects which by their nature, 

location, purpose or use make an effective contribution to military action and whose total 

or partial destruction, capture or neutralization, in the circumstances ruling at the time, 

offers a definite military advantage.’ 
  

Article 52 (2) of Additional Protocol I with its ‘abstract and generic’386 wording provided 
the first legally binding definition of military objectives that can be lawfully attacked during armed 
conflicts.387 The rule is repeated in the 2005 CIHL Study388 and Dinstein also notes that the 
definition ‘has become a part of customary international law for armed conflict whether on land, 
at sea or in the air’389 and the definition’s customary nature and wide acceptance in the 
international community is confirmed by Fuchs, too.390  
 

From the wording of Article 52 (2)391 it can be concluded that military objectives include 
both military objects and personnel. The double criteria required by the definition, are the military 
object’s effective contribution to military action and the existence of a definite military advantage. 
Noting the development of new technologies, Dinstein suggests ‘expounding quite a few aspects 
of the accepted definition of military objectives’392 as ‘only a composite definition – combining 
an abstract statement with a non-exhaustive catalogue of concrete illustrations – can effectively 
avoid vagueness, on the one hand, and inability to anticipate future scenarios, on the other.’393 
Military objectives however may be interpreted in a broader manner in the operational level 
(understood as the intention of the operation) as opposed to the ‘narrower’ definition (the particular 
objects) as understood by LOAC. Additional Protocol I provides us with a positive definition of 
military objectives with elements (contribution to military action by a certain feature and military 
advantage) some of which are contextual and rather dynamic in nature.394 
 

Article 52 (2) does not require absolute certainty; the LOAC standard of reasonableness 
applies: a ‘reasonable belief that the target is a military objective.’395 According to the ICTY, ‘in 
case of doubt as to whether an object which is normally dedicated to civilian purposes is being 
used to make an effective contribution to military action, it shall be presumed not to be so used. 

                                                 
385 Emphasis added by the author. 
386 Yoram Dinstein, Legitimate Military Objectives under the Current Jus in Bello in: 78 International Law Studies 
135 (2003), p 141. 
387  Fuchs, Shot in the Dark (2007), p 25.  
388 ‘State practice establishes this rule as a norm of customary international law applicable in both international and 
non-international armed conflicts.’ In: Henckaerts, Customary International Humanitarian Law, Volume I (2005) Rule 
8, p 29. 
389 Dinstein, Legitimate Military Objectives (2003) p 140. 
390 Fuchs, Shot in the Dark (2007) p 37.  
391 ‘in so far as objects are concerned’ 
392 Dinstein, Legitimate Military Objectives (2003) p 172. 
393 Dinstein, Legitimate Military Objectives (2003) p 142. 
394 Wagner, The dehumanization of International Humanitarian Law (2014), p 1390. 
395 Alexandra Boivin, The Legal Regime Applicable to Targeting Military Objectives in the Context of Contemporary 
Warfare, University Centre for International Humanitarian Law, Research Paper Series No 2/2006 p 20. 
https://www.researchgate.net/publication/265425191_The_Legal_Regime_Applicable_to_Targeting_Military_Obje
ctives_in_the_Context_of_Contemporary_Warfare  
 

https://www.researchgate.net/publication/265425191_The_Legal_Regime_Applicable_to_Targeting_Military_Objectives_in_the_Context_of_Contemporary_Warfare
https://www.researchgate.net/publication/265425191_The_Legal_Regime_Applicable_to_Targeting_Military_Objectives_in_the_Context_of_Contemporary_Warfare
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The Trial Chamber understands that such an object shall not be attacked when it is not reasonable 
to believe, in the circumstances of the person contemplating the attack, including the information 
available to the latter, that the object is being used to make an effective contribution to military 
action.’396 Distinguishing the target from other objects in a cluttered environment may be difficult, 
even for targets that emit specific signatures (e.g. a radar). Scharre points out that in modern urban 
environments WI-FI routers, cell towers, television and radio broadcasts, etc. emit electromagnetic 
signals which makes it ‘harder to distinguish non-cooperative targets, such as tanks and 
submarines, that use decoys or try to blend into the background with camouflage.’397 
 

5.5.1.1. Military objects ‘by nature’ 
 

Military objects which by their nature398 make an effective contribution to military action 
include objects with an inherent military characteristic (‘intrinsic character’399), for example 
‘tanks, artillery pieces, weapons depots and military barracks, […] weapons, equipment, 
transports, fortifications, depots, buildings occupied by combatants, staff headquarters, military 
communications centres, etc.’400 These objects (e.g. tanks and other military vehicles, weapons 
and ammunition) are relatively easily recognizable by an AWS as their dimensions, weight, 
material, shape, heat emission, etc. can be translated into the language of algorithms, i.e. these are 
quantifiable and measurable factors that can be used to identify an object. These data can be 
uploaded into an AWS and the detected object can be cross-checked for positive identification 
against the uploaded data (a quantitative matching). 
 

5.5.1.2. Military objects ‘by location’ 
 

Military objects making an effective contribution to military action by their location401 
indicate specific military areas such as a bridge of tactical importance,402 a mountain pass or a trail 
ensuring access to a remote area.403 Dinstein highlights two important issues regarding location: 
one is its dynamic nature (in case of a command and control post that can be abandon for assuming 
another post in a different location) and the mingling of military and civilian location (e.g. setting 
up a children’s daycare centre within a military base).404 Identification and targeting may be 

                                                 
396 International Criminal Tribunal for the Former Yugoslavia (ICTY), Prosecutor v. Stanislav Galić, IT-98-29-T, 
Judgment of 5 December 2003, para 51. 
397 Scharre, Army of None (2018), p 253. 
398 See generally Károly Végh, A Five-Step Legal Assessment in the Joint Targeting Process - An Overview in: 2015 
Hungarian Yearbook of International Law and European Law 233, pp. 233-256; Maziar Homayounnejad, Ensuring 
Lethal Autonomous Weapon Systems Comply with International Humanitarian Law in: TLI Think! Paper 85/2017 A 
Dickson Poon Translational Law Institute, King’s College, London Research Paper Series. 
https://ssrn.com/abstract=3073893; Wagner, The dehumanization of International Humanitarian Law (2014). 
399 Dinstein, The Conduct of Hostilities (2016) p 110. 
400 Handbook on International Rules Governing Military Operations, ICRC, 2013, p 160. 
401 See generally Károly Végh, A Five-Step Legal Assessment (2015), pp. 233-25; Homayounnejad, Ensuring Lethal 
Autonomous Weapon Systems Comply (2017); William Boothby, Conflict Law: The Influence of New Weapons 
Technology, Human Rights and Emerging Actors, The Hague: TMC Asser Press (2014). 
402 ICRC Handbook on International Rules Governing Military Operations (2013) p 160. 
403 Dinstein, The Conduct of Hostilities (2016) p 115. 
404 Dinstein, The Conduct of Hostilities (2016) p 115. 
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difficult when facing such problems even if identification is supported by GPS and visual 
recognition. In case of a geographically and temporally constant military object (a mountain pass 
or jungle pass), its coordinates or geographical location can be pre-programmed (and labelled as 
military object), thereby effectively preventing an AWS to ‘guess’ whether attacking it would bear 
any military advantage. The question arises in this context whether an AWS itself should be 
enabled to review or reconsider a pre-programmed location and suggest or designate a different 
location as a military objective? I believe no such authority should be assigned to an AWS without 
human consent. A piece of land may be tactically important allowing troops to advance or giving 
access to certain facilities or a place of importance, or as Dinstein put it, even if not of a military 
nature, a particular area can be targeted if possessing a ‘distinctive feature’ turning it into a military 
objective (e.g. an important mountain pass; a trail in the jungle; or a spit of land controlling the 
entrance to a harbor.)405 
 

5.5.1.3. Military objects ‘by use’ 
 

Military objects effectively contributing to military action by their use refer to objects 
which are at present (at the time of the attack) used for military purposes. This is also very dynamic 
and contextual in nature and not as easy to establish as for example the military nature of an object. 
Civilian homes, institutions, places of worship, schools, etc. can easily be converted into military 
objects when controlled and used for military purposes. The same applies to vehicles such as 
aircrafts, vessels and other harmless civilian vehicles that ‘can quickly become a military objective 
if enemy forces mount a machine gun on top of it.’406 Recognizing that an otherwise harmless 
civilian object is used for military purposes may be further hindered by being operated by members 
of OAGs or civilian directly participating in hostilities who most of time are not wearing uniforms 
and do not carry their arms openly. Confirmation of military use may require not only sophisticated 
AWS sensors but additional information from ISR as well. The temporal nature of use is of crucial 
importance here, as an object can be considered military object only as long as it is used for military 
purposes. Just as a civilian objects can be turned into military ones, the use of a military objective 
can backslide into civilian use, making the necessary assessment more complex. Also, determining 
the point in time when a civilian object becomes a military one and when it regains its civilian 
status, ‘may prove difficult depending on the circumstances.’407 Regular re-checks and 
confirmation of such use are necessary based on the AWS sensors as well as ISR data. Even if an 
AWS is technically capable of gathering the necessary information and qualifying an object as 
military object by use, I believe human supervision (utilizing ISR data and decisions of higher 
command) is also necessary for a decision. 
 

5.5.1.4. Dual-use objects 

 
The most important problem regarding dual-use objects is not necessarily the question of 

‘used-for-what’ but assessing the nature of duality, i.e. whether the use is physically or temporarily 
divided and whether civilian and military use can be separated. 

                                                 
405 Dinstein, The Conduct of Hostilities (2016) p 115. 
406 ICRC Handbook on International Rules Governing Military Operations (2013) p 160. 
407 Ford, Autonomous Weapons and International Law (2017) p 441. 
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The decision whether a target can be lawfully attacked by an AWS is further complicated 

by the fact that certain objects, installations or places may serve civilian interests apart from that 
of purely military. There are certain dual-use targets such as infrastructures, broadcasting stations, 
bridges, lines of communications, rail networks that are characterized by the interconnectedness 
of military and civilian objects, i.e. these objects are used by both the civilian population and the 
military. Dual-use objects can be attacked with due regard to the principle of proportionality408 

and precaution. Using an object for military purposes at certain time and then for civilian purposes 
at others could effectively bar the attack creating a ‘revolving door.’ To avoid it, Blank and 
Dinstein both agrees that ‘the dual-use description is applicable not when a facility sometimes 
serves civilian purposes and sometimes serves military purposes […] but rather when it 
continuously serves both civilian purposes and military purposes.’409  Objects of military nature 
cannot be turned into civilian ones as it would mean that they could not have been military by 
nature in the first hand since it refers an intrinsically military nature (e.g. a weapon).410 But, as 
Blank points out, objects of a clearly military nature in an IAC may not be considered as such in a 
NIAC where most objects will fall into the category of dual-use objects.411 
 

The dilemma of doubt regarding the military or civilian status of an object412 or whether a 
dual-use object is continuously serving military interests is therefore also present when AWS are 
used on the battlefield. According to Foy, ‘the distinction looks like a black and white rule; either 
a target is or is not a military target. However, difficulties arise because a target can be classified 
as both a civilian and military target depending on the context.’413 
 
 Assessing whether a certain object is dual-use, e.g. a civilian home converted into a 
headquarters (HQ) at night and continuously serving both military and civilian interests requires a 
lot more than ISR: an AWS would have to be able to carefully interpret human intent and the 
decision-makers should also count with serious political repercussions and uncomfortable 
explanations in case of authorizing an attack against a dual-use object.  
 

5.5.1.5. Military object ‘by purpose’ 
 

As opposed to the use, the purpose of a military object implies not the present, but the 
intended future use. According to the Commentary, ‘The criterion of ‘purpose’ is concerned with 
the intended future use of an object, while that of ‘use’ is concerned with its present function. Most 
civilian objects can become useful objects to the armed forces. Thus, for example, a school or a 

                                                 
408  Frederic L. Borch, Targeting After Kosovo, Has the Law Changed for Strike Planners? in: 56 Naval War College 
Review No. 2 (2003), p 68. http://digital-commons.usnwc.edu/nwc-review/vol56/iss2/7/  
409Blank quoting Dinstein, Extending Positive Identification (2013), pp 1252-53. 
410 Blank, Extending Positive Identification (2013), p 1255. 
411 Blank, Extending Positive Identification (2013), p 1229. 
412 ‘In case of doubt whether an object which is normally dedicated to civilian purposes, such as a place of worship, a 
house or other dwelling or a school, is being used to make an effective contribution to military action, it shall be 
presumed not to be so used.’ Article 52 (3) of Additional Protocol I. 
413 James Foy, Autonomous Weapons Systems: Taking the Human Out of International Humanitarian Law in: 23 
Dalhousie Journal of Legal Studies 47 (2014) p 56. 
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hotel is a civilian object, but if they are used to accommodate troops or headquarters staff, they 
become military objectives.’414 Dinstein places purpose between nature and use: ‘the purpose of 
an object […] has to surface, as it were, post-nature and pre-use.’415 These include civilian 
buildings (schools, places of worship, etc.), as well as civilian vehicles (aircrafts, vessels, ground 
vehicles) that are intended to be used for military action. Contemplating the attack against such 
objectives calls for thorough and adequate understanding (supported by ISR) regarding the enemy 
forces’ intent to turn civilian objects into military ones. The positive intent must be established, 
mere suspicion (a hypothetical intent) will not be enough to carry out the attack. But even with 
due diligence, an AWS probably cannot recognize the intended use and therefore shall not attack 
the object. Positive identification of a military object as a target requires the understanding of the 
adversary’s intent ‘based on a knowledge of the enemy’s tactics, techniques, and procedures 
(TTPs) and current intelligence showing enemy activity.’416  
 

Since intention cannot always be judged with high certainty, room for doubt remains in 
case of AWS employment. It will be an interesting issue to resolve for future operations how 
autonomous systems can and will be programmed to deal with doubt, and to see what sort of doubt 
threshold may be programmed into an algorithm. At what doubt percentage should an AWS revert 
back to its operator or commander? Assessing intelligence can be also modelled mathematically 
by ranking sources, reliability or topicality, etc. in order to facilitate decision-making. This 
capability shall also be utilized by an AWS.  
 

5.5.2. Effective contribution 
 
 In the wording of Additional Protocol I, those military objects can be attacked that make 
an effective contribution to military action. There is however a debate on how to interpret ‘military 
action.’ Mostly, it is translated as a state’s war-fighting activities, but according to a different 
reading (the United States and a few other countries417), it also includes war-sustaining efforts. 
War-sustaining activities are understood to comprise mostly political and economic activities (e.g. 
spending state revenue from an industry) in support of the general war effort for the reason of 
further capacity building and maintaining, i.e. financing an ongoing conflict. The US 
Commander’s Handbook on the Law of Naval Operations418 extends the definition to war-

                                                 
414 Commentary (1987) para 2022. 
415 Dinstein, The Conduct of Hostilities (2016) p 113. 
416 Ford, Autonomous Weapons and International Law (2017) p 440. 
417 See generally Michael N. Schmitt and Eric Widmar, The Law of Attack in Targeting: The Challenges of Modern 
Warfare (Paul A.L. Ducheine, Michael N. Schmitt, Frans P.B. Osinga eds.) Springer, 2016, p 132; Boivin, The Legal 
Regime Applicable to Targeting Military Objectives (2006) p 18. 
418 The Commander’s Handbook on the Law of Naval Operations, NWP 1-14M, July 2007. 
http://www.jag.navy.mil/documents/NWP_1-14M_Commanders_Handbook.pdf  
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sustaining objects,419 as does the US DoD Law of War Manual.420 (The 2005 CIHL Study II refers 
to the US Naval Handbook, according to which ‘military objectives are combatants and those 
objects, which […] effectively contribute to the enemy’s war-fighting or war-sustaining 
capability.’421 Apart from the US, the 2005 CIHL Study only recalls Ecuador with a Military 
Manual containing similar position.422) This however, as Schmitt points out, this does not mean 
that the US does not accepts the definition of military objectives set forth in Article 52 (2) of 
Additional Protocol I ‘as an accurate articulation of the customary law norm’423 but its explanation 
differs from the majority opinion. The earlier San Remo Manual424 did not contain similar 
provisions and the AMW Manual425 also intentionally rejected to include the war-sustaining efforts 
in its provisions (based on the too remote connection between export revenues and military action 
finances from it).426 According to the Tallinn Manual 2.0, the group of experts also rejected the 
position that it would be lawful to launch cyber-attacks against the enemy state’s oil export 
industry even if war efforts depended on these revenues on the ground that ‘the connection between 
war-sustaining activities and military action was too remote.’427 
 
 There is a remote possibility that an AWS may be able to satisfactorily distinguish dual-
use objects from those of purely civilian or military use, but it is this author’s firm opinion that 
war-sustaining activities should not be made object of an attack because of the remote causal 
relation to military operations and the high risk of collateral damage. Therefore, no AWS should 
ever be assigned to make a decision to target any object on the basis of conducting war-sustaining 
activities no matter how sophisticated its sensors or algorithms are. Distinguishing dual-use object 
with a high certainty necessitates intelligence gathering regarding a complex environment over a 
period of time and drawing a conclusion – this value judgment and the resulting call to attack can 
only be made by a person.  
 

                                                 
419 ‘Military objectives are combatants […], military equipment and facilities (except medical and religious equipment 
and facilities), and those objects which, by their nature, location, purpose, or use, effectively contribute to the enemy’s 
war-fighting or war-sustaining capability and whose total or partial destruction, capture, or neutralization would 
constitute a definite military advantage to the attacker under the circumstances at the time of the attack.’ Commander’s 
Handbook, p 8-1, para 8.2. 
420 ‘The object must make or be intended to make an effective contribution to military action; however, this 
contribution need not be “direct” or “proximate.” For example, an object might make an effective, but remote, 
contribution to the enemy’s military action and nonetheless meet this aspect of the definition.’ In: US DoD Law of 
War Manual (2015) p 210, para 5.7.6.2. 
421 Jean-Marie Henckaerts, Louise Doswald-Beck, Customary International Humanitarian Law, Volume II: Practice, 
Cambridge University Press, 2005, p 184. 
422 ‘Economic targets of the enemy that indirectly but effectively support and sustain the enemy’s war-fighting 
capability may also be attacked.’ In: Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 
218. 
423 Michael N. Schmitt, Autonomous Weapon Systems and International Humanitarian Law: A Reply to Critics in: 
Harvard National Security Journal Features, 5 February 2013, p 15. http://harvardnsj.org/2013/02/autonomous-
weapon-systems-and-international-humanitarian-law-a-reply-to-the-critics/  
424 San Remo Manual on International Law Applicable to Armed Conflicts at Sea, 12 June 1994. 
425 Program on Humanitarian Policy and Conflict Research at Harvard University, The Manual on International Law 
Applicable to Air and Missile Warfare of 15 May 2002. 
426 San Remo Manual on International Law Applicable to Armed Conflicts at Sea, Louise Doswald-Beck (ed), CUP, 
1995, Explanations, para 60.27. 
427 Tallinn Manual 2.0 (2017) p 441. 
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5.5.3. Definite military advantage 
 

Reaching back to its historical origins, Hague Convention II and IV did not contain any 
references to military advantage; the notion first appeared in Article XXIV428 of the Hague 
Rules429 as ‘distinct military advantage.’ It was not included in the Geneva Convention; its 
contemporary formulation is found in Additional Protocol I (‘military objectives are limited to 
those objects […] whose total or partial destruction, capture or neutralization, in the circumstances 
ruling at the time, offers a definite military advantage’).  
 

It is important to underline here that Additional Protocol I contains two different concept 
for military advantage: ‘definite military advantage’ in the context of military objectives and 
‘concrete and direct military advantage’ with regards to the principle of proportionality involving 
different substance. Because of the vague formulation of Article 52 (2), it is very difficult to grasp 
what definite military advantage may mean but very probably it refers to a detectable, observable, 
concrete gain that is military in nature. Military gains exclude political benefits (through 
influencing civilian population and political leadership), but it does not mean that secondary or 
tertiary effects of an attack cannot be of psychological, social or political nature, as long as lawful 
military objectives are targeted. Additional Protocol I is rather restrictive, limiting the possible 
objects of attacks to those which (based on a specific attribute) further military action, i.e. military 
objectives have to effectively contribute to the action. Interpreting the language of Additional 
Protocol I is all the more challenging, since ‘definite military advantage’ presupposes the existence 
of some ‘indefinite’ military advantage and the difference between the two concepts is not clear, 
besides, targeting is using different concepts. This highlights that deciding on the definite military 
advantage requires a value judgment from the decision makers based on their subjective 
assessment of the situation. Military advantage also strongly depends on the context.  
 

Military advantage is a concept crucial to attacking lawful military objectives and assessing 
the legality of using AWS in the battlefield. During a military campaign, force shall be used to 
achieve the intended military objectives and generally, the defeat of the enemy forces, but the 
degree and duration cannot overreach what is necessary, and cannot violate the principle of 
distinction. Reasonable military commanders and combatants alike shall make their decisions in 
good faith and based on all reasonably available information. The existence of a military advantage 
is determined by the thoughts and beliefs of the commander authorizing or conducting the 
attack.430 Definite military advantage however requires the responsible commander to clearly 
articulate the ‘nature of military advantage expected from the attack and to produce evidence 
supporting this expectation.’431 
 

                                                 
428 ‘Article XXIV (1) Aerial bombardment is legitimate only when directed at a military objective, that is to say, an 
object of which the destruction or injury would constitute a distinct military advantage to the belligerent.’ 
429 The Hague Rules of Air Warfare, The Hague, December 1922 - February 1923 [not adopted by the powers 
concerned]. 
430 Henderson, The Contemporary Law of Attack (2009) p 73. 
431 Boivin, The Legal Regime Applicable to Targeting Military Objectives (2006) p 21. 
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The value judgment involved in the proportionality assessment has to be the judgment of a 
‘reasonable military commander.’432 Regarding military advantage, Dyndal et al underline that 
military commanders should have ‘some leeway for discretion’433 when they interpret and decide 
what amounts to military advantage and how important it is for the attack as a whole. (Definite is 
by no means equal to significant, but it has to be well-founded, not speculative, and connected to 
the military operations.) Naturally, this flexible interpretation of military advantage is restricted 
by the following requirements: 1) that the decision-maker is acting in good faith and 2) intelligence 
is reasonably available at the time. ‘Reasonably available’ does not necessarily mean that the latest 
cutting-edge technology has to be purchased, it merely means that considering what information 
may be reasonably available to the military commander, he must have access to it. 
 

Discrimination shall always be applied in military operations. It shall cover, inter alia, the 
positive identification of the lawful military target and generally protected civilian objectives in 
the vicinity (acknowledging that the ‘level of certainty necessary for target identification is 
unsettled’).  
 

As stated before, the practicable standard would be that of reasonableness, however, it is 
still subjective. What does reasonable and reasonably available mean? Where is the threshold? It 
is however not unintentional that there are no objective criteria, since LOAC shall be flexible and 
shall be able to align to the circumstances of the case and the abilities of the actors. This at the 
same time may be its weakness as well since constant standards are missing. In case distinction is 
carried out by an AWS relying on its sensors for scanning the object and comparing the raw data 
to its stored data, the obligation to mitigate casualties and unnecessary destruction should always 
be borne in mind. 

 
5.6. SIDEBAR – Military advantage in other documents 

 
(1) According to the ICRC Study on CIHL Part II, several states’ military manuals use a 

‘definition identical to that of Article 52 (2) AP I.’434 However, a few states’ military manuals also 

                                                 
432 ‘The answers to these questions are not simple. It may be necessary to resolve them on a case by case basis, and 
the answers may differ depending on the background and values of the decision maker. It is unlikely that a human 
rights lawyer and an experienced combat commander would assign the same relative values to military advantage and 
to injury to noncombatants. Further, it is unlikely that military commanders with different doctrinal backgrounds and 
differing degrees of combat experience or national military histories would always agree in close cases. It is suggested 
that the determination of relative values must be that of the "reasonable military commander". Although there will be 
room for argument in close cases, there will be many cases where reasonable military commanders will agree that the 
injury to noncombatants or the damage to civilian objects was clearly disproportionate to the military advantage 
gained.’ in Final Report to the Prosecutor by the Committee Established to Review the NATO Bombing Campaign 
Against the Federal Republic of Yugoslavia in: 39 International Legal Materials 1257 (2000) p 50. 
433 Gjert Lage Dyndal, Tor Arne Berntsen, Sigrid Redse-Johansen, Autonomous military drones: no longer science 
fiction in: NATO Review Magazine, 28 July 2017. https://www.nato.int/docu/review/2017/also-in-2017/autonomous-
military-drones-no-longer-science-fiction/EN/index.htm  
434 Argentina, Australia, Belgium, Benin, Cameroon, Canada, Colombia, Croatia, France, Germany, Hungary, Italy, 
Kenya, Madagascar, Netherlands, New Zealand, South Africa, Spain, Sweden, Togo, the United Kingdom and the 
United States in Henckaerts, Customary International Humanitarian Law, Volume II  (2005) p 183. 
 

https://www.nato.int/docu/review/2017/also-in-2017/autonomous-military-drones-no-longer-science-fiction/EN/index.htm
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add that military advantage is expected of an attack as a whole and not parts thereof (Australia,435 
Germany,436 Italy,437 New-Zealand,438 Spain,439 France440).  
 

(2) Definite military advantage has been translated into the language of the Rome Statue 
(and its Elements of Crimes) in a slightly different manner: when assessing proportionality, the 
incidental loss of life, injury or damage has to be measured against the ‘concrete and direct overall 
military advantage anticipated.’441 According to the Elements of Crimes, ‘concrete and direct 
overall military advantage’ indicates a military advantage that is foreseeable by the perpetrator at 
the time of the attack.442 (As stated by Article 8 (2) (b) (iv), incidentally launching an attack in the 
knowledge that it will cause incidental loss of life or injury to civilians, which is clearly excessive 
in relation to the concrete and direct overall military advantage anticipated is a war crime. 
However, an inherent uncertainty regarding the breach of the principle is implied by Corn when 
stating that the ICC criminalizes proportionality violation ‘only when the evidence establishes that 
the defendant would have recognized that launching the alleged unlawful attack would result in 
“clearly” excessive death, injury, or damage.’443 In this case, the threshold of culpability is raised 
higher (almost to the level of intent) by requiring the disproportion to be ‘clearly excessive’.) 
 

(3) According to the more recent 2013 US Joint Doctrine for Targeting document,444 
military advantage ‘refers to the advantage anticipated from an attack when considered as a whole, 
and not only from its isolated or particular parts.’ The US’ interpretation of the ‘definite military 
advantage’ seems much wider than what can be derived from the wording of Additional Protocol 
I. As stated by the US Joint Targeting,445 military commanders may meet the criterion of definite 
military advantage even in the event of seizing or destroying ‘objects with a common purpose in 
order to deny their use to the enemy.’446  
 

(4) The concept of military advantage found in NATO AJP-3.9 Joint Targeting is also not 
dissimilar to the US concept and can be considered as an extract of the most important aspects:447 

                                                 
435 Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 183. 
436 Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 183. 
437 Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 183. 
438 Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 328. 
439 Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 184. 
440 Henckaerts, Customary International Humanitarian Law, Volume II (2005) p 327. 
441 Article 8 (2) (b) iv) of Rome Statute. 
442 The Elements of Crimes goes on by stating that ‘such advantage may or may not be temporally or geographically 
related to the object of the attack. The fact that this crime admits the possibility of lawful incidental injury and 
collateral damage does not in any way justify any violation of the law applicable in armed conflict. It does not address 
justifications for war or other rules related to jus ad bellum. It reflects the proportionality requirement inherent in 
determining the legality of any military activity undertaken in the context of an armed conflict.’ In: Elements of 
Crimes, International Criminal Court (ICC), 2011, p 19.  
https://www.icc-cpi.int/NR/rdonlyres/336923D8-A6AD-40EC-AD7B-
45BF9DE73D56/0/ElementsOfCrimesEng.pdf  
443 Geoffrey S. Corn, War, Law, and the Oft Overlooked Value of Process as a Precautionary Measure in: 42 
Pepperdine Law Review 419 (2015) p 422. 
444 US Joint Doctrine for Targeting 3-60 (2013) p 1-8 and 1-9.  
445 US Joint Doctrine for Targeting 3-60 (2013) p A-3. 
446 For more on targeting see generally Marco Roscini, ‘Targeting and Contemporary Aerial Bombardment’ in: 54 
International and Comparative Law Quarterly (2005). 
447 NATO AJP-3.9 Joint Targeting (2016).  
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‘The anticipated military advantage refers to the advantage to be gained from the attack considered 
as a whole, and not from isolated or particular actions. Generally, military advantage is not 
restricted to tactical gains, but is linked to wider operational objectives and the strategic end state.’ 
This notion refers back not only to operational but also to the strategic level objectives as long as 
their military nature is retained. 
 

5.7. Challenges regarding the principle of distinction in case of AWS 
 

The principle of distinction between civilian and military objectives serves legal and 
operational purposes. Armed forces want to attack enemy military objectives; according to Article 
49 (1) of Additional Protocol I, ‘attack means acts of violence against the adversary, whether in 
offence or defence.’ For any attack to be lawful, adherence to distinction is a crucial legal and 
operational condition. Historically, only combatants and military commanders were ‘making the 
call’ regarding civilian or military status. With the exponentially growing reliance on sensory data, 
combatants and commanders could move away physically from the operational theatre and observe 
and follow the events by having ‘eyes in the sky.’ Drones can stay within an area for a longer 
period of time and capable of live video streaming of the place and persons of interest. It only 
takes a few steps forward to have AWS on the battlefield which may not only be capable of 
recording and streaming live feed, but also evaluating the raw data. As rolled out in Article 49 (1) 
of Additional Protocol I, acts of violence against the adversary may happen in offence or defence. 
In case of lawful military objects this means either attacking them or fending off enemy attacks by 
resort to AWS. Using AWS in fighting off incoming threats, for example incoming aircrafts, cruise 
missiles or ballistic missiles is a frequent phenomenon (see for example the Patriot Missile Battery 
or the Aegis Combat System). Distinction or object recognition in case of high-speed incoming 
threats is a task that has been carried out by AWS for a long time.  

 
5.7.1. Using AWS in a defensive mode 

 
Incoming missiles or military aircrafts are all inherently military in nature. In case of using 

AWS in a defensive mode, it is programmed to operate against easily recognizable and quantifiable 
targets (and oftentimes in relatively simple environment as for example the Aegis is mostly 
operated from warships in high seas), and a relatively large degree of autonomy can be justified. 
Resorting to AWS in defensive attacks with the system functioning adequately and the military 
object located in a remote environment (i.e. large distance from the civilian population and civilian 
objects) facilitates the minimization of the chance of collateral damage. AWS are using electronic 
identification (radio signals) to detect the threat and are only firing upon easily distinguishable 
enemy military objects (missiles, aircrafts). In this regard, the key word is identification. Detecting 
a swiftly approaching device is not enough, further verification is needed.  

 
This may happen by the AWS sensors detecting characteristics of the target and measuring 

it against the preprogrammed data. As Boulanin noted, ‘some systems can already comply with 
the principle of distinction but only in a very crude manner. They can only recognize large military 
targets (e.g. tanks, radar or missiles) but are unable to appreciate the surrounding context of the 
target – the Harpy, for instance, can recognize a radar but cannot appreciate whether the radar is 
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surrounded by civilian objects.’448 Automated target recognition (ATR) softwares are not 
sophisticated enough with regards to perception and decision-making. These softwares can only 
identify ‘large and well-defined objects’ (e.g. tanks or aircrafts) and require ‘favourable weather 
conditions and uncluttered environments.’449 These AWS can only open fire at those target types 
that have been programmed by their operators. In this regard, future compliance will necessitate 
positive identification against the uploaded data, uncluttered environments (without civilians in 
the vicinity), speed and direction indicating attack, being unresponsive for (repetitive) calls to 
identify itself, as well as adequate weather conditions. It also has to be remembered that when deep 
neural networks are used, they can be vulnerable to fooling image attacks (manipulating them into 
avoiding enemy targets and attacking false ones) which necessitates that a human is in the loop as 
a final decision-maker (checking the system).450 Even with a conservative approach (applying an 
AWS in a defensive use), one shall make sure that there are no innocent bystanders in the line of 
fire, so that collateral damage will be minimized or avoided, which is a factor that can further 
complicate the AWS’s employment.  
 

5.7.2. Using AWS in an offensive mode  
 

Apart from sparing friendly personnel, the planning and carrying out an attack against a 
military object by choosing AWS as a weaponeering solution is also directed by the purpose of 
reaching farther into the hostile environment and do it faster. Greater distance and speed will 
naturally require greater precision when hitting the intended targets. Just like with defensive 
systems, the objective here is mostly to target military objects by nature (e.g. a radar station or 
military base), but here military objects by location, use and purpose may also be attacked. 
Compliance with the principle of distinction in remote environments (for example attacking a radar 
station of the enemy forces) is similar to the above situation of defence against incoming threat. 
The AWS again measures the detected object against the stored features of lawful targets (speed, 
dimension, altitude, etc.) and attack is initiated after confirming a match. Attacking objects of 
inherently military nature in a closed environment shall be done by avoiding or at least minimizing 
the possibility of incidental injury and collateral damage. This may prove to be challenging in 
contested, dynamic, unpredictable environments where the chance for collateral damage may be 
high.  

 
In this regard, Sharkey calls the attention to the problem of placing the source of emission 

onto the roof of a civilian building (e.g. hospitals,451 schools, civilian buildings) as opposed to a 
military object (anti-aircraft station, military base) in which case even if the AWS is correctly 

                                                 
448 Boulanin, Mapping the Development of Autonomy (2016) pp 73-74.  
449 Boulanin, Mapping the Development of Autonomy (2016) p 22.   
450 Scharre, Army of None (2018) p 253. 
451 In The Prosecutor v. Kupreskic, the ICTY found that in case civilians abuse their rights, international rules lift that 
protection which would otherwise be owed to them. Thus, for instance, under Article 19 Geneva Convention IV, the 
‘special protection against attacks granted to civilian hospitals shall cease, subject to certain conditions , if the hospital 
“is used to commit, outside its humanitarian duties, acts harmful to the enemy”, for example if an artillery post is set 
up on top of the hospital.’ in International Criminal Tribunal for the former Yugoslavia (ICTY), The Prosecutor v. 

Zoran Kupreskic, Mirjan Kupreskic, Vlatko Kupreskic, Drago Josipovic, Dragan Papic, Vladimir Santic, IT 95-16, 
Trial Chamber, Judgement, 14 January 2000, para 523. 
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recognizing the signal as a result, a high amount of collateral damage may ensue.452 Grut highlights 
another problem: ‘It is one thing to use an automatic anti-missile defense system in the middle of 
an ocean, it would be another thing entirely to target weapons systems in built up civilian areas, or 
to target weapons which might not necessarily be military objects, such as civilian guns.’453 

Although in general guns are of inherently military character, in conflict ridden environment or in 
the theatre of operation, civilian persons may also carry light weapon for self-defence purposes. 
In this case, precision or not, human and gun could not be separated without the civilian being 
injured or killed. Regarding this issue it is worth underlining that precision or accuracy in attack 
does not equal to distinction. In this regard Scharre recalls a scenario454 in which combatants got 
into cross-fire without having any knowledge about whom they are firing in response to and who 
in the end turned out to be friendly forces. The conclusion being here is that certain weapons (even 
if being of inherently military nature) should not be targeted because of the uncertainty regarding 
their intended or real use. 
 

In case of military objects by location, for example a bridge, a mountain pass or an entrance 
of strait, its coordinates can be preprogrammed, therefore their identification or recognition should 
be relatively easy (although the expected collateral damage has to be part of the proportionality 
assessment as these objects are in most cases also of a dual-use nature). Adherence to distinction 
may be furthered in cases where there are special signs on buildings or facilities aiding visual 
recognition (e.g. signs on cultural properties, dangerous forces, etc.). Recognition and distinction 
of military objects by nature and location is therefore based on a physically or geographically 
determinable criteria that can be ascertained with a high level of confidence.  
 

This however will not be the case with military objects by use and purpose. As 
Homayounnejad puts it, ‘the lethal actions of a LAWS can conceivably be restricted to more 
objectively identifiable targets exhibiting high ATR [automatic target recognition] ‘confidence 
levels.’’455 In case of military objects by use and purpose, this author is of the opinion that AWS 
should not be used to make distinction decision as for example by use, civilians may be forced to 
ride on a civilian vehicle turned into military one (thereby increasing the chance of collateral 
damage) or its status may have already reverted back to civilian because, for example, its 
expropriators have already gave up using it for military purposes. In case of military object by 
purpose, human intention and behavior is not something an AWS will be able to grasp in the near 
future, even if it applies multisensory data fusion,456 and has access to ISR information and 
publicly available data (internet databases). 
 

If a system can cope with object identification and distinction, ‘it would clearly be unlawful 
to employ a programmable autonomous weapon system capable of distinguishing military from 
civilian aircraft without activating the relevant sensors in an environment where civilian aircraft 

                                                 
452 See generally Sharkey, The evitability of autonomous robot warfare (2012). 
453 Chantal Grut, The Challenge of Autonomous Lethal Robotics to International Humanitarian Law in: 18 Journal of 
Conflict & Security Law No. 5-23 (2013) p 12. 
454 Scharre, Army of None (2018) pp 254-255. 
455 Homayounnejad, Ensuring Lethal Autonomous Weapon Systems Comply (2017) p 20.  
456 Using data from different sensors facilitating greater situational awareness. 
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might be present,’ i.e. ‘the prohibition on indiscriminate use of a weapon capable of discrimination 
requires the use of any sensors associated with an autonomous weapon system capable of 
enhancing the ability to distinguish in a situation where civilians may be present.’457 However, 
even with all necessary sensors active and exercising reasonable care, malfunction may happen 
either as a result of weak programming or poor human judgment. The 2003 Patriot fratricides 
(downing a friendly F-18 and a British Tornado killing all the crew)458 are prime examples for 
poor programming, whereas the 1988 Aegis incident (shooting down a civilian airliner)459 
happened as a result of poor human judgment (see the case study at the end of Part IV).  
 

5.7.3. Making persons object of an attack  
 

The most important and valuable category of lawful military objectives has always been 
the enemy combatants as targeting them is one of the most effective way of compelling the enemy 
to end hostilities or to act in a certain manner by depriving them of valuable and creative manpower 
and demoralizing the members of enemy armed forces. Hague Convention II and IV do not define 
combatants, however the documents add militia and volunteer corps (apart from the armies) to 
those entities to which the ‘laws, rights, and duties of war’ apply.460  
 

LOAC provided a concise concept for combatants only in the post-World War II review. 
Generally, combatants are ‘members of the armed forces of a Party to the conflict, as well as 
members of militias or volunteer corps forming part of such armed forces.’461 As to what ‘armed 
forces’ mean, Additional Protocol I provided further clarification in 1977. According to its Article 
43 (1), those ‘organized armed forces, groups and units’ belong to the armed forces of a Party 
which are in the chain of command (responsible for the conduct of their subordinates). The said 
militias, volunteer corps have to belong to the state party to a conflict i.e. they have to be 
acknowledged by that state as groups fighting to support them or fighting on their behalf.462  

 
However, Article 4A (2) of the Geneva Convention III is using this notion with regards to 

the Prisoner of War status which lends the definition a clumsy feature, as it does not address their 
status with regards to attack.463 If a party to a conflict decide to incorporate paramilitary or law 

                                                 
457 Schmitt, "Out of the Loop" (2013) p 253. 
458 Scharre, Army of None (2018) p 160. 
459 Scharre, Army of None (2018) p 170. 
460 According to Article 1 of Hague Convention II Annex, militias and volunteer corps have to fulfil the following 
conditions: ‘1. To be commanded by a person responsible for his subordinates; 2. To have a fixed distinctive emblem 
recognizable at a distance; 3. To carry arms openly; and 4. To conduct their operations in accordance with the laws 
and customs of war.’ Article 1 of Hague Convention IV Annex contains an identical provision. 
461 Article A1.1 of Geneva Convention III. 
462 According to Article 4A (2) of Geneva Convention III, ‘Members of other militias and members of other volunteer 
corps, including those of organized resistance movements, belonging to a Party to the conflict and operating in or 
outside their own territory, even if this territory is occupied, provided that such militias or volunteer corps, including 
such organized resistance movements, fulfil the following conditions: 
 (a) that of being commanded by a person responsible for his subordinates; 
 (b) that of having a fixed distinctive sign recognizable at a distance; 
 (c) that of carrying arms openly; 
 (d) that of conducting their operations in accordance with the laws and customs of war.’ 
463 Schmitt, “On Target” (2014) p 383. 
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enforcement agencies into the armed forces, it has to inform the other parties to the conflict as in 
this case these forces are considered combatants.464 (Combatancy is a concept of IACs; there is no 
LOAC provision regarding ‘status-based targeting of a state’s security forces or dissident armed 
forces during an NIAC.’)465  
 

Combatants have the right to directly participate in hostilities and LOAC provides 
combatant immunity for those acts of combatants during armed conflict, which are lawful (i.e. in 
line with LOAC provisions and customary rules). This means that combatants cannot be held 
criminally responsible for acts lawful under LOAC (including intentionally killing enemy 
combatants or persons directly participating in hostilities) and the combatant’s national direction 
on the use of force. This right to directly participate in hostilities and the right to lawfully attack 
the combatants of the opposing Party (in accordance with LOAC) is however not an individual 
right, rather, combatants have this right by virtue of belonging to the armed force (or militia and 
volunteer corps).  
 

Regarding the use of AWS, the most important question concerning combatants is 
whether (and how) they can be distinguished from other persons by the control system. One 
should start with uploading and storing data regarding uniforms (including for example berets and 
insignias) as well as information on small arms and light weapons normally associated with the 
respective armed forces. It may also be possible to factor in simple patterns and protocols normally 
followed by armed forces (according to their military training). Nonetheless, following on 
Additional Protocol I’s extension of combatant status to militia and volunteer corps, this picture 
becomes more complicated when one considers the possible inclusion of police officers and other 
paramilitary troops wearing different uniforms or no uniform at all. Based on the above, positive 
identification of combatants cannot be ensured in all circumstances and considering the fact that 
persons directly participating in hostilities in IAC may hide their identity by actively mingling 
with civilians.  

 
5.7.3.1. The prohibition of perfidy 

 

According to Article 37 of Additional Protocol I ‘it is prohibited to kill, injure or capture 
an adversary by resort to perfidy. Acts inviting the confidence of an adversary to lead him to 

believe that he is entitled to, or is obliged to accord, protection under the rules of international 

law applicable in armed conflict, with intent to betray that confidence, shall constitute perfidy.’ 
The concept of inherently perfidious weapons is a result of recent development of technology. The 
adjective ‘inherently perfidious’ means that the application of such weapons shall not be allowed 
under any circumstances, as their employment (e.g. booby-traps) works against both humanity and 
morality, since such atrocities can undermine the adversaries’ belief in existing humanitarian rules.  
 

                                                 
464 Article 43(3) of Additional Protocol I. 
465 Schmitt, “On Target” (2014) p 391. 
 



112 
 

Perfidy466 is relevant to distinction and to the employment of AWS for two reasons: one 
shall assess whether an AWS can ‘commit’ perfidy or if perfidy can be committed against an AWS. 
According to Article 85 (3) (f) of Additional Protocol I, the perfidious use of protective signs shall 
be regarded as grave breaches of the Protocol, when committed willfully, causing death or serious 
injury. This in theory can be committed by an operator/combatant if protective signs are used on 
an AWS or the AWS is hidden inside a vehicle with a distinctive protective sign (visible to the 
enemy forces) thereby making them lower their vigilance and betray their confidence in the 
protected nature of the object. In this regard, resorting to AWS is merely instrumental to perfidy – 
it may be any other (conventional) weapon as long as it is used in a perfidious manner. (According 
to the Rome Statute, it is a war crime to make improper use of a flag of truce, of the flag or military 
insignia of the enemy or of the UN, as well as of the distinctive emblems of the Geneva 
Conventions, resulting death or serious injury.467) 
 

Answering the question whether perfidy can be committed by betraying the ‘confidence’ 
of an AWS is trickier. The question is whether we accept that an AWS can trust its perception and 
act accordingly, or, as Sassòli puts it, ‘if the enemy artificially fulfils the indicators which make a 
robot decide that it may not attack under IHL, the fascinating question arises whether a machine 
can be “led to believe” something, or whether it is possible to “invite the confidence” of a machine 
– two elements of an act of perfidy, prohibited under IHL.’468 Technically, in certain 
circumstances, this question may be answered in the positive. Following activation, an AWS 
operates according to its preprogrammed indicators, thresholds, and possibly a pre-set degree of 
doubt. Is it possible for an enemy combatant, OAG member or civilian directly participating in 
hostilities to feign the indicators he knows to be pre-programmed (e.g. pretending to be civilian or 
using protected signs/emblems on a vehicle)? Theoretically, I believe it is possible. Naturally, there 
are an almost infinite number of ways to manipulate an AWS into not attacking a person who can 
otherwise be lawfully attacked. However, ‘inviting the confidence’ can only be said to be true for 
a human being as trust and confidence is essentially a human feeling or a state of mind; therefore 
– acknowledging the technical possibility of tricking an AWS into recognizing an object in a 
certain way –, I believe that the question shall be answered in the negative.  
 

                                                 
466 According to Article 37 (1) of Additional Protocol I, the following acts are examples of perfidy: 
‘a) the feigning of an intent to negotiate under a flag of truce or of a surrender; 
b) the feigning of an incapacitation by wounds or sickness; 
c) the feigning of civilian, non-combatant status; and 
d) the feigning of protected status by the use of signs, emblems or uniforms of the United Nations or of neutral or 
other States not Parties to the conflict.’ 
467 According Article 8 (2) of the Rome Statute, war crimes mean 
‘b) Other serious violations of the laws and customs applicable in international armed conflict, within the established 
framework of international law, namely, any of the following acts: 
(vii) Making improper use of a flag of truce, of the flag or of the military insignia and uniform of the enemy or of the 
United Nations, as well as of the distinctive emblems of the Geneva Conventions, resulting in death or serious personal 
injury; 
(xi) Killing or wounding treacherously individuals belonging to the hostile nation or army.’ 
468 Marco Sassòli, Autonomous Weapons – Potential advantages for the respect of international humanitarian law in: 
PHAP Professionals in Humanitarian Assistance and Protection, 2 March 2013. 
https://phap.org/system/files/article_pdf/Sassoli-AutonomousWeapons.pdf  
 

https://phap.org/system/files/article_pdf/Sassoli-AutonomousWeapons.pdf
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5.7.4. Making levée en masse objects of attack 
 

As a general rule of thumb, civilians cannot lawfully engage in hostilities, although there 
is no direct prohibition in LOAC. There is one exception to this rule, namely levée en masse. The 
expression runs back to the French Revolution when the Convention decreed the requisition or 
forced inscription of young able-bodied men to enlarge the army.469 In LOAC terminology, levée 

en masse refers to the situation when enemy forces invade an unoccupied territory where 
inhabitants on the enemy’s approach, spontaneously take up arms to resist the invading troops, 
although they had not organized themselves into regular armed units (with a responsible 
commander, wearing a fixed distinctive emblems, carry their arms openly and conduct their 
operations according to LOAC) due to the immanency of the invasion.470 Although not part of the 
armed forces, they shall be regarded nonetheless as lawful combatants. Article 2 of the Annex of 
Hague Regulations IV contains identical requirements. Individuals belonging to a levée en masse 
form an intriguing ‘transition’ between combatants and civilians. As such, they do not qualify as 
combatants (not being members of the armed forces), and they are excluded from the concept of 
civilians, yet – similarly to the combatants – they possess combatant immunity and therefore 
cannot be held responsible for their acts carried out in accordance with LOAC. They have the right 
to directly participate in hostilities based on their partaking in the levée en masse. Acknowledging 
their combatant-like status, upon capture they are entitled to POW status.471 The ICRC 
interpretation confirms that the concepts of civilian, of armed forces and of levée en masse ‘are 
mutually exclusive’472 where every person involved or affected by the hostilities must fall into one 
of these classes. This is reinforced by Article 50 (1) of Additional Protocol I which states that a 
civilian is ‘any person who does not belong to’ the category of persons referred to in Article 4A 
(6) of Geneva Convention III.473 
 

The more sophisticated sensors and control system of the future may be able to effectively 
distinguish between civilians who cannot be attacked and civilians belonging to a levée en masse, 
but at present, as Solis points it out, it ‘remains an issue for on-board sensors that can recognize 
weapons by their shape and heat signature, and high-resolution cameras that show the system’s 
operators the combatant-like activities of the individual in real time.’474 Therefore, recognizing 
civilians participating in levée en masse based on their activity will remain for a long time 
problematic. 
 

One of the biggest challenges regarding levée en masse is its temporality, since per 

definitionem it covers the first reaction to an invading enemy, therefore it can only be justified for 
a limited amount of time. This however does not mean that participants who carry on their fight 

                                                 
469 https://global.britannica.com/place/France/The-Army-of-the-Republic#ref465239  
470 Article 2 of the Annex to Hague Convention II. 
471 Article 4A (6) of Geneva Convention III. 
472 Nils Melzer, Interpretive Guidance on the Notion of Direct Participation in Hostilities under International 
Humanitarian Law, ICRC, May 2009, p 21. https://www.icrc.org/eng/assets/files/other/icrc-002-0990.pdf  
473 ‘Inhabitants of a non-occupied territory, who on the approach of the enemy spontaneously take up arms to resist 
the invading forces, without having had time to form themselves into regular armed units, provided they carry arms 
openly and respect the laws and customs of war.’ 
474 Solis, The Law of Armed Conflict (2016) p 539. 

https://global.britannica.com/place/France/The-Army-of-the-Republic#ref465239
https://www.icrc.org/eng/assets/files/other/icrc-002-0990.pdf
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beyond the limits of levée en masse cannot be attacked later as civilians directly participating in 
hostilities. The difference between a participant in a levée en masse and a civilian directly 
participating in hostilities is that the latter cannot be entitled to Prisoner of War status. 
 

5.7.5. Targeting persons directly participating in hostilities  
 

Before adopting Additional Protocol I in 1977, no agreed definition existed in LOAC with 
regards to civilians. According to Article 51 (2), ‘the civilian population as such, as well as 
individual civilians, shall not be the object of attack’ in all circumstances. However, this protection 
against being intentionally attacked can be lost as according to Article 51 (3),  
 

‘civilians shall enjoy the protection afforded by this Section, unless and for such time as 
they take a direct part in hostilities.’475 

 
The purpose of the protection is clear: to save the lives of innocent bystanders and protect 

them from the adverse effects of armed conflicts as much as possible. Nonetheless, this protection 
only lasts until a civilian person carries out an attack to support one party to the conflict with the 
aim of directly causing harm to another party, thereby directly participating in the hostilities.476 
 

Nonetheless, neither the Geneva Conventions, nor Additional Protocol I provide us with 
an adequate definition, instead, Additional Protocol I describes civilians in the negative, stating 
that ‘a civilian is any person who does not belong to one of the categories of persons referred to in 
Article 4 A (1); (2), (3) and (6) of the Third Convention and in Article 43 of this Protocol’477 and 
who does not take part in a levée en masse.478 Similarly, according to the ICRC Interpretive 
Guidance, ‘all persons who are neither members of the armed forces of a party to the conflict nor 
participants in a levée en masse are civilians and, therefore, entitled to protection against direct 
attack unless and for such time as they take a direct part in hostilities.’479 
 

Distinguishing between persons who can be lawfully attacked and civilians not taking a 
direct part in hostilities is the most basic principle of warfare. According to Swiney, ‘it serves a 
gatekeeper role regarding target selection.’480 If a civilian does not meet the criteria set by Article 
51 (3), it cannot be lawfully made object of an attack. Intentionally making civilians object of an 

                                                 
475 Article 13(3) of Additional Protocol II contains identical text; ‘This rule of treaty and customary law applies in 
both international and non-international armed conflict.’ in Michael N. Schmitt, Extraterritorial Lethal Targeting: 
Deconstructing the Logic of International Law in: 57 Columbia Journal of Transnational Law 77 (2013), p 103. 
476 ‘Persons participate directly in hostilities when they carry out acts, which aim to support one party to the conflict 
by directly causing harm to another party, either directly inflicting death, injury or destruction, or by directly harming 
the enemy's military operations or capacity. If and for as long as civilians carry out such acts, they are directly 
participating in hostilities and lose their protection against attack.’ in Directly Participating in Hostilities: questions & 
answers, International Committee of the Red Cross, 6 February 2009. 
https://www.icrc.org/eng/resources/documents/faq/direct-participation-ihl-faq-020609.htm  
477 Article 50 (1) of Additional Protocol I. 
478 ICRC Handbook on International Rules Governing Military Operations (2013) p 151. 
479 Melzer, Interpretive Guidance (2009) p 20.  
480 Gabriel Swiney, Saving Lives: The Principle of Distinction and the Realities of Modern War in: 39 The 
International Lawyer No. 3 (2005) p 734. 
 

https://www.icrc.org/eng/resources/documents/faq/direct-participation-ihl-faq-020609.htm
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attack would be regarded as a grave breach of Additional Protocol I.481 By virtue of Article 85 (5) 
of Additional Protocol I, the grave breaches listed in Geneva Conventions and in Additional 
Protocol I are regarded war crimes in respect of which the ICC has jurisdiction, particularly ‘when 
committed as part of a plan or policy or as part of a large-scale commission of such crimes.’482 
This however does not mean that every civilian death should be regarded as violation of LOAC, 
as ‘the purpose of the law of war is not to make warfare impossible, but rather to mitigate suffering 
and other negative impacts.’483 Civilian death may occur during hostilities as collateral damage 
too, not only as the result of unlawfully attacking them. The principle of distinction however 
always has be assessed together with the other principles of LOAC – the principles should be seen 
as cumulative criteria, one dependent on the others. 
 

LOAC does not prohibit the direct participation in hostilities (DPH) of civilians but it 
attaches certain consequences to it when it occurs. Civilians who take a direct part in hostilities 
lose their protection accorded to civilians against attacks, but do not lose their civilian status. It is 
however central to establish that in recognizing certain activities as DPH, the context, 
circumstances and culture (for example adequately interpreting the accepted civilian behavior in 
the relevant area) will also play a part. Unlike attacking lawful combatants based on their status, 
which require an objective test (membership in armed forces), directly attacking civilians will 
require a subjective assessment (of conduct and intention). Considering the infinite number of 
ways to participate in hostilities, there is no agreed definition of DPH exists. This means that the 
conduct of every civilian purportedly participating in hostilities has to be assessed on a case-by-
case basis. The terms regarding DPH (civilian, conduct of hostilities, direct participation in 
hostilities) shall be interpreted in good faith, that is, ‘in accordance with the ordinary meaning to 
be given to the terms of the treaty in their context and in the light of its object and purpose.’484 
 

According to the Commentary to Additional Protocol I,485 subject to the prevailing 
circumstances, the following activities may constitute ‘direct participation in hostilities’: 
 

• preparation for and return from combat 

• making use of weapons 

• carrying weapons 

• carrying out hostile acts without using a weapon 
 

In Prosecutor v. Kordić and Čerkez, the ICTY defined taking direct part in hostilities as 
participating ‘in acts of war which by nature or purpose are likely to cause actual harm to the 
personnel and equipment of the enemy's armed forces.’486 In this regard, it is important to underline 
that states may approach the question differently, i.e. what acts to interpret as DPH and for how 

                                                 
481 According to Article 85(3) (a), grave breaches of the Protocol, when committed willfully and causing death or 
serious injury include ‘making the civilian population or individual civilians the object of attack.’ 
482 Article 8 (1) of the Rome Statute. 
483 Fuchs, Shot in the Dark (2007), p 38. 
484 Article 31 (1) of VCLT (1969). 
485 Commentary (1987) para 1943. 
486 International Criminal Tribunal for the Former Yugoslavia (ICTY), Prosecutor v. Kordić and Čerkez, Appeal 
Chamber Judgment, Case no: IT-95-14/2-A, 17 December 2004, para 51. 
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long. It also adds to the complexity of the question that certain nations (e.g. the US) consider war-
sustaining activities in direct participation, whereas other nations may apply a more conservative 
approach.  
 

When interpreting narrowly the black letter law of DPH; ‘unless and for such time’ may 
mean that a civilian person who takes a direct part in hostilities can be object of an attack only for 
the period his conduct falls under Article 51 (3) but the hazard of being intentionally attacked 
ceases with the partaking. This would create a ‘revolving door’ whereby civilians would not have 
to face and fear the consequences of their conducts as they would regain their protection. Boothby 
resolves the contradiction between sporadic, isolated acts on the one hand and repeated or 
persistent acts on the other hand by only the former regaining protected status after an act of DPH, 
‘while the latter would involve continuous loss of protected status while such persistent or repeated 
involvement in hostilities continues’487 and draws the conclusion that ‘the correct position at 
customary law is that civilians who directly participate lose their protected status for the 
approximate period of that participation, there being no revolving door of protection, and that 
repeated participation can be the basis of a determination that the individual is continuously 
engaged and thus continuously liable to attack.’488 This approach is underlined by the Commentary 
on the Additional Protocols, according to which in case of DPH, it is ‘clear that he will not enjoy 
any protection against attacks for as long as his participation lasts. Thereafter, as he no longer 
presents any danger for the adversary, he may not be attacked.’489 I believe the ‘as long as his 
participation lasts’ part indicates that the drafters meant a period of time and not changes between 
periods when a person may be directly targetable. 
 

In order to further pursue the objectives of LOAC, in 2009 the ICRC has published a 
Guidance on the Notion of Direct Participation in Hostilities (ICRC Interpretive Guidance) that 
sparked debates among scholars and military experts490 regarding the loss of protected status and 
the constitutive elements of DPH. The Guidance influenced and shaped the debate on DPH, yet its 
statements, opinions, and recommendations does not add to state practice. The Interpretive 
Guidance is a legally non-binding document which was published with the objective of providing 
interpretation regarding the notion of DPH which is crucial for distinction. The core questions are 
who can be considered a civilian directly participating in hostilities; what conduct can be regarded 
as DPH; and what modalities govern the loss of protection (as the most important result of DPH). 
According to ICRC Interpretive Guidance, the notion of DPH denotes ‘specific acts carried out by 
individuals as part of the conduct of hostilities between parties to an armed conflict’491 and entails 
the following cumulative criteria: 

                                                 
487 Bill Boothby, “And For Such Time As”, the Time Dimension to Direct Participation in Hostilities in: 42 
International Law and Politics 741 (2010) p 758. 
488 Boothby, “And For Such Time As” (2010) pp 767-768. 
489 Commentary (1987) para 4789. 
490 Dinstein, The Conduct of Hostilities (2016) p 175; Dapo Akande, Clearing the Fog of War? The ICRC’s 
Interpretive Guidance on Direct Participation in Hostilities, 4 June 2009. https://www.ejiltalk.org/clearing-the-fog-of-
war-the-icrcs-interpretive-guidance-on-direct-participation-in-hostilities/; Ryan Goodman, The Detention of Civilians 
in Armed Conflict, in: 103 American Journal of International Law 48 (2009) p 51; Michael N. Schmitt, Deconstructing 
Direct Participation in Hostilities: the Constitutive Elements in: 42 International Law and Politics 697 (2010) p 698;  
Boothby, “And For Such Time As” (2010) p 743. 
491 Melzer, Interpretive Guidance (2009) p 43. 

https://www.ejiltalk.org/clearing-the-fog-of-war-the-icrcs-interpretive-guidance-on-direct-participation-in-hostilities/
https://www.ejiltalk.org/clearing-the-fog-of-war-the-icrcs-interpretive-guidance-on-direct-participation-in-hostilities/
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‘1. the act must be likely to adversely affect the military operations or military capacity of a party 
to an armed conflict or, alternatively, to inflict death, injury, or destruction on persons or objects 
protected against direct attack (threshold of harm), and  

2. there must be a direct causal link between the act and the harm likely to result either from that 
act, or from a coordinated military operation of which that act constitutes an integral part (direct 
causation), and 

3. the act must be specifically designed to directly cause the required threshold of harm in support 
of a party to the conflict and to the detriment of another (belligerent nexus).’ 

 
It is clear from the text of Additional Protocol I, that only direct participation results in the 

loss of protection and the Guidance also differentiates between direct and indirect causation, i.e. 
involvement in military operations.  
 

It is important to clearly separate the concepts of DPH by a civilian person and members 
of an OAG. The cumulative criteria of the ICRC Interpretive Guidance do not apply to members 
of OAG, only to persons directly participating in the hostilities ‘on a merely spontaneous, sporadic 
or unorganized basis.’492 The ICRC Interpretive Guidance reads the ‘for such time’ condition as a 
concept including the preparatory measures, the act itself, as well as the deployment and return 
phases, too.493 This however, as correctly noted by Schmitt, may create ‘near insurmountable 
operational hurdles by essentially requiring the individual to be “caught in the act.”’494  
 

Generally, it can be concluded that the cumulative criteria suggested by the ICRC is too 
restrictive. Instead of underlining the nature of harm inflicted it sets a high threshold495 and 
excludes acts from direct causation in case they do not cause harm directly, even though the acts 
and the end state (consequences) are ‘connected through an uninterrupted causal chain of events’ 
(for example the assembly and storing of an improvised explosive device).496 It is imperative to 
recall, especially for distinction and attack purposes, that DPH will ensue the loss of protection 
accorded to civilians but not the civilian status itself.497 The loss of protection against direct attack 
‘includes also the suspension of civilian protection against other “dangers arising from military 
operations” […] This entails, for example, that civilians directly participating in hostilities may 
not only be directly attacked themselves, but also do not have to be taken into account in the 
proportionality assessment when military objectives in their proximity are attacked.’498 As 

                                                 
492 Schmitt, Extraterritorial Lethal Targeting (2013), p 103. 
493 Melzer, Interpretive Guidance (2009) p 65. 
494 Schmitt, Extraterritorial Lethal Targeting (2013), p 104. 
495  Update to Revolving Door 2.0: The Extension of the Period for Direct Participation in Hostilities Due to 
Autonomous Cyber Weapons in Defending the Core, 2017 9th International Conference on Cyber Conflict (H. Röigas, 
R Jakschis, L. Lindström, T. Minárik eds.), NATO CCD COE Publications, Tallinn, 2017, p 124.  
496 Melzer, Interpretive Guidance (2009) p 54. 
497 ’Under IHL, the concept of direct participation in hostilities refers to conduct which, if carried out by civilians, 
suspends their protection against the dangers arising from military operations. Most notably, for the duration of their 
direct participation in hostilities, civilians may be directly attacked as if they were combatants.’ In: Melzer, 
Interpretive Guidance (2009) p 12. 
498 Melzer, Interpretive Guidance (2009) p 13. 
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opposed to direct participation, the Commentary defines indirect participation as ‘participation in 
the war effort’499 which entails no loss of protection against direct attacks.500  
 

Because of the context of the conflict, in light of the culture and traditions of the location 
of the conflict, Chengeta’s conclusion that ascertaining DPH requires a subjective test and a case-
by-case assessment501 and human judgment is definitely supportable, however I would disagree 
with his assumption that subjectivity originates in the definitional imprecision or uncertainty of 
the term DPH. States have to have a certain margin of appreciation as to what may constitute DPH, 
besides, probably there is an infinite number of ways to directly participate in hostilities502 and 
creating a broader concept to capture more characteristics would be unrealistic. As the ICTY noted 
in this regard, if all activities in support of military operations would amount to direct participation, 
the principle of distinction would be rendered meaningless.503 
 

Distinguishing an individual directly participating from those who are not requires 
recognizing not only certain external signs, such as weapon and hostile action but also intention 
and reasoning concerning possible courses of events. Henderson et al opine that at present, ‘a 
human decision-maker may determine that an individual is taking a direct part in hostilities based 
on whether they are armed, the proximity of the fighting and the direction and manner in which an 
individual is moving.’504 It may be possible to program these factors into an AWS. Programming 
mathematically describable variables and programming human-like interpretation of intent shall 
be however separated here. Reasoning regarding intent is not something an AWS is about to 
achieve in the near future. Human decision-making is less rational than we would like to think as 
it is influenced by the sum of one’s instincts, experiences and desires, too – all inherently personal 
and differs in everybody’s case. Therefore, I fully agree with Henderson et al when they reason 
that ‘unless and until an AWS can be designed that can, to the required degree of confidence, 

                                                 
499 Commentary (1987) para 1945. 
500 According to the Commentary, ‘undoubtedly there is room here for some margin of judgment: to restrict this 
concept to combat and to active military operations would be too narrow, while extending it to the entire war effort 
would be too broad, as in modern warfare the whole population participates in the war effort to some extent, albeit 
indirectly’ In: Commentary (1987) para 1679. 
501 Thompson Chengeta, Measuring Autonomous Weapon Systems against International Humanitarian Law Rules, in: 
5 Journal of Law and Cyber Warfare 66 (2016), p 90. 
502 According to the ICTY, ‘examples of active or direct participation in hostilities include: bearing, using or taking 
up arms, taking part in military or hostile acts, activities, conduct or operations, armed fighting or combat, participating 
in attacks against enemy personnel, property or equipment, transmitting military information for the immediate use of 
a belligerent, transporting weapons in proximity to combat operations, and serving as guards, intelligence agents, 
lookouts, or observers on behalf of military forces. Examples of indirect participation in hostilities include: 
participating in activities in support of the war or military effort of one of the parties to the conflict, selling goods to 
one of the parties to the conflict, expressing sympathy for the cause of one of the parties to the conflict, failing to act 
to prevent an incursion by one of the parties to the conflict, accompanying and supplying food to one of the parties to 
the conflict, gathering and transmitting military information, transporting arms and munitions, and providing supplies, 
and providing specialist advice regarding the selection of military personnel, their training or the correct maintenance 
of the ‘weapons.’ in International Criminal Tribunal for the Formal Yugoslavia (ICTY), Prosecutor v. Strugar, 
Judgment, Case No. IT-01-42-A, 7 July 2008, para 177. 
503 International Criminal Tribunal for the Formal Yugoslavia (ICTY), Prosecutor v. Strugar, Judgment, Case No. IT-
01-42-A, 7 July 2008, para 176. 
504 Henderson, Remote and Autonomous Warfare Systems (2016)  p 8.  
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determine whether a person is taking a direct part in hostilities, the simple operational solution is 
not to employ an AWS in that role.’505 
 

DPH can be positively concluded from certain acts506 and in this regard the least ambiguous 
situation when a person open fires at the enemy (combatants or AWS). According to Schmitt, 
direct participation should be judged ‘through an assessment of the criticality of the acts the 
civilian performs to the direct application of violence against the enemy forces.’507 An AWS is not 
a human combatant, therefore, it does not have the right to self-defence. Yet, applying a 
conservative approach and programming an AWS to fire back only when being attacked may have 
adverse consequences too, if the AWS is unable to ascertain positive identification and would fire 
back at the source of fire ‘blindly’ as the situation may result in fratricide. If a person other than 
enemy combatants is aiming and firing at the AWS on purpose, his direct participation may be 
implied, thereby he forfeited his protection against being attacked. (Naturally, AWS do not possess 
the right to self-defence.) Furthermore, as Scharre notes,508 there may be situations, where a party 
to the armed conflict is being aided by local forces (e.g. police forces) not wearing uniforms but 
using firearms.  
 

Positive identification is also problematic for the already mentioned reason that since some 
persons directly participating in hostilities possibly try to blend in with civilians and cover their 
identity and status, identifying them is ‘challenging for both humans and machines.’509 
 

5.7.6. Persons protected against attacks 
 

Up until now I was discussing those categories of persons which may be made object of an 
attack. But it is also part of the picture to introduce those categories which are exempt from attack. 
There are two main classification in this regard: civilians and protected military persons. As I have 
already touched upon it, civilians are defined in the negative, according to Article 50(1) of 
Additional Protocol I,  
 

‘A civilian is any person who does not belong to one of the categories of persons referred to 

in Article 4 A (1), (2), (3) and (6) of the Third Convention and in Article 43 of this Protocol.’ 
 

Article 4 A in the definition however refers back to the POW status and it does not construct 
the notion with regards to distinction or attack.510 

                                                 
505 Henderson, Remote and Autonomous Warfare Systems (2016) p 8.  
506 ‘Arguably, opening fire on a LAWS goes beyond mere ‘hostile intent’, and would provide strong evidence of a 
‘specific hostile act’, which is the essence of DPH. Thus, being ‘fired upon’ is one of the most objective indicators of 
DPH: both easily recognizable by a robot, and permitting at least a defensive, if not lethal response.’ in 
Homayounnejad, Ensuring Lethal Autonomous Weapon Systems Comply (2017) p 17.  
507 Michael N. Schmitt, Fault Lines in the Law of Attack in: Testing the Boundaries of International Humanitarian 
Law (Susan Breau, Agnieszka Jachec-Neale eds.) British Institute of International and Comparative Law, 2006, p 289. 
508 Scharre, Army of None (2018) p 254. 
509 Ford, Autonomous Weapons and International Law (2017) p 436. 
510 ‘Article 4A. Prisoners of war, in the sense of the present Convention, are persons belonging to one of the following 
categories, who have fallen into the power of the enemy: 
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The category of protected military personnel include medical personnel, chaplains and 
specifically protected persons. Medical personnel protected against direct attacks include both 
permanent511 and temporary512 medical personnel engaged in treatment of the sick or injured. For 
medical personnel it may prove to be challenging that for operational reasons, some states may 
choose to allow their medical personnel remove their distinctive emblem in certain situations 
(when expected to be attacked on sight of the distinctive emblem), but such decision is not to affect 
the status of such persons. By removing the distinctive emblem, the medical personnel risk going 
unrecognized as protected against attacks by the enemy forces. Even if the decision is based on all 
circumstances (activity of medical personnel, vicinity of medical vehicles, behaviour, etc.) it is 
highly questionable whether an AWS can be programmed to positively identify their protected 
status. 
 

The duty to respect and protect religious personnel goes back to the 1864 Geneva 
Convention and was repeated in the Geneva Conventions of 1906 and 1929. It is now contained 
in Article 24 of Geneva Convention I and Article 36 of Geneva Convention II but the scope of this 
protection was increased in Article 15 of Additional Protocol I to cover civilian religious personnel 
in addition to military religious personnel. Even though employed by armed forces, chaplains and 
other religious personnel are not combatants and therefore they may not be attacked.513  Religious 
personnel has the right to carry light individual weapons for self-defence and defence of those in 
their care but they do not lose their protected status for being so armed.514 Specifically protected 
personnel include humanitarian relief personnel, as well as civilian journalists,515 war 

                                                 
(1) Members of the armed forces of a Party to the conflict as well as members of militias or volunteer corps forming 
part of such armed forces. 
(2) Members of other militias and members of other volunteer corps, including those of organized resistance 
movements, belonging to a Party to the conflict and operating in or outside their own territory, even if this territory is 
occupied, provided that such militias or volunteer corps, including such organized resistance movements, fulfil the 
following conditions: 
(a) that of being commanded by a person responsible for his subordinates; 
(b) that of having a fixed distinctive sign recognizable at a distance; 
(c) that of carrying arms openly; 
(d) that of conducting their operations in accordance with the laws and customs of war. 
(3) Members of regular armed forces who profess allegiance to a government or an authority not recognized by the 
Detaining Power. […] 
(6) Inhabitants of a non-occupied territory, who on the approach of the enemy spontaneously take up arms to resist 
the invading forces, without having had time to form themselves into regular armed units, provided they carry arms 
openly and respect the laws and customs of war.’ 
511 Permanent medical personnel shall not be targeted (protected and respected all times) as they are not combatants. 
Even though they can carry light individual weapons for self-defence and defence of wounded under their care, they 
do not lose their protection for the reason of being so armed. They also have to display a distinctive emblem (Articles 
38-41 of Geneva Convention I). 
512 Temporary medical personnel (assigned to medical duties during a limited period of time) are non-combatants 
either and shall not be attacked while engaging in medical duties. They have to wear a distinctive emblem when 
engaging in medical duties (Articles 38-41 of Geneva Convention I). 
513 Articles 24, 28 (1) and 30 (1) of Geneva Convention I; Articles 36 and 37 (1)-(2) of Geneva Convention II; Article 
33 (1) of Geneva Convention III; Article 43 (2) of Additional Protocol I. 
514 Article 22 of Geneva Convention I; Article 35 of Geneva Convention II; Article 13 of Additional Protocol I. 
515 According to Article 79 (1)-(2) of Additional Protocol I, journalists engaged in professional missions in conflict 
areas shall be considered civilians and they may not be attacked. Similarly to civilians, they lose their protection 
against attack when and for such time as they take a direct part in hostilities. 
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correspondents,516 civil defence personnel and negotiators.517 It is a viable option to program AWS 
to target only weapons but not human beings. This may prove to be a useful approach in certain 
circumstances, however, I believe, in this case light individual weapons should be excluded from 
the range of objects to be attacked taking into consideration that in certain context medical or 
religious personnel may be using them for the protection of those in their care an accordance with 
LOAC.  
 

5.7.6.1. Hors de combat 

 
There is also a special protected category of military personnel: members of the armed 

forces who are hors de combat. The expression refer to those combatants who are out of action or 
outside fight for reasons regulated by LOAC. In case of IACs, Article 12 of Geneva Convention I 
regulates their protection: 
 

‘Members of the armed forces and other persons mentioned in the following Article, who 
are wounded or sick, shall be respected and protected in all circumstances. They shall be 

treated humanely and cared for by the Party to the conflict in whose power they may be, 

without any adverse distinction founded on sex, race, nationality, religion, political 

opinions, or any other similar criteria. Any attempts upon their lives, or violence to their 

persons, shall be strictly prohibited.’ 
 

The framework for the prohibition of targeting persons hors de combat in NIACs is created 
by almost identical wording of common Article 3 of the Geneva Conventions.518 The rule also 
applies for the shipwrecked.519 Article 41 (1)-(2) of Additional Protocol I adds that 
 

‘1. A person who is recognized or who, in the circumstances, should be recognized520 to 

be 'hors de combat' shall not be made the object of attack. 

2. A person is 'hors de combat' if: 

(a) he is in the power of an adverse Party; 

(b) he clearly expresses an intention to surrender; or 

                                                 
516 As regulated by Article 13 of Hague Regulation II and IV and Article 4A (4) of Geneva Convention III, war 
correspondents are journalists who accompany the armed forces of a state but without being members thereof. 
Therefore, they are considered civilians and may not be made the object of attack. Because of their geographic 
proximity to armed forces, they risk being injured or killed incidentally although they shall not be deliberately targeted. 
517 According to Articles 32-34 of Hague Regulations II and IV, a person shall regarded as a negotiator or 
Parlementaire if he has been authorized by one of the belligerent states to enter into communication with the other, 
and who advances bearing a white flag. He (and the persons accompanying) him has a right to inviolability, but this 
right may be lost if it is proved in a clear and incontestable manner that he has taken advantage of this privileged 
position to provoke or commit an act of treason. 
518 ‘In the case of armed conflict not of an international character occurring in the territory of one of the High 
Contracting Parties, each Party to the conflict shall be bound to apply, as a minimum, the following provisions: (1) 
Persons taking no active part in the hostilities, including members of armed forces who have laid down their arms and 
those placed ' hors de combat ' by sickness, wounds, detention, or any other cause, shall in all circumstances be treated 
humanely, without any adverse distinction founded on race, colour, religion or faith, sex, birth or wealth, or any other 
similar criteria.’ 
519 Article 12 of Geneva Convention II. 
520 Emphasis added by the author. 
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(c) he has been rendered unconscious or is otherwise incapacitated by wounds or sickness, 

and therefore is incapable of defending himself; provided that in any of these cases he 

abstains from any hostile act and does not attempt to escape.’ 
 

The protection of hors de combat however ceases if they commit any act of hostility. The 
protection is of customary nature both in IACs and NIACs and rule is contained in the 2005 CIHL 
Study; according to Rule 47, it is prohibited to attack any persons who are recognized or should 
be recognized as hors de combat (in the power of the adverse party, unconscious, shipwrecked, 
wounded or sick and anyone who clearly expresses an intention to surrender). Gasser also 
underlines that the ‘obligation to safeguard an enemy who is hors de combat’ is a ‘mere 
clarification of customary law.’521 According to Article 8 (2) (b) (vi) of the Rome Statute, ‘killing 
or wounding a combatant who, having laid down his arms or having no longer means of defence, 
has surrendered at discretion’ is a war crime, i.e. a serious violation of the laws and customs 
applicable in IAC. 
 

LOAC does not require attackers to invite enemy combatants to surrender and attacking 
the enemy while they are retreating is also lawful. The reason behind the latter is that enemy forces 
may regroup and attack (partly for own force protection). Although even in this case, retreating 
combatants can at any time decide to surrender. 
 

The issue of recognizing hors de combat may be relevant with regards to AWS in three cases:  
 

• A person can feign protected status (hors de combat by injury or surrender) in order to invite 
the ‘confidence’ of an AWS to accord protection with the intent to abuse its ‘trust.’  

• Technically, it may be very difficult for an AWS to recognize ‘authentic’ surrender, i.e. the 
express intent to lay down arms.  

• Recognizing a medical condition (sickness or injury) that renders a person hors de combat. 
 

Understanding the intent to surrender may not always be easy for humans, as it depends on 
the ability of the person to recognize the intention and the circumstances of the case (e.g. visibility). 
Regarding AWS, Sparrow sees the difficulty in recognizing surrender because ‘perception is itself 
a notoriously hard task for computers’ and because different circumstances, cultures and traditions 
makes the way of signaling surrender highly contextual.522 The wording of Article 41 (1) indicates 
the expectation that in the given circumstances recognizing someone as being hors de combat 
should be possible by a reasonable warfighter. The Article clearly provides for the requirements 
for considering a person hors de combat but there is no parallel ‘legal obligation to adopt means 
and methods of warfare that facilitate recognition of surrender.’523 Or, as Henderson et al 
formulates the problem, ‘the legal issue is not whether a different means or method of warfare 

                                                 
521 Gasser, Negotiating the 1977 Additional Protocols (1991) p 87. See also Henderson, Remote and Autonomous 
Warfare Systems (2016) p 9.  
522 Robert Sparrow, Twenty Seconds to Comply: Autonomous Weapon Systems and the Recognition of Surrender in: 
91 International Law Studies 699 (2015) p 705. 
523 Henderson, Remote and Autonomous Warfare Systems (2016) p 9.  
 



123 
 

would have enabled better recognition of whether a person was hors de combat, but rather, based 
on the actual means or method employed, should a person have been recognized as being hors de 

combat.’524  
 

Accepting that the capability to recognize surrender may not be a factor in choosing the 
right weaponeering solution for an attack, the suggested requirement by Stürchler et al that an 
AWS ‘would need to preserve a reasonable possibility for adversaries to surrender’ and ‘the 
general denial of this possibility would violate the prohibition of ordering that there shall be no 
survivors or of conducting hostilities on this basis’525 stretches beyond what is actually mandatory 
in the situation. It also disregards the century-long history of employing bombs and missiles or 
even machine gun – these means and methods (bombing in general) leave no room for surrender 
either. Therefore, the conclusion that ‘since most of these AWS will be flying hundreds if not 
thousands of feet high, it is practically impossible to surrender to them’526 is correct. I however 
believe that the fact that one may not effectively surrender to an AWS because of certain temporal 
limitation (e.g. too late as the missile has already been launched) or the inherent capability of the 
AWS to recognize the intent does not go against Article 40 of Additional Protocol I (denial of 
quarter)527 since the intent is completely missing and, as mentioned, there is no express obligation 
in LOAC to employ means and methods of warfare ensuring that surrender is recognized at all 
times. Besides, as Schmitt notes, once a person qualifies as a lawful target, apart from the 
prohibition regarding employing means and methods causing superfluous injury or unnecessary 
suffering, there is ‘no obligation to minimize harm to that person.’528 The opportunity to surrender 
is not denied, but individuals may be practically barred from placing themselves ‘in the power’ of 
an AWS (e.g. in case of a Taranis combat drone). This however depends on the AWS employed. 
As mentioned, there is no LOAC obligation to ensure the opportunity to surrender, 
notwithstanding the question may arise whether an ‘implied duty’ can be derived from the 
principle of military necessity and humanity. In accordance with this concept, Melzer suggest in 
the ICRC Interpretive Guidance that ‘where there manifestly is no necessity for the use of lethal 
force’ it would act against the principle of humanity to deny the opportunity to surrender.529 
 

As it has been noted,530 a Samsung SGR-A1 is programmed to verbally command any 
persons crossing the preset range or line to surrender and it can ‘understand the soldier's arms held 
high to indicate surrender, and then not fire.’531 This means that it is technically possible to 
program an AWS to recognize arms held up being the universal sign of surrender. Although not a 

                                                 
524 Henderson, Remote and Autonomous Warfare Systems (2016) p 10.  
525 Stürchler, A “Compliance-Based” Approach (2017).  
526 Chengeta, Measuring Autonomous Weapon Systems (2016) pp 99-100. 
527 ‘It is prohibited to order that there shall be no survivors, to threaten an adversary therewith or to conduct hostilities 
on this basis.’ 
528 Schmitt, Extraterritorial Lethal Targeting (2013) p 105. 
529 Melzer, Interpretive Guidance (2009) p 82. 
530 Mateusz Piątkowski, Fully Autonomous Weapon Systems and the Principles of International Humanitarian Law 
in International Network of Doctoral Studies In Law, 5th International Conference of PhD Students and Young 
Researchers, How Deep is Your Law? Brexit. Technologies. Modern Conflicts, Conference Papers, 27-28 April 2017, 
Vilnius, p 305. http://lawphd.net/wp-content/uploads/2014/09/International-Conference-of-PhD-students-and-young-
researchers-2017.pdf  
531 Jean Kumagai, War machines, A Robotic Sentry For Korea's Demilitarized Zone in Global Security, March 2007. 
https://www.globalsecurity.org/military/world/rok/sgr-a1.htm 
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sign of surrender, it may be equally feasible to recognize a white flag should a belligerent party 
decide to enter into communication with the enemy. 
 

Another issue regarding surrender may be a system’s capability to recognize an enemy 
combatant or person directly participating in hostilities as being genuinely wounded. As sensory 
technology improves, it may be feasible in the future to deduce the nature and gravity of the 
inflicted injury from the unfolding events (weapons used, distance, position).  
 

To sum up, in light of the present state of technological development, the degree of 
accuracy in recognizing surrender may not be sufficiently high to rely on it. The way to test and 
measure accuracy may also be problematic because the ‘fog of war’ as the sum of complex and 
rapidly changing factors characterizing a situation cannot be realistically replicated during testing. 
We also need to bear in mind that a combatant cannot be 100% sure of surrender either, which 
raises the question if we can realistically expect an AWS to do better and shall we? This takes us 
to the next problematic issue, which is how to proceed in case of doubt regarding the status of a 
person. 
 

5.7.7. The role of doubt about the status  
 

Article 50 (1) of Additional Protocol regulates the situation where someone’s status is 
being questioned: 

 
‘In case of doubt whether a person is a civilian, that person shall be considered to be a 
civilian.’ 

 
According to the 2005 CIHL Study, certain states’ military manual (e.g. Canada, Sweden, 

South-Africa, etc.) contains a similar rule, but other states expressed reservations about 
interpreting this rule strictly. In particular, ‘France and the United Kingdom expressed their 
understanding that this presumption does not override commanders’ duty to protect the safety of 
troops under their command or to preserve their military situation, in conformity with other 
provisions of Additional Protocol I.’532 This reservation may derive from situations where 
members of OAGs or civilians directly participating in hostilities abuse the protection provided by 
the rule by feigning protected status and attack (perfidy). The assessment of someone’s civilian 
status should only be conducted on a case-by-case basis, taking into consideration all reasonably 
available information, as well as the context, culture, accepted behaviour and traditions of the 
location. 
 

Although it is not mentioned expressly, we can assume that the standard required by the 
text is again that of reasonableness, i.e. if a reasonable attacker would question the civilian status 
of a person, he shall not be attacked.533 Full certainty would be impossible to reach as ‘slight doubt 

                                                 
532 Henckaerts, Customary International Humanitarian Law, Volume I (2005) p 24. 
533 See ‘The degree of doubt must be at a level that would cause a reasonable attacker in the same or similar 
circumstances to question the status of individual.’ in Schmitt, “On Target” (2014) p 390; ‘The degree of doubt that 
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will almost always exist on a counterinsurgency battlefield where the enemy deliberately uses the 
civilian population to disguise their activities.’534 The Commentary is not too verbose on doubt 
either, it merely notes that the subparagraph refers to ‘persons who have not committed hostile 
acts, but whose status seems doubtful because of the circumstances. They should be considered to 
be civilians until further information is available, and should therefore not be attacked.’535 This 
clearly requires the persons who makes the assessment to demand more intelligence or additional 
information regarding the person in question. The rule therefore introduces a rebuttable 

presumption which can be resolved either in favor of or against the civilian status. The 
Commentary underlines that situations where combatants and civilians cannot be clearly 
distinguished, may result ‘in a weakening of the immunity granted civilians and the civilian 
population.’536 
 

As noted by Schmitt, ‘law of armed conflict norms as to doubt apply fully in the 
autonomous weapons context.’537 Regarding AWS the most important questions are whether doubt 
can be translated into the language of algorithms and whether it is possible to preset the ‘right’ 
degree of doubt and if yes, how?  
 

I believe that just like the assessment of intent, the degree of doubt may also prove too 
much for the mathematic language. An AWS can be ‘guided’ regarding how to manage doubt; in 
case a preset threshold reached, the safest choice is if – due to the lack of positive identification – 
it treats the person as civilian and immediately refers back to the operator for further instructions. 
Alternatively, as a less favorable option, it would also be possible to write and algorithm that 
hesitates longer and requires additional information to resolve doubt. To be on the safe side, 
Schmitt suggests that in case the preprogrammed doubt values were reached, the system would 
not attack and the AWS ‘could not be used in situations in which the pre-programmed threshold 
would be “unreasonable.”’538 Pre-programming (or adjusting) the doubt threshold is theoretically 
possible,539 by using algorithms attributing values to sensor data, thereby enabling the autonomous 
weapon system to compute doubt (or the likelihood of being a lawful military target).540 This can 
be done by attaching mathematical values to objectively measurable characteristics such as height, 
weight, anticipated movement, heat emission, clothing, or light weapons. The doubt threshold can 
also be adjusted on the basis of the environment; close to the ‘hot battlefield’ where the presence 
of civilian is less probable, a higher degree of doubt can be ‘tolerated’ whereas the further we 
move away, a lesser degree of doubt is needed to regard a person civilian.541 A well-crafted 
algorithm may be able to deliver, but two other issues may also require closer scrutiny. One is the 

                                                 
bars attack is that which would cause a reasonable attacker in the same or similar circumstances to hesitate before 
attacking.’ In: Schmitt, A Reply to Critics (2013) p 16.  
534 Schmitt, “On Target” (2014) p 402. 
535 Commentary (1987) para 1920. 
536 Commentary (1987) para 1921. 
537 Schmitt, “Out of the Loop” (2013) p 262. 
538 Schmitt, “Out of the Loop” (2013), p 264. 
539 ‘Doubt proxies are quantifiable via statistical ‘confidence’ levels and thresholds, applied to cross-cued data.’ in 
Homayounnejad, Ensuring Lethal Autonomous Weapon Systems (2017) p 19.  
540 Schmitt, A Reply to Critics (2013) p 17/; Schmitt, “Out of the Loop” (2013) p 263. 
541 Schmitt, A Reply to Critics (2013) p 17.  
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issue of predictability (the likelihood of the AWS to ‘get it right’) which will influence the 
confidence of the commander and operator regarding the choice of weaponry. An AWS may 
outperform humans in being able to provide an objective and repeatable assessment as opposed to 
combatants suffering from stress and trauma and seeing an enemy where it isn’t or not examining 
closer a seemingly vulnerable person and thereby missing a chance to prevent an attack. The other 
concern arises concerning the risk of malfunction. How high is this risk and how serious are its 
consequences? To abide by the requirement of reasonable doubt is necessary as a matter of law 
and it does not mean that absolute certainty would be needed regarding one’s status. However, 
quantifying reasonable certainty is inherently subjective; ‘mathematically, what constitutes 
“reasonable certainty” is unclear.’542 Provided that an AWS always makes its decision based on 
predetermined criteria, it will be coherent, repeatable and verifiable. In case of humans, these 
criteria may change in the ‘fog of war’ and the degree of doubt may become wider which may 
adversely affect the protection of civilians. Using this viewpoint, the same criteria used by an AWS 
may facilitate the protection of civilians. 
 

Although it does not concern the issue of doubt about a person’s or object’s status, the 
commander’s doubt is also worth mentioning here. It may become an intriguing paradox in the 
future if commanders will be inclined to restrict to use of AWS due to the complexity and 
sophistication of a weapon system and the lack of understanding how the system would respond 
to circumstances and what effects it would generate.543 
 

So far, there is no extensive case law on the deployment of AWS in armed conflict. There 
is one notable occurrence when pilots could not assess properly the status of the attacked object 
(thereby not complying with the requirement to regarding doubt), yet the attack has been carried 
out. This was the infamous case of bombing the Djakovica convoy during the 1999 NATO 
intervention in Kosovo. In this particular case, in order to minimize danger to the pilots, the aircraft 
was flying at an altitude of 15,000 feet so that they were ‘out of range of most hand-held surface-
to-air missiles and anti-aircraft artillery until the Yugoslav air defences had been degraded to such 
an extent that they could safely fly at lower altitudes.’544  This meant that the NATO aircraft could 
not verify the status of the convoy. The report by the committee established to investigate the 
circumstances of the bombing found that the degree of recklessness displayed by the aircrew and 
commanders in failing to take precautionary measures would not sustain criminal charges and the 
attack was ‘suspended as soon as the presence of civilians in the convoy was suspected.’545 
 
 
 
 

                                                 
542 Ford, Autonomous Weapons and International Law (2017) p 442. 
543 Roorda, NATO’s Targeting Process (2016) p 165. 
544 A. P. V.  Rogers, Zero-Casualty Warfare in: 837 International Review of the Red Cross (2000) 
https://www.icrc.org/eng/resources/documents/article/other/57jqcu.htm  
545 Final Report to the Prosecutor by the Committee Established to Review the NATO Bombing Campaign Against 
the Federal Republic of Yugoslavia, para 70. http://www.icty.org/en/press/final-report-prosecutor-committee-
established-review-nato-bombing-campaign-against-federal  
 

https://www.icrc.org/eng/resources/documents/article/other/57jqcu.htm
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127 
 

5.8. Challenges of delegating decision-making to an AWS 
 

Regarding the possibility of human beings being identified under the principle of 
distinction as lawful military objectives sparked heated debates among roboticists, ethicist, 
academics and military lawyers.546 As the ethical questions regarding AWS fall outside the ambit 
of this paper, the most important question one has to ask is whether AWS are capable of positive 
identification of enemy combatants, civilians directly participating in the hostilities (or civilians 
acting as members of OAGs), and persons belonging to a levée en masse. Are AWS enabled by 
their sensors and algorithms to distinguish between civilians who cannot be made object of an 
attack and those who can be lawfully attacked? Or to formulate the question in a different way: 
what is the limit of providing autonomy in certain (critical) functions and still being able to adhere 
to LOAC rules and principles? 547 
 

In certain cases, even though AWS are used in an attack, the decision regarding distinction 
is made by the (drone) operator or combatant aided by the sensory data of the AWS used (for 
example the MQ-1B Predator or MQ-9 Reaper), as well as by information resulting from ISR and 
different databases. Sensory data may be coming from more than one AWS sensor, providing 
picture from different angles, including for example image intensifying or infrared cameras. Jang 
describes it as a situation where ‘the operator can visually corroborate the target to conclude if a 
civilian has converted himself into a belligerent or if a soldier is incapacitated or intends to 
surrender. The drone operators have a visual sight of the target over a prolonged time until its 
death or destruction is verified. Although these drones are not entirely fail-safe, they are far more 
discriminate than the vast majority of aerial or artillery  bombardments, let alone ground soldiers 
acting hastily in life-threatening situations.’548 In this regard, data overload may prove to be 
difficult as searching through long hours of video recorded (in possibly more than one location) 
may not be feasible due to the manpower required.549 In this case, AWS do not effectively have 
autonomy in identifying targets – this situation is closer to the case of a sniper seeing a magnified 
image of the possible military objective when sensors and video cameras are forwarding 
undistorted image, positive identification by the operator is not an issue. In case of distorted 
image550 however, misclassification may occur – this can be influenced by how reliable and 
predictable the applied systems (algorithms) are and how much trust operators put into its 

                                                 
546 Docherty, Losing Humanity (2012); Schmitt, A Reply to Critics (2013); Peter Asaro, On banning autonomous 
weapon systems: human rights, automation, and the dehumanization of lethal decision-making in 94 International 
Review of the Red Cross, No 886 (2012). 
547 Adherence or compliance is interpreted in an unusual way by Postma, when he holds that ‘distinction requires the 
ability to distinguish between legal and illegal orders’ and for this reason it may necessitate ‘moral judgment, which 
some say LARs lack the ability to possess.’ I believe this is a misleading and unsupported reading of LOAC which 
extends discrimination between lawful and unlawful targets (persons and objects) to commanders’ and programmers’ 
orders. I believe that no responsibility can be vested in AWS to recognize illegal orders as they clearly do not possess 
the cognitive ability to make moral judgments. See Peter B. Postma, Regulating Lethal Autonomous Robots in 
Unconventional Warfare in: 11 University of St. Thomas Law Journal 2 (2014), p 304. 
548 Heeyong Daniel Jang, The Lawfulness of and Case for combat Drones in the Fight against Terrorism in: 2 National 
Security Law Journal 1 (2013) p 12. 
549 On increased manning see Galdorisi, Keeping Humans in the Loop (2015). 
550 See generally Homayounnejad, Ensuring Lethal Autonomous Weapon Systems Comply (2017)  
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accuracy. In this regard, the phenomenon of scenario fulfilment551 may also be hindering 
compliance.  
 

Scenario fulfilment refers to the situation when decision-makers interpret and use new 
information to fit their existing ‘belief patterns.’552 Verlinden refers to the phenomenon as having 
a ‘tunnel vision’ under stress that enables an individual only to act according to the already existing 
scenario he has in mind. 553 Believes and convictions are inherently human traits and one may 
argue that the situation would be avoidable when using AWS which lack human emotions that 
may influence decision-making. A prime example of scenario fulfilment is the downing of Iran 
Air 655 by the USS Vincennes in 1988 where the captain of the ship incorrectly believed that 
Iranians chose to escalate the engagement and the ship was under threat although raw sensory data 
indicated otherwise.554 The incident sent ripples through operating procedures.  
 

5.8.1. Objective criteria  
 

In order to delegate the decision regarding distinction to AWS, certain factors need to be 
selected by decision-makers (preferably with local knowledge) and preprogrammed. However, ‘it 
may be particularly difficult to automatize the indicators which convince a human being that 
certain person belongs to a category or has a conduct which makes that person a legitimate 
target.’555 These quantitative factors may include uniforms, distinctive clothing, weapons, insignia, 
in case of known persons, his556 facial and body images – objective data against which images can 
be measured. A New York Times article notes in this regard that a recent US military test of an 
autonomous drone demonstrated the drone’s eerie ability to ‘discern soldier from civilian, and to 
fluidly shift course and move in on objects it could not quickly identify. Armed with a variation 
of human and facial recognition software used by American intelligence agencies, the drone 
adroitly tracked moving cars and picked out enemies hiding along walls.’557  
 

In case of weapons, even if the programming of objective criteria is possible, Wagner calls 
the attention to the peculiar case of religious weapons and mentions as a possible exception in 
certain contexts the kirpan (religious dagger carried by Sikhs); i.e. AWS may need to understand 
the difference between weapons intended to attack the enemy and religious symbols. 558  

 

                                                 
551 ‘Unconscious execution of a prerehearsed chain of actions based on a falsely perceived trigger factor, resulting in 
the lethal deployment of a weapon.’ In: Geiß, The International-Law Dimension (2015) p 14.  
552 Foy, Taking the human out of the loop (2013) p 12.  
553 Nele Verlinden, To feel or not to feel? Emotions and International Humanitarian Law, the Leuven Centre for Global 
Governance Studies and Institute for International Law, University of Leuven (KU Leuven) Working Paper No. 178, 
December 2016, p 10.  
 https://lirias2repo.kuleuven.be/bitstream/id/418989/;jsessionid=CE53E525CBF0616F4E06FF6A1B48D910  
554 For more on the incident see Merchant et al, International Governance of Autonomous Military Robots in: 12 The 
Columbia Science and Technology Law Review 272 (2011) p 280 and Scharre, Army of None (2018) p 170. 
555 Sassòli, Autonomous weapons (2013). 
556 ‘His’ can also be read as ‘her’ in all cases. ‘He’ can also be read as ‘she’ in all cases. 
557 The Pentagon’s ‘Terminator Conundrum’: Robots That Could Kill on Their Own in N.Y. Times, 25 October 2016. 
https://www.nytimes.com/2016/10/26/us/pentagon-artificial-intelligence-terminator.html 
558 Wagner, The dehumanization of International Humanitarian Law (2014) pp 1392-1393. 
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Although an interesting issue, since even humans could not deliver reliably in this regard, 
this cannot be an expected and decisive factor, especially not in the conduct of hostilities. Anderson 
et al present a different approach regarding programming distinction, according to which one could 
start with categories and examples of lawful military objectives (with targets including persons or 
weapons firing at the AWS) and ‘gradually build upwards toward inductive reasoning about 
characteristics of lawful targets not already on the list.’559 I believe this may prove to be one step 
too far risking the possibility of identifying protected persons as objects of attack, but it could in 
theory be feasible in case the decision to attack is made by the operator based on the sum of all 

information including this ‘educated guess’ of the AWS. 
 

5.8.2. Interpreting intent 
 

This leads us to the next challenge for AWS: ascertaining intent from and attributing 
meaning to objective factors and human behavior. Unlike the case of recognizing military objects 
by their nature or location, target identification requires an in-depth appreciation and interpretation 
of an individual’s behavior and intent. This is relevant on the tactical level, in case of TIC. On the 
higher, operational level, the results of ISR and the analysis of the pattern of life will be decisive 
as opposed to the expressed intent of an individual. 
 

But does this necessitate algorithms capable of subjective value judgment or is it feasible 
to accord certain (mathematical) values to objective criteria (e.g. height, carrying weapon, 
clothing, behavioral pattern, for example visiting certain places known to be used by members of 
an OAGs, etc.) and decide on the status based on a preset threshold?  
 

A member of the armed forces can be made objects of attack at all times during an armed 
conflict based on his status. Distinguishing him may be relatively easy in a combat situation based 
on their uniform, insignia, equipment used and carrying (and using) firearms. In case of DPH and 
levée en masse, no such clearly distinguishable signs help positive identification. A person cannot 
be attacked based on intuition regarding its participation in hostilities or being a member with 
combat function in an OAG (or belonging to the military wing if there are more factions). Mere 
suspicion will not suffice when compliance with the principle of distinction is in question. 
Effective distinction is enabled by intelligence on all levels. Based on ISR, a person can be 
identified. Following that the system can be programmed to track him, and based on a comparison 
with its data base, attack him. Information from ISR shall inform AWS decision-making, but the 
most important issue here is understanding intent based on the intelligence. 
 

With regards to interpreting conduct and intention, most authors seem to agree that 
although objective factors and ‘simple human actions such as walking, running and hand 
waving’560 can be recognized by AWS, ascertaining intent and reason behind these actions is not 
feasible today. As Boulanin puts it, ‘making computers capable of understanding complex actions 
and goaloriented activity remains a fundamental research problem.’561 According to Amoroso, due 

                                                 
559 Anderson, Law and Ethics for Autonomous Weapon Systems (2013) p 12.  
560 Boulanin, Mapping the Development of Autonomy (2016) p 22.  
561 Boulanin, Mapping the Development of Autonomy (2016) p 22.   
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to the fact that distinguishing combatants and protected persons is mostly based on behaviour and 
actions (qualitative factors) instead of distinctive signs (e.g. uniforms), in order to ensure 
compliance with LOAC, ‘AWS should possess a variety of perceptual and cognitive abilities that 
are hardly attainable in any foreseeable future.’562 With regards to the ability of AWS to distinguish 
lawful targets from unlawful ones, (citing Krishnan) Petman identified three concerns:563 
 

• the inability of today’s sensor technology to distinguish between combatants and civilians with 
‘sufficient clarity’ (weak machine perception); 

• how to represent the effects of actions in algorithm and interpreting correctly all relevant 
information (frame problem); 

• more complex and less predictable software as a hindrance to tell the difference between an 
error and a reaction to something beyond human understanding (weak software). 

 
I believe that Krishnan and Petman correctly summarized the possible outcome of using a 

‘weak software’ that is incapable of grasping all relevant factors necessary for positive 
identification of lawful targets and for correctly interpreting a situation. The totality of these 
weaknesses may inevitably lead to failure in distinction. Based on the above, I conclude that 
currently, software and algorithms are in most cases inadequate for understanding the 
context (circumstances) which is subject to change and comprehending its implications being 
a prerequisite for adhering to the principle of distinction. Scharre also underlines the weak 
software problem when he states that ‘image recognition neural nets can identify objects, but 
cannot piece these objects together into a coherent story about what is happening.’564 
 

5.8.3. Further factors influencing decision-making 
 

Apart from the mentioned objective criteria and question of interpreting intent, whether 
AWS are generally capable of distinguishing between lawful and unlawful objects is further 
influenced by an almost infinite number of external factors and internal features of the system. A 
number of external factors may be independent from the intent and capacity of the parties but still 
influence employment of AWS, like poor visibility (e.g. smoke, fire, darkness), or adverse weather 
conditions (e.g. desert storm, heavy rainfall). Other external factors that may be hindering 
identification of lawful military objectives by AWS include the existence of air defence systems, 
enemy camouflage or jamming. These are all external or enemy-induced factors that can work 
against the needed accuracy and therefore hampering identification. A further question in this 
regard is whether – under the precautionary principle – an AWS can be programmed to abort the 
mission in case of there is no positive identification. 
 

An AWS’ inherent capability to distinguish are also influenced and thwarted by 
programming errors, broken communication links, possible technical glitches, poor decision-
making regarding the mode of operating the AWS, and the interaction of AWS with unanticipated 

                                                 
562 Daniele Amoroso, Jus in bello and jus ad bellum arguments against autonomy in weapons systems: A re-appraisal 
in: 43 QIL Questions of International Law, Zoom-in 5 (2017) p 13. 
563 Petman, ‘Out of the Loop’? (2017) pp 29-35.  
564 Scharre, Army of None (2018) p 231. 
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situations or volatile, unpredictable environment. Weak security measures and fire walls to prevent 
penetration may also leave the system vulnerable to enemy cyber-attacks (hacking) which may 
eventually lead not only to enemy control over the AWS (losing asset) but to the possibility that 
the enemy forces will turn the AWS against friendly forces. The latter may be evaded by 
programming the AWS in a way that upon any detected penetration effort the control system would 
shut down and the AWS return to the base. 
 

The general capability of an AWS to distinguish between friend and foe may be hindered 
or completely disabled by the intentional or unintentional intermingling of enemy combatants, 
persons directly participating in hostilities, members of OAGs and participants in levée en masse 
as well as civilians, but on the ‘hot battlefield’, distinction may be hindered by the close proximity 
of enemy and friendly forces, too.  
 

The complex environment of today’s operational area demands both quantitative and 
qualitative assessment in order to distinguish potential (lawful) targets.565 Below there is a table 
introducing the most important causes of degraded or lost functionality in recognizing lawful 
military objectives. 

 
Table 2 

 

Causes of degraded 
or lost functionality in 
recognizing lawful 
military objectives566 

Source Intention Intended end state 

jamming external 
(enemy) 

intentional degraded or lost communication line 

hacking external 
(enemy or third 
party) 

intentional accessing information, unsuccessful 
sortie, taking over control, physical 
possession of AWS, using AWS against 
friendly forces 

adverse weather 
conditions 

- unintentional degraded or lost capability to 
distinguish 

weak sensors internal unintentional  poor target recognition, false 
identification 

coding/programming 
error 

internal unintentional degraded recognition, week perception 
of the environment and context, 
incidental injury, collateral damage 

generally poor design internal unintentional degraded recognition, incidental injury, 
collateral damage 

                                                 
565 Wagner, Autonomous Weapon Systems (2016) p 4. 
566 For examples of potential causes of failure in AWS see Safety, Unintentional Risk and Accidents in the 
Weaponization of Increasingly Autonomous Technologies in UNIDIR (United Nations Institute for Disarmament 
Research), UNIDIR Resources No. 5, 2016, p 4. 
http://www.unidir.org/files/publications/pdfs/safety-unintentional-risk-and-accidents-en-668.pdf  
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intermingling external 
(enemy 
combatants, 
protected 
persons) 

intentional or 
unintentional 

degraded or lost capability to 
distinguish 

intermingling in a 
combat situation 

external 
(enemy forces) 
and internal 
(friendly 
forces) 

unintentional 
(intention to 
fight, but not to 
trick AWS) 

degraded or lost capability to 
distinguish 

 

5.9. The present state of play 
 

The AWS capability to discriminate depends entirely on the sophistication on its on-board 
sensors, the control system’s algorithms and processing capabilities as well as on the environment 
and circumstances in which it is being employed.567 Reliable algorithms necessitate accurate and 
careful definitions and values (input) in order to achieve compliance. Otherwise, inadequate input 
will result in unreliable identification (outcome), i.e. the violation of distinction.568 Because of the 
weak recognition of military objectives with regards to intent and purpose, at present, a human 
needs to be in or on the loop and to exercise control, when carrying out an attack569 in order to 
ensure compliance with LOAC obligations including discrimination. 
 

On the current abilities of AWS, Sharkey concludes that they lack the three main 
components necessary to ensure compliance with distinction: adequate sensory processing system, 
sufficient definition of a civilian to be translated into computer code and common sense reasoning 
to assist decision-making regarding discrimination.570 Chengeta also agrees that based on the 
present technological limitations of AWS (weakness of design), it is impossible for them to comply 
with the principle of distinction. 571 I believe that the truth is somewhere in the middle between 
those opinions that compliance is impossible and those according to which it is feasible. In certain 
circumstances where distinction is not an issue (e.g. in a desert targeting enemy tanks), they can 
be employed lawfully. The same is true if the AWS is operating in a predefined (limited) 
geographic area in a preset time frame and ‘by employing algorithm technology that effectively 
restricts attacks to objects appropriately recognized by the software as legitimate military 
objectives.’572 
 

5.10. The possible way ahead 
 

As said, publicists are divided as to whether the principle of distinction can be adhered to 
in the future or not. Theoretically, research and development regarding AWS can be halted by a 

                                                 
567 Schmitt, “On Target” (2014) p 398. 
568 Chengeta, Measuring Autonomous Weapon Systems (2016) p 107. 
569 Stürchler, A “Compliance-Based” Approach (2017).  
570 Sharkey, The evitability of autonomous robot warfare (2012) pp 788-789. 
571 Chengeta, Measuring Autonomous Weapon Systems (2016) p 103. 
572 Boothby, The Law of Attack (2012) p 284. 
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general ban or moratorium but it is highly unlikely that the states most involved and interested in 
advanced technology (the US, the UK, Israel, Russia, etc.) would ever agree on a ban. Therefore, 
I cannot but conclude that research will further continue with the inevitable result of smarter 
technologies (better algorithms and programs). The more optimistic camp believes that with the 
advancing image recognition technology and careful deployment (in operational environments 
matching the capabilities of AWS), consistent and reliable compliance may be feasible.573 
Regarding the anticipated future performance of AWS, one of the most authorative voices is that 
of Arkin, an American roboticist and roboethicist who envisions that in the future, autonomous 
systems may outperform humans under certain conditions.574 His conclusion is not only appealing 
because of the in-depth technical analysis but because of a more holistic approach applied. Instead 
of referring simply to the inevitability of technological development (better sensors, faster 
information processing), he also catalogues the positive outcomes of human-machine interaction, 
as well as how machines can contribute to improving adherence to LOAC by providing features 
that combatants so often are found lacking. In his comprehensive study, he depicts the end-state 
as including the following positive outcomes:575 
 
1. ability to act conservatively (no need for self-defence when certainty of target identification is 

low), 
2. the eventual development of robotic sensors better equipped for battlefield observations than 

humans currently possess, 
3. a design without emotions that could cloud judgment or result in anger and frustration, 
4. avoidance of the psychological problem of scenario fulfillment, 
5. ability to integrate more information from multiple sources (sensors and intelligence) far faster 

before responding with lethal force than a human possibly could in real-time, 
6. in case of human-machine teaming, autonomous systems have the capability of objectively 

monitoring behavior in the battlefield and reporting infractions. 
 

At the far end, a rather skeptical camp includes authors questioning whether predictable 
adherence to LOAC (including the principle of distinction) will ever be feasible576 tying it to AI 
development equivalent to that of humans.577 It is certainly not a simple task to establish what sort 

                                                 
573 Weizmann, Autonomous Weapon Systems under International Law (2014) p 14; Jeffrey S. Thurnher, Legal 
Implications of Fully Autonomous Targeting in: 67 Joint Force Quarterly (2012) p 80; Merchant et al, International 
Governance of Autonomous Military Robots (2011) pp 279-280; Ronald C. Arkin, Patrick Ulam, Brittany Duncan, 
An Ethical Governor for Constraining Lethal Action in an Autonomous System, Technical Report GIT-GVU-09-02, 
p 2. https://www.cc.gatech.edu/ai/robot-lab/online-publications/GIT-GVU-09-02.pdf  
574 Ronald C. Arkin, Governing Lethal Behavior: Embedding Ethics in a Hybrid Deliberative/Reactive Robot 
Architecture in: Mobile Robot Laboratory, College of Computing, Georgia Institute of Technology, Technical Report 
GIT-GVU-07-11, pp 6-7. https://www.cc.gatech.edu/ai/robot-lab/online-publications/formalizationv35.pdf 
575 See generally Arkin, Governing Lethal Behavior.   
576 Sharkey, The evitability of autonomous robot warfare (2012) p 789; Noel E. Sharkey, Grounds for Discrimination: 
Autonomous Robot Weapons in: 11 RUSI Defence Systems, No. 2 (2008) pp. 86-89; Convention on Certain 
Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS) 11-15 April 
2016, Geneva Views of the International Committee of the Red Cross (ICRC) on autonomous weapon system, 11 
April 2016, p 2. 
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system 
577 Chengeta, Measuring Autonomous Weapon Systems (2016) p 92. 
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of mechanisms are needed for planners, commanders and combatants to ensure that deployment 
or use of AWS is compliant with the requirement of distinction. Naturally, sophisticated 
technology is needed for the ability to distinguish with reasonable ‘confidence.’ Yet, how can this 
ability be put most efficiently to use while also observing lawfulness? This author (agreeing with 
Ford578 and Sparrow579) believes that human involvement during deployment should be retained 
and geographic operation should be restricted to a specific domain. Certain restrictions should be 
applied regarding the types of lawful military objectives. (Additionally, Ford advocates temporally 
restricted deployment, whereas Sparrow would further strengthen protection by leaving a back 
door open in the form of some sort of surrender beacon580). 
 

5.11. Solutions facilitating compliance (recommendations) 
 

In Part III.3., I intended to identify the most neuralgic aspects of ensuring compliance with 
the principle of distinction in case decision-making is delegated to AWS (objective criteria for 
positive identification, interpreting intent as well as external circumstances and inherent 
weaknesses). After enumerating the challenges, I will assess what (decision-making and 
operational) solutions would facilitate and ensure compliance.  
 

Based on the analysis done so far, adherence to the principle of distinction needs to be 
broken down into a number of requirements: in case of distinguishing military and civilian objects, 
they shall include inter alia the assessment of the nature of military objects, effective contribution 
to military action and definite military advantage, or in case of lawfully targetable persons, that of 
combatant status, direct participation or surrender, or hors de combat status. Full and reliable 
compliance necessitates not only sophisticated technology but also the flexibility of LOAC in 
order to be applicable for situations that may not have been anticipated by the time of the adoption 
of the Geneva Conventions and the Protocols.  
 

Selecting an AWS as a weaponeering solution to match the pre-selected military 
objectives has to happen with the prerequisites of its inherent capability to achieve the 
intended military objective (military advantage), including own force protection, and the 
requirement of the least collateral damage (i.e. the AWS has to lessen collateral damage more 
efficiently than other weaponeering solutions). Sassòli notes in this regard that it is not sufficient 
to assess a weapon’s ability to minimize incidental injury in normal circumstances when 
comparing it to alternative means.581 The AWS should minimize incidental injury in each attack 
(as a whole) as circumstances may differ. In connection to this, we have to remember the concept 
of attack covers ‘acts of violence’ where the plural is a strong indication that an attack ‘could 
consist of many engagements.’582 Even though limited both spatially and temporally,583 it refers 

                                                 
578 Ford, Autonomous Weapons and International Law (2017) pp 438-439. 
579 Sparrow, Twenty Seconds to Comply (2015) pp 712-718. 
580 The surrender beacon is a surrender signal on a frequency previously agreed upon by the parties. 
581 Sassòli, Autonomous Weapons and International Humanitarian Law (2014) p 321. 
582 Paul Scharre, Human judgment and lethal decision-making in war in Humanitarian Law & Policy, Analysis / 
Autonomous Weapons Series / Law and War / New technologies (law) / New technologies and weapons, 11 April 
2018. http://blogs.icrc.org/law-and-policy/2018/04/11/human-judgment-lethal-decision-making-war/  
583Commentary (1987) para 4783. 
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to a number of acts that includes not only initiating the attack but the ensuing response. Due 
diligence in this regard requires the continuous assessment of the anticipated military advantage 
and collateral damage which should be based on the best available information (ISR). 
 

With regards to compliance with distinction, both AWS enthusiasts and cynics introduced 
the subject of necessary standard, i.e. the question whether AWS compliance should be measured 
against a higher standard than that of a combatant or to the same. I believe there is no disagreement 
regarding combatants being also unable to comply with the principle of distinction in all 
circumstances. Is it realistic to expect machines to do better than humans do? Human decision-
making is far from being perfect and AWS cannot be expected to operate flawlessly in every 
circumstances either, however, the chances of malfunction can be minimized by meticulous testing 
and monitoring. Acknowledging that AWS cannot be required to be perfect, Heyns argues that 
they will ‘be held to standards that are significantly higher than those posed for humans.’584 This 
author does not agree with this requirement as there is no LOAC rule that – as a matter of law – 
would require it, besides, the ‘human standard’ is not objectively measurable therefore AWS 
compliance standard cannot be compared to it. I rather tend to agree with Foy’s claim585 that (at 
least) the same level of standard should be achieved at distinguishing which, as I said, may prove 
to be a vague requisite. The problem is further complicated by the fact that this standard changes 
from operation to operation and even within an operation, from phase to phase, based on the 
intensity. 
 

Because of this imperfection of AWS (i.e. the possibility of error or miscalculation), ‘for 
now distinction remains a process most commanders will want to determine for themselves’,586 
therefore assessment based on recorded or streamed imagery and ISR will be done by commanders, 
operators and combatants. Whether AWS are able to adhere to distinction is to be decided by 
humans (as addressees of LOAC) and not by the AWS themselves (being mere instruments in the 
hands of humans).  
 

Thus, AWS may be able to comply provided that certain conditions are met (the object is 
a military objective by nature, location, purpose or use, chances of collateral damage are minimal, 
etc.) but the ability to comply with distinction according to preprogrammed criteria587 and 
declaring (deciding upon) this ability are by no means equal. It should be decided during the 
planning of operations and weapon selection what (critical) functions (for example searching, 
identifying, targeting) are to be given autonomy. Or, to formulate it differently, the relationship 
and balance between autonomy and human interface (the manner of collaboration including e.g. 
target verification by a human operator) must be determined. The required input (types of military 
objects, e.g. ballistic missiles; dimensions; parameters; assigned values; facial features; identities, 

                                                 
584 Christof Heyns, Increasingly Autonomous Weapon Systems: Accountability and Responsibility, Speaker’s 
Summary in Expert meeting, Autonomous weapon systems technical, military, legal and humanitarian aspects, 
Geneva, Switzerland 26 to 28 March 2014, Report of 1 November 2014, p 47. 
https://www.icrc.org/en/document/report-icrc-meeting-autonomous-weapon-systems-26-28-march-2014 
585 Foy, Taking the human out of the loop (2013) p 30.  
586 Solis, The Law of Armed Conflict (2016) p 540. 
587 Wagner, The dehumanization of International Humanitarian Law (2014) p 1391. 
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etc.) shall be preprogrammed based on objective parameters or traceable and sufficient 
intelligence.588 Wagner concludes in this regard that AWS shall be designed in a way that allows 
such systems an ex ante evaluation of the situation or the possibility to determine ‘that there is 
insufficient or unclear information so as to not proceed with a potential attack.’589 (This naturally 
necessitates not only quantitative, but also qualitative assessment.)  
 

In this regard, my proposal is to use AWS primarily in a defensive role. This ensures a 
conservative approach, i.e. the system only attacks when encounters a threat, for example in case 
of missile defence systems where the system’s response is triggered by a signature, sound or 
emitted heat of objects (e.g. ballistic missiles). This generally means attacking easily recognizable 
military objects by nature (e.g. missiles, tanks, vehicles, shells operated by enemy combatants) or 
military objects by use (e.g. defense against an attack using a civilian airliner590). Identification of 
military objectives however may necessitate simplified, less dynamic operational environment. 

Even the conservative approach of waiting to be fired upon may not be recommended in 
case of conducting attack against persons because of the already mentioned lack of understanding 
intent, the possibility of fratricide and the chance of misidentification for example in the case of a 
civilian carrying small firearms for self-defence. In the latter case, not only the interpretation and 
reasoning regarding human intent is problematic but Titiriga also reminds that taking into 
consideration the present and foreseeable limitations of AI, AWS ‘cannot reliably target just the 
weapons and not persons’591 which means that targeting firearms would mean targeting the person 
holding it.   
 

On the tactical level, intentionally attacking individuals can only happen in circumstances 
where positive identification of lawful military objects is possible (e.g. members of an OAG 
situated next to tanks or shells). This would practically limit the use of AWS to situations where 
the hostile force is easy to recognize. What is important here is that based on all available 
information the military objective has be positively identified and separated from civilian objects. 
I believe that in limited circumstances AWS can comply with this criteria and therefore, I cannot 
support Crootof’s categorical statement that AWS are ‘incapable of distinguishing between 
combatant and civilian.’592 
 

Limiting discrimination (and attack carried out by AWS) to a predefined combat zone (kill 
zone593) would also lessen the chance of misidentification and therefore could contribute to 
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improving compliance with distinction. In this regard, it is also worth mentioning that the mobility 
of an AWS may influence compliance: mobile AWS such as drones with a larger range of 
operation may lessen, while a well-marked stationary AWS (for example Samsung SGR-A1) may 
strengthen compliance.594 
 

In case AWS are used in a cluttered and dynamic environment, adherence to distinction 
requires adequate sensory capabilities and well-written algorithms ensuring recognition, but as 
Thurnher et al note, ‘even with such cutting-edge capabilities, there could be complex situations 
(for example in urban warfare where the commingling of civilians and combatants frequently 
occurs) in which case AWS are simply unable to fulfill this requirement and, therefore, could not 
lawfully be used.’595  
 

In contrast, there may exist offensive situations in which AWS would suffice a lower ability 
to discriminate between lawful and unlawful targets in order to adhere to LOAC (e.g. in desert 
warfare, in demilitarized zones or underwater).596 The exact degree of this lowered ability is rather 
intangible, and needs to be defined on a case-by-case basis in light of all circumstances. On the 
basis of the above, however, it seems clear that in certain circumstances, the deployment of AWS 
would be lawful and in others unlawful – ‘depending on how technologies advance.’597 Walking 
down this way, generally, it is the ability of AWS to comply with the principles of the Law of 
Attack that will determine the lawfulness of their use.598  
 

On the basis of the above, in principle, certain AWS may possess the ability to comply with 
distinction (as part of the Law of Attack), but this compliance is dependent on the operational 
environment, the sophistication of the sensors and control system, as well as on the military 
objective to be identified (distinguished). In certain cases, AWS may be a better weaponeering 
solution (higher degree of precision, less chance for collateral damage) than other weapons but to 
make an informed decision, it is critical to determine first the type of environment where AWS are 
planned to be used, because the demand on the AWS to distinguish will depend on it.599 A higher 
degree of autonomy may be justified in a relatively stable, uncluttered environment against targets 
that can be identified without doubt (e.g. incoming missiles), whereas a lower degree of autonomy 
is needed in cluttered environment (e.g. in urban warfare), where distinction on the tactical level 
is not always possible. In the latter case employing AWS with high autonomy may prove to be 
unlawful.600 
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6. The principle of proportionality 
 

‘The general who wins a battle makes many 

calculations in his temple before the battle is 

fought. The general who loses a battle makes but 

few calculations beforehand. Thus many 

calculations lead to victory, and few calculations 

to defeat. It is by attention to this point that I can 

foresee who is likely to win or lose.’601  

 
6.1. Introduction 

 
The second principle of the Law of Attack that I analyze the principle of proportionality, 

the most important purpose of which is to protect civilians from excessive injuries and damages. 
The term ‘excessive’ is of crucial importance here as we will see, since it indicates that there will 
always be a certain risk of unintentional injury and death and collateral damage in civilian objects 
(in the rest of the dissertation I will refer to incidental death and injury to civilian persons and 
collateral damage to civilian objects together as ‘collateral damage’). Collateral damage in itself 
is not prohibited and cannot be regarded as a violation of LOAC. This however changes if 
collateral damage will become excessive. Based on this, the principle is translated by Corn as a 
rule that ‘provides legal validation for the infliction of suffering that would be intolerable in any 
context other than armed conflict.’602 There is no rule in LOAC according to which all collateral 
damage is prohibited, yet, minimizing incidental injury and collateral damage limits potential 
international condemnation, supports proportionality and contributes to peace-making and 
rebuilding efforts.603 
 

The principle of proportionality enjoys a close relationship with the principle of military 
necessity and humanity (humanitarian efforts). Its most important objective is find a balance or a 
‘difficult compromise’604 between these conflicting interests. The principle is also intimately 
connected to the principle of distinction, which is a prerequisite to the proportionality analysis. 
This author does not agree with Rowe’s conclusion, according to which, the principle of 
‘distinction […] has been rendered of little practical significance when some military advantage 
in the destruction of the object is discernible and smart weapons are used.’605 Distinction is crucial 
to proportionality as it is necessary for assessing collateral damage. As we could see in the previous 
part of the dissertation, analyzing the particular circumstances of an attack in order to establish 
whether it complied with the rule of distinction is essential, however, the same particular 
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605 Peter Rowe, Kosovo 1999: The air campaign – Have the provisions of Additional Protocol I withstood the test? in 
International Review of the Red Cross, No. 837, 31 March 2000. 
https://www.icrc.org/eng/resources/documents/article/other/57jqct.htm  
 

https://www.icrc.org/eng/resources/documents/article/other/57jqct.htm


139 
 

circumstances of the attack matter even more for the principle of proportionality.606 It has been 
concluded that identification of military objectives can be accomplished by an AWS (distinction); 
this however does ‘not absolve humans of responsibility for attacks conducted in violation of the 
rule of proportionality,’607 and thereby resulting in excessive collateral damage.608 
 

The principle of proportionality has been declared in a conventional form first in 1977.609 
As stated by Article 51 (4) of Additional Protocol I, indiscriminate attacks are prohibited. The 
proportionality requirement is found in Article 51 (5) (b), according to which, indiscriminate 
attacks are those,  
 

‘which may be expected to cause incidental loss of civilian life, injury to civilians, damage 

to civilian objects, or a combination thereof, which would be excessive in relation to the 

concrete and direct military advantage anticipated.’ 
 

The general idea behind the prohibition is determining (‘measuring’) the expected 
collateral damage (an estimation) against the anticipated military advantage. I subscribe to the 
position that it should not be regarded as ‘balancing’, rather military advantage is outweighing the 
resulting collateral damage, which is formulated by Schmitt as ‘the test is one of excessiveness. 
The rule only bans attacks in which there is no proportionality at all between the ends sought and 
the expected harm to civilians and civilian objects.’610 
 

Not every incidental injury or collateral damage is prohibited, only those, which are 
‘excessive’ compared to the anticipated military advantage, the prohibition therefore is not 
absolute. On the other hand, military necessity cannot justify breach of Article 51 (5) (b) even in 
case of significant military advantage to be gained. Article 51 (5) (b) has to be read together with 
the preceding subparagraph detailing the attributes of indiscriminate attacks. In order to decide on 
the violation of proportionality, collateral damage ‘must be clearly disproportionate to the direct 
military advantage anticipated.’611 Also, the proportionality assessment is not based on the actual 
result (collateral damage) of an attack; what compliance requires is that the expected collateral 
damage to be excessive in relation to the anticipated military advantage.612  

                                                 
606 Wagner, The Dehumanization of International Humanitarian Law (2014) p 1393. 
607 Schmitt, A Reply to Critics (2013) p 18. 
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reasonable use of the information available to him or her, could have expected excessive civilian casualties to result 
from the attack.’ in Prosecutor v Stanislav Galić (Judgment and Opinion) ICTY-98-29-T (5 December 2003) para 58. 
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Today, scholars generally agree that Article 51 (5) (b) constitutes a customary rule613 and 
the 2005 CIHL Study also confirms that the norm reached the level of customary international law 
applicable both in IACs and NIACs.614 Rule 14 of the CIHL Study contains identical wording to 
Article 51 (5) (b).615 There is no express reference to proportionality in Additional Protocol II, 
apart from the Preamble, which states that in cases not governed by the law, people remain ‘under 
the protection of the principles of humanity and the dictates of public conscience’616 and the ICRC 
argued that the principle is ‘inherent in the principle of humanity’ and ‘as a result, the principle of 
proportionality cannot be ignored in the application of the Protocol.’617 
 

Article 51 (5) (b) requires a practical appraisal: military personnel have to evaluate and 
measure two significantly different categories. On one side of the scale are the adverse effects 
(collateral damage), which are measured against the military advantage expected from the attack. 
Notwithstanding the developed world’s aspiration to eliminate casualties in warfare, the realistic 
goal is to minimize fatalities inherent to the conduct of hostilities and the principle of 
proportionality is working towards this objective, although its practical application is more than 
problematic as we will see in the following. The proportionality requirement may be read and used 
to justify collateral damage (a permissive rule) but I believe that it would be more appropriate to 
interpret it as a constraint on the conduct of hostilities.  
 

6.2. Concrete and direct military advantage 
 

There are two military advantage concepts in Additional Protocol I: definite military 

advantage is mentioned with regards to the principle of distinction, however, the principle of 
proportionality requires the expected collateral damage to be assessed against the concrete and 

direct military advantage anticipated from the attack (as a whole) in the overall tactical context. 
To understand the essence of military advantage is however fairly demanding. 

According to the Commentary, launching an attack is not legitimate if it offers only 
‘potential or indeterminate advantages’618 and the term ‘concrete and direct’ was intended to 
express that the advantage ‘should be substantial and relatively close, and that advantages which 
are hardly perceptible and those which would only appear in the long term should be 
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disregarded.’619 Originally, the ICRC suggested to use ‘distinct and substantial military advantage’ 
and the Travaux Préparatoires do not explain why in the final text different expression was 
chosen.620  
 

In a wider context, the proportionality of the planned actions must be considered always 
before authorizing and beginning the operations (and not a posteriori),621 which requires military 
commanders to ensure that expected collateral damage resulting from the attack is not excessive 
compared to the concrete and direct military advantage anticipated.622 Military advantage therefore 
has a strong connection to discrimination, as it will ensue directly from the military conduct 
(adhering to the principle of distinction). Military advantage is present in the concept of military 
objective as ‘definite military advantage’ therefore it is an important building block of the principle 
of discrimination. At the same time, it is also present in the principle of proportionality as ‘concrete 
and direct military advantage’. Végh notes in this regard that ‘the attribute of ‘military advantage’ 
is different in the proportionality principle from that in the definition of the military objective; it 
becomes ‘concrete and direct’ from ‘definite’. While the core of the military advantage remains 
the same, the angle of the assessment changes here.’ He argues that anticipated military advantage 
(within proportionality), which shall not be limited to actual tactical level gains, ‘requires a more 
proximate nexus and a more direct deduction from the actual attack than required by the ‘definite’ 
attribute.623 
 

6.3. The ability of AWS to assess collateral damage and military advantage 
 

The question arises, if the criterion that determines military advantage is subjective and 
difficult to discern even for an experienced decision-maker during the targeting process, how can 
an AWS assess the proportionality of an attack? One of the biggest concerns regarding AWS is 
their capability to abide by the LOAC principles. Regarding distinction, the crux of the problem is 
the inherent ability to recognize/identify lawful military objectives. As for proportionality, 
accepting that the assessment of collateral damage can be carried out by an AWS, the problematic 
issue is assessing the military advantage expected from the attack (as a whole) in a dynamic 
environment. Certain parameters can be written into an AWS algorithm, but positive 
identification of a lawful military target in itself is not enough – the military advantage 
expected from attacking it (at the time) necessitates an incredibly high degree of situational 
awareness, in-depth understanding of strategic, operational and tactical objectives (required 
end state) as well as an ability to assess and process all available information. I believe that it can 
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only be achieved if the AWS has a sufficiently sophisticated algorithm and is able to receive and 
interpret continuous updates regarding the operation.  

 
In Sassòli’s view, this constant update needed for proportionality assessment is the most 

serious argument against the ‘even theoretical possibility of deploying genuinely autonomous 
weapons that remain fully autonomous over considerable periods of time.’624 Right now, the 
abstract thinking necessary for implementing distinction in a complex and rapidly changing 
operational environment seems to be possessed only by humans. As Boulanin formulates it, today 
‘no existing weapon systems have a sufficient level of situational awareness to autonomously 
evaluate military advantage and balance it against expected collateral damage.’625 Schmitt also 
admits that it is unlikely that AWS, at least in the near future, will be programmable to perform 
the assessment of military advantage. Nevertheless, he underlines that theoretically military 
advantage algorithms could be programmed into AWS (the unacceptable collateral damage 
thresholds for particular target sets or situations). 626 However, evaluating military advantage is 
highly contextual and temporal, which does not facilitate mathematical calculations. The adequate 
calculation would require understanding the military value of the potential targets to the enemy 
and the military value the attacker may gain from destroying, damaging or neutralizing it.627  
 

Docherty is less optimistic; instead of technical feasibility, she places the emphasis on the 
psychological process of the inherently human judgment that cannot be duplicated by an AWS.628 
Because of the subjective and contextual nature, Boulanin also suggests that ‘it is unlikely that an 
autonomous system will ever be capable of independent value judgments’629 necessary in order to 
establish what would constitute a military advantage. This argument can be refuted with the fact 
that no human is held to the standard of perfection, the AWS does not have to duplicate perfect 
human judgment regarding military advantage; in LOAC ‘the standard is always one of 
reasonableness.’630 Additionally, the fact that an AWS is incapable of making independent value 
judgments (as needed by the principle of proportionality) does not mean that the use of AWS 
would be unlawful in every situation (e.g. desert warfare with no civilians in the vicinity or civilian 
objects, for example the natural environment).631 One might consider that in remote areas and less 
dynamic environment, all factors can be programmed into an AWS. As Homayounnejad puts it, 
‘some of the less subtle context can potentially be learnt and recognized by an algorithm.’632  
 

As opposed to the above scholarly opinion whether assessing military advantage is 
technically or ethically possible by AWS, Ford proposed an appealing and supportable approach 
that seems to internalize all relevant factors in order to propose a possible solution that may be 
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feasible in reality. In this holistic approach, to ensure compliance with the principle of 
proportionality, the use of AWS would necessitate the careful assessment of the possible changes 
of military advantage. In order to make sure lawful employment of AWS, Ford suggests four 
mechanisms:633 
 

• sophistication of the system (AWS to detect and react to changes in military advantage – AWS’ 
interconnectedness and calculating changes to military advantage by observing the 
environment), 

• restriction on use (AWS to be deployed for a limited amount of time or with restricted 
parameters (e.g. destroying 5 tanks and return) – military advantage will likely remain the same 
during a short period, 

• availability of updates (AWS updated by human operators), 

• human control (retaining control or oversight of the system during deployment). 
 

6.4. Accounting for collateral damage in relation to military advantage 
  

The principle of proportionality requires military commanders to ensure that the injury, 
damage and losses (as different categories of harm) resulting from a military action are not 
excessive compared to the expected direct military advantage. Collateral damage covers the 
reasonably foreseeable primary and secondary effects of an attack634 and it shall ‘not include mere 
generic assumptions or purely theoretical probabilities.’635 Set against a mathematically 
quantifiable collateral damage, military advantage requires a subjective assessment made by a 
reasonable military commander. Proportionality, as resulting from assessing two different 
categories, is very challenging to program (especially military advantage) – the balance of the two 
shall be measured ‘against some determined standard of excessive,’636 and in case this standard 
reached, the otherwise lawful target cannot be attacked.637  

 
In this regard, the comparative assessment of two different values may prove incredibly 

difficult: an AWS may be able to assess whether the military advantage (operational effect in 
practice) was reached and may be able to mathematically assess the expected collateral damage 
(by an algorithm) but what seems almost impossible is how to measure against each other these 
two results. Wagner and Sassòli both suggest that algorithms may contain designated values 
(formula) for persons and objects as well as the elements that should be taken into account; because 
these factors may be subject to change (depending on the operational developments), the 
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determination based on these factors has to be made on a case-by-case basis.638 According to Yde, 
the proportionality assessment is not based on criteria that can be handled by an algorithm, unless 
the international community can agree on a collateral damage – military advantage converter that 
is based on objective and measurable criteria, such as military rank and the number of expected 
casualties.639 In practice, it is also important to assess not only the expected collateral damage and 
anticipated military advantage, but additionally, whether there are other solutions (e.g. choosing 
another weapon or another target) that would result in less collateral damage.640 In the course 
choosing the weapons for a particular attack, this assessment is also carried out and can be 
programmed if an AWS is assessing the effects of all its weapons. Whether resorting to AWS or 
not, the proportionality assessment is hindered by the lack of relative values assigned to collateral 
damage and military advantage and the lack of generally agreed factors to include in the overall 
assessment.641  
 

6.5. The use of AWS in compliance with proportionality 
 

On the technical level, it would be feasible for an AWS to operate according to 
preprogrammed values. 642 This effectively means that operators can set the values in light of the 
pre-determined excessive (unacceptable) collateral damage for the military objective to be 
attacked. In case constant update is not possible, these values shall be set at a conservative (low) 
level. These conservative (or adjustable) values are the ‘base maximum collateral damage level’ 
to military objects and the AWS could refine this base level threshold ‘to account for specified 
variables’ on a mission (e.g. increase the level of acceptable CD in case of a concentration of 
enemy tanks and their direction towards the battlefront indicates greater threat).643 Amoroso also 
concurs to the idea that the values of the acceptable collateral damage assigned to military 
objectives cannot be determined once and for all, but ‘has to be constantly adjusted to match the 
shifting context where the AWS has been deployed.’644 I believe that if the operator and the AWS 
can stay connected, and the chance of reaching the pre-set threshold arises, the AWS should refer 
back to the operator for update or confirmation. 
 

The chances of the need to adjust the pre-set values can be significantly lowered if the use 
of AWS is restricted to a geographically limited, uncluttered environment for a shorter period of 
time. In this case it is less likely that any adjustment is needed. The technical possibility of pre-
setting values for unacceptable collateral damage however does not mean that an AWS is able to 
address the qualitative judgment needed to comply with the principle of discrimination. The values 
and thresholds are pre-determined by the operators based on higher orders. Therefore, 
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corresponding to my premise that AWS should be seen as a weapon and not as an addressee of 
rights and obligations under LOAC, humans are making the proportionality assessment, thereby 
keeping human (at least) on the loop. The Harpy (a fully autonomous loitering weapon) may be 
an exception, as for this weapon, there is no communication with the weapon and no possibility of 
adjusting the pre-set values. On the other hand, the Harpy’s operating is temporally (approx. 2.5 
hours) and geographically limited and it is used against easily recognizable military objects (like 
tanks) and not humans. By using the tactic of constraining loiter or search times, the chances of 
collateral risk can be minimized.645 Based on the limitations and restrictions applied by the 
operators, I believe that Boothby’s statement, according to which, ‘whether a man is required in 
the loop will depend on where the autonomous UAV [unmanned aerial vehicle] is to be used’646 
is correct.  

 
In his comprehensive book, Scharre attempted to collect the different manners in which 

AWS could be used in populated areas, consistent with the principle of proportionality.647  He 
suggested the following ways:   
 
1. The most challenging way would be if the AWS was to determine the proportionality of an 

attack (scan the environment, make CD calculation and judge whether to proceed or stop all of 
which is very hard (but not impossible) to automate as it requires evaluating persons’ combatant 
or civilian status, weighing the military necessity of attacking a military objective against the 
expected collateral damage – it involves complex reasoning and hypothetical courses of actions, 
possible effects and consequences as well as human-level moral reasoning) – this hypothetical 
way is beyond today’s AI. 

2. A less difficult but still challenging way would be if humans would set a value for the number 
of allowable civilian casualties for each type of target (human would do the military necessity 
and proportionality calculation and the AWS is to call off the attack should the number of 
civilian casualties would exceed the predetermined allowable number: in this case sensing 
would still be a problem, but no reasoning and moral judgment would be required from the 
AWS). 

3. AWS with no ability to sense the surrounding environment could still be used lawfully, 
provided that military necessity was high enough and the expected civilian harm low enough 
(or both) – in this case the human launching the AWS should determine that the military value 
of any potential target outweighed the expected collateral damage. 

 
I believe that the second way proposed by Scharre is consistent with what operational 

lawyers and experts hold possible today. The third option refers to situations and locations where 
proportionality would not be an issue for the lack of civilians present.648 The latter mostly signifies 
uncontested, static environments, away from the civilian population. 
 

                                                 
645 Bill Boothby, How Far Will the Law Allow Unmanned Targeting to Go? in: International Humanitarian Law and 
the Changing Technology of War (Dan Saxon ed.) Leiden: Martinus Nijhoff, 2013, p 57. 
646 Boothby, The Law of Attack (2012) p 284. 
647 Scharre, Army of None (2018) pp 256-257. 
648 Solis also agrees with this possibility. See Solis, The Law of Armed Conflict (2016) p 541. 
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According to Yde, no AWS is capable of performing correct distinction and proportionality 
assessments by itself; in order to counter these imperfections, missions shall be designed to be 
accomplished without the need to master distinction and proportionality. This may be possible 
provided that the system is restricted with regards to certain factors:  
 

• the type or identity of the military objective 

• the timing of the attack 

• the scope of the geographic operational area 

• the tolerance for collateral damage 

• course of action when circumstances change 

• the degree of DHOC [direct real-time human operator control].649 
 
Additionally, Yde suggests that proportionality assessments can be performed for a number 

of pre-approved targets in advance, based on these assessments, the AWS can be authorized ‘to 
attack the targets on the target list if the expected level of collateral damage keeps below a specified 
maximum determined by the military commander or planner in advance.’650 
 

I believe, it can be undoubtedly concluded that assessing proportionality will depend on 
the operating environment, as it will be different in remote uninhabited environments (deserts, 
high seas, undersea) where no or only few civilians are present and different in close-in urban 
warfare.651 Alternatively, the use of AWS may also be justified in situations where higher collateral 
damage can be accepted based on the great military value of the military objective. Based on the 
above possibilities, the assessment will always require a case-by-case determination. 
 

6.6. Conclusions 
 

For the time being, humans make the decisions regarding proportionality, thereby being 
responsible for compliance with the principle.652 It is the commander who decides on the 
deployment of an AWS (based on the operational environment) and provides guidance regarding 
the values to be set as maximum collateral damage. It is however not insurmountable that with 
technological advancement, algorithms would enable AWS to adjust these base levels in order to 
address the changes in the operational environment. To allow for these adjustments, continuous 
data feed has to be ensured.653 Warfare requires adequate intelligence and the opponents to be 
devoid of valuable information. This necessitates continuous ISR and revising decisions based on 
that.  

                                                 
649 Yde, The push towards autonomy (2014) p 16. 
650 Yde, The push towards autonomy (2014) p 17. 
651 Anderson, Adapting the Law of Armed Conflict (2014) pp 402-403. 
652 Schmitt, “Out of the Loop” (2013) p 257. 
653 Schmitt, “Out of the Loop” (2013) p 256. 
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On the other hand, as I have already touched upon deep machine learning,654 it may also 
be at least technically possible that an AWS can learn to apply the principle on the basis of feeding 
it with scenarios and the correct answers regarding proportionality. Until such time as this may 
come, I believe that the use of AWS in compliance with proportionality necessitates certain 
limitations and restrictions (e.g. temporal and geographic limitations and use restricted to 
situations where the risk of CD is non-existent or low).655 
 
7. The principle of precaution 
 

7.1. Introduction 
 

The third principle of the Law of Attack that I analyze is that of precaution. The principle 
basically requires those who plan, decide and execute an attack to take constant care in order to 
avoid or at least minimize the risk of collateral damage. This will include inter alia to select a 
weapon or weapon system and a military objective that involves the least risk for collateral damage 
as well as to cancel or suspend the attack in case of unlawful (civilian) targets and the breach of 
proportionality. The way in which the LOAC principles (distinction, discrimination, and 
precaution) interconnect656 is shown by the mention of the prohibition regarding striking military 
objectives and civilians or civilian objects without distinction657 in Article 51 (4) describing 
indiscriminate attacks and by the fact that Article 51 (5) (b)658 is using the exact same wording as 
Article 57 (2) (a) (iii).659 The requirement to take all feasible precaution is often overlooked by 
scholars (compared to distinction and proportionality), but Corn notes in this regard, that the risk 
mitigation measures falling under feasible precautions ‘may actually be perceived by operational 
decision-makers as both more “concrete” than proportionality and more rationally aligned with the 
overall tactical and operational concept of operations.’660  
 

Additional Protocol I differentiates between active and passive precaution, the former 
referring to the precautionary obligation of the attacker, the latter to the defenders’ duty to take 
                                                 
654 Deep machine learning (or deep neural learning) is based on imitating how the human brain is processing data and 
creating patterns for use in decision making by using networks that are capable of learning unsupervised from 
unstructured data. 
655 In this regard, another possible venue is presented by Boothby, according to which another asset should monitor 
how the attack unfolds and in case civilians enter a particular search area, it can cancel the search when unacceptable 
changes happen compared to the known pattern of life, thereby ensuring that the proportionality test can be complied 
with (at least in limited circumstances). In: Boothby, The Law of Attack (2012) p 284. 
656 Karlshoven, Constraints on the Waging (2001) p 103. 
657 Article 51 (4) of Additional Protocol I: ‘Indiscriminate attacks are prohibited. Indiscriminate attacks are: a) those 
which are not directed at a specific military objective; b) those which employ a method or means of combat which 
cannot be directed at a specific military objective; or c) those which employ a method or means of combat the effects 
of which cannot be limited as required by this Protocol; and consequently, in each such case, are of a nature to strike 

military objectives and civilians or civilian objects without distinction.’ 
658 ‘an attack which may be expected to cause incidental loss of civilian life, injury to civilians, damage to civilian 
objects, or a combination thereof, which would be excessive in relation to the concrete and direct military advantage 
anticipated’ 
659 ‘Refrain from deciding to launch any attack which may be expected to cause incidental loss of civilian life, injury 
to civilians, damage to civilian objects, or a combination thereof, which would be excessive in relation to the concrete 
and direct military advantage anticipated.’ 
660 Corn, War, Law (2015) p 423. 
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precaution against the effects of the attack. Article 58 is detailing the steps to be taken to lessen 
the risk to civilians and civilian objects created by the opposing party’s attack (e.g. to remove 
population from the vicinity) is now part of customary law.661 
 

In the following, I would like to introduce the active precautionary principle (the provisions 
detailing the obligation of the attacker) as contained by Article 57 of Additional Protocol: 
 

‘57 – Precautions in attack 

1. In the conduct of military operations, constant care shall be taken to spare the civilian 

population, civilians and civilian objects. 

2. With respect to attacks, the following precautions shall be taken: 

a) those who plan or decide upon an attack shall: 

i) do everything feasible to verify that the objectives to be attacked are 

neither civilians nor civilian objects and are not subject to special 

protection but are military objectives within the meaning of paragraph 2 of 

Article 52 and that it is not prohibited by the provisions of this Protocol to 

attack them; 

ii) take all feasible precautions in the choice of means and methods of 

attack with a view to avoiding, and in any event to minimizing, incidental 

loss of civilian life, injury to civilians and damage to civilian objects; 

iii) refrain from deciding to launch any attack which may be expected to 

cause incidental loss of civilian life, injury to civilians, damage to civilian 

objects, or a combination thereof, which would be excessive in relation to 

the concrete and direct military advantage anticipated; 

b) an attack shall be cancelled or suspended if it becomes apparent that the 

objective is not a military one or is subject to special protection or that the attack 

may be expected to cause incidental loss of civilian life, injury to civilians, damage 

to civilian objects, or a combination thereof, which would be excessive in relation 

to the concrete and direct military advantage anticipated; 

c) effective advance warning shall be given of attacks which may affect the civilian 

population, unless circumstances do not permit. 

3. When a choice is possible between several military objectives for obtaining a similar 

military advantage, the objective to be selected shall be that the attack on which may be 

expected to cause the least danger to civilian lives and to civilian objects. 

4. In the conduct of military operations at sea or in the air, each Party to the conflict shall, 

in conformity with its rights and duties under the rules of international law applicable in 

armed conflict, take all reasonable precautions to avoid losses of civilian lives and damage 

to civilian objects.’ 
 

                                                 
661International Criminal Tribunal for the former Yugoslavia (ICTY), The Prosecutor v. Zoran Kupreskic, Mirjan 

Kupreskic, Vlatko Kupreskic, Drago Josipovic, Dragan Papic, Vladimir Santic, IT 95-16, Trial Chamber, Judgement, 
14 January 2000, para 524; ‘Article 58 extends and develops customary law in a way likely to gain acceptance and 
thus to be absorbed into custom with little.’ In: Greenwood, Customary Law Status of the Protocols (1991) p 111. 
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Article 57 of Additional Protocol I – similarly to Article 58 – is accepted nowadays as 
being reflective of customary international law.662 The principle of precaution is not regulated by 
Additional Protocol II, yet its Article 13 (1), according to which, ‘the civilian population and 
individual civilians shall enjoy general protection against the dangers arising from military 
operations’ can be interpreted as a rule giving effect to the precautionary requirement present in 
Additional Protocol I.   
 

7.2. The principle of precaution with regards to AWS 
 

In light of Article 57, I will examine how these provisions can be applied when AWS come 
into play. What shall be clear from Article 57 (1) is that law requires continuous precaution from 
those involved in military operations. According to Quéguiner, the general requirement of Article 
57 (1) applies ‘more broadly to “military operations”, which also include troop movements, 
manoeuvres and other deployment or retreat activities carried out by armed forces before actual 
combat.’663 This can influence the selection and deployment of an AWS and may be seen as a 
requirement limiting the possible use of an AWS. Yet, it is also possible that by selecting AWS 
for a dangerous mission, friendly forces are not exposed to risk thereby complying with the rule. 
 

In general, the precautionary principle would prohibit to use AWS in certain cases (when 
other feasible weapons are available that pose less risk for collateral damage and promise the same 
military advantage) and allow AWS in other cases (when there is no other, more feasible weapon 
that would allow for less collateral damage, therefore AWS is providing greater protection for 
civilians and civilian objects). McFarland formulates it as precautionary obligations ‘may be met 
by reliance on AWS in some circumstances, and may require significant levels of direct human 
involvement in other cases.’664 Scharre notes in this regard, that optimal technology for avoiding 
collateral damage will shift over time, and if AWS ‘became more precise and reliable than humans, 

                                                 
662 State practice established the rules of active precaution (Article 57) as norms of customary international law 
applicable in both international and non-international armed conflicts. In: Henckaerts, Customary International 
Humanitarian Law, Volume I (2009) Rules 15-20. Article 57 is accepted by the United States as customary IL. In: 
Michael N. Schmitt, Targeting and Humanitarian Law: Current Issues in: 80 International Law Studies, Issues in 
International Law and Military Operations (Richard B. Jacques ed.) (2006) p 156; ‘Most states, the ICRC, and the 
majority of international humanitarian law experts […] consider the provisions of Additional Protocol I [Article 
57(2)(b)] to be reflective of customary international law.’ in Michael Schmitt, Matthew King, The “Shift Cold” 
Military Tactic and International Humanitarian Law in Just Security, 20 February 2018. 
https://www.justsecurity.org/52198/shift-cold-tactic-international-humanitarian-law/; The obligation to take feasible 
precaution ‘reflects customary international law.’ in Thurnher, Feasible Precautions in Attack (2018) p 107; Article 
57 ‘except perhaps for Paragraph 3 (which is a novel provision but one which follows logically from the general 
principles enunciated in the Article) reflects customary law.’ In: Greenwood, Customary Law Status of the Protocols 
(1991) p 111; Article 57 seems to be ‘now part of customary international law, not only because they specify and flesh 
out general pre-existing norms, but also because they do not appear to be contested by any State, including those 
which have not ratified the Protocol. Admittedly, even these two provisions leave a wide margin of discretion to 
belligerents by using language that might be regarded as leaving the last word to the attacking party.’ in International 
Criminal Tribunal for the former Yugoslavia (ICTY), The Prosecutor v. Zoran Kupreskic, Mirjan Kupreskic, Vlatko 

Kupreskic, Drago Josipovic, Dragan Papic, Vladimir Santic, IT 95-16, Trial Chamber, Judgement, 14 January 2000, 
para 524. 
663 Jean-François Quéguiner, Precautions under the law governing the conduct of hostilities in: 88 International 
Review of the Red Cross No. 864 (2006) p 797. 
664 McFarland, Autonomous weapons and human control (2018). 
 

https://www.justsecurity.org/52198/shift-cold-tactic-international-humanitarian-law/
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the obligation to take “all feasible precaution” might require commanders to use them.’665 
Thurnher calls the attention in this regard to one more factor in selecting AWS as a weaponeering 
solution, and it is the AWS’s better recognition capabilities enabling more reliable target 
verification.666 The precautionary requirement must be adhered to throughout the whole military 
operations. Concerning AWS, this will affect not only the choice of weaponry, but raises the 
question whether an AWS can recognize during deployment that civilians appeared in the area of 
operation or whether an AWS can recognize if the targeted object is not a military objective. The 
principle also entails the obligation of the military commander to assess if changes in the 
circumstances would require the deployment of another weapon, that may be a better choice than 
an AWS. 
 

LOAC however does not explain what the term ‘constant care’ means. In this regard, the 
Tallinn Manual 2.0 may be of help as it translates the duty of care in cyber operations as the 
requirement for commanders and others involved in the operations to be ‘continuously sensitive 
to the effects of their activities on the civilian population and civilian objects’ and to avoid any 
unnecessary effects thereon. The adjective ‘constant’ denotes that the duty to protect civilians and 
civilian objects is ‘of continuing nature’ and all involved in the operation must discharge this 
duty.667 Constant care therefore implies the effort to ensure situational awareness at all times and 
‘predict’ the possible effects of certain acts. According to Geiß, the duty of care applies to the 
whole planning of an operation and concerns all persons involved (not only the commanders and 
combatants, but also manufacturers and programmers of systems). Nevertheless, the ‘original 
planning must also be valid and decisive after the mission has begun.’668 In Kupreškić et al, the 
ICTY has not explained what constant care means but underlined that the ‘general principle 
prescribing that reasonable care must be taken in attacking military objectives’ has always been 
applied ‘in conjunction with the principle of proportionality.’669 
 

As previously established, the addressees of LOAC are persons involved in the planning 
and execution of military operations (including planners, commanders, operators, combatants, 
etc.). Therefore, when LOAC requires constant care or feasible precautions to be taken, these 

                                                 
665 Scharre, Army of None (2018) p 258. 
666 Thurnher, Examining Autonomous Weapon Systems (2014) p 222. 
667 Tallinn Manual 2.0 (2017) p 477. 
668 Geiß, The International-Law Dimension (2015) p 15.; see also ‘Important precautions, such as the obligations to 
verify the nature of the target and the legality of the attack, to choose means and methods avoiding or minimizing 
incidental effects on civilians, and to respect the proportionality principle are addressed only to those who plan or 
decide upon an attack.’ in Sassòli, Can Autonomous Weapon Systems Respect the Principles (2014) p 43.  
669 ’In the case of attacks on military objectives causing damage to civilians, international law contains a general 
principle prescribing that reasonable care must be taken in attacking military objectives so that civilians are not 
needlessly injured through carelessness. This principle, already referred to by the United Kingdom in 1938 with regard 
to the Spanish Civil War, has always been applied in conjunction with the principle of proportionality, whereby any 
incidental (and unintentional) damage to civilians must not be out of proportion to the direct military advantage gained 
by the military attack. In addition, attacks, even when they are directed against legitimate military targets, are unlawful 
if conducted using indiscriminate means or methods of warfare, or in such a way as to cause indiscriminate damage 
to civilians.’ in International Criminal Tribunal for the former Yugoslavia (ICTY), The Prosecutor v. Zoran Kupreskic, 

Mirjan Kupreskic, Vlatko Kupreskic, Drago Josipovic, Dragan Papic, Vladimir Santic, IT 95-16, Trial Chamber, 
Judgement, 14 January 2000, para 524. 
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obligations are addressed to human beings and not to AWS. Yet, AWS can be programmed in a 
way that allows for continuous care. For example, control systems can be programmed to regularly 
and continuously run checks regarding the nature of the military objective or the expected 
collateral damage and notify the operator or commander of any changes. In this sense, an AWS 
‘may possess the capability to conduct the feasibility analysis’ and if that is the case, the 
commander could rely on the AWS if he was ‘confident the system could conduct the precautions 
analysis with reasonable certainty.’670 This continuous vigilance and assessment can be especially 
important in cases when post-launch abort (shift cold) is technically possible. And since it is 
possible to check the parameters post-launch, algorithms should be written in a way that enables 
last checks up to the point where a missile can be diverted if it is necessitated by the circumstances. 
Another aspect of the precautionary principle may be the requirement to save the data or data base 
uploaded into and utilized by an AWS in the decision-making and targeting process. Documenting 
such internal (based on the AWS sensors) and external (uploaded by the programmer, engineer, 
etc.) data may facilitate the assessment of the conduct of AWS at the time of an attack and serve 
with crucial information in case of alleged breaches of LOAC. 
 

Article 57 (2) (a) (i) and (ii) require that feasible precautions to be taken with regards to 
verifying that the target is a military objective and selecting the means and methods of warfare 
while avoiding, or at least minimizing collateral damage. The meaning of ‘feasible’ is not 
explained in Additional Protocol I, however it shall be interpreted taking into account the 
circumstances of each case, based on all available information as well as the capabilities and 
accuracy of the weapon (determining the foreseeable effects thereof). According to the 
Commentary, the interpretation of feasible will be a ‘matter of common sense and good faith.’ The 
Commentary also found that interpreting ‘everything feasible’ as everything that is practicable or 
practically possible, taking into consideration all circumstances at the time of the attack, including 

those relevant to the success of military operations, seems too broad. It risks that by invoking the 
success of military operation in general, ‘one might end up by neglecting the humanitarian 
obligations prescribed’ in the article.671 At the adoption of Additional Protocol I, several countries 
submitted statements of understanding or declaration regarding ‘feasible’ according to which, it 
means everything ‘practicable or practically possible, taking into account all circumstances ruling 
at the time, including humanitarian and military considerations.’672 Protocol II to the 1980 CCW 
Convention has adopted identical wording to that submitted by many states during the adoption of 
Additional Protocol I.673 Although generally correct, I find Schmitt’s interpretation of the 
expression too vague (‘those who plan, approve, or execute an attack must take those measures 
that a reasonable warfighter in same or similar circumstances would take to limit harm to civilians 

                                                 
670 Ford, Autonomous Weapons and International Law (2017) pp 450-451. 
671 Commentary (1987) para 2198. 
672 Documents on the Laws of War (2009) p 502 (Canada), p 504 (the Federal Republic of Germany), p 506 (Ireland), 
p 507 (Italy), p 508 (the Netherlands). 
673 ‘Feasible precautions are those precautions which are practicable or practically possible taking into account all 
circumstances ruling at the time, including humanitarian and military considerations.’ in Article 3 (10) of Protocol on 
Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other Devices as amended on 3 May 1996 
(Protocol II to the 1980 CCW Convention as amended on 3 May 1996). 
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– nothing more’).674 Similarly, Thurnher states that an examination of feasibility ‘is a question of 
reasonableness.’675 I believe that one should differentiate between technically and operationally 
feasible precautions. There may be cases when technically it would be possible (based on 
availability), but operationally it would not be supported. Both considerations are important, for 
example, the availability of PGM is a technical question, if PGM is available, the use of it is an 
operational question. In case there is no PGM in this example, the next question shall be whether 
the party should still decide to attack? 
 

7.3. Precautionary measures during the planning of operations 
 

7.3.1. Verifying objects as military objectives (Article 57 (2) (a) (i)) 
 

When deploying an AWS, verification of the nature of a military objective may require not 
only utilizing the AWS’s onboard sensors to ensure target identification, but also the use of 
additional information gathered (by ISR or from available public databases, etc.). Since 
verification means a positive identification, this may necessitate sophisticated sensors. This 
requirement does not require the purchase of the most sophisticated sensors, but the use of the 

available ones: one should make sure that military objectives are attacked based on the 
circumstances and the available sensors. This is a question of feasibility. The most important 
objective of collecting all available information is to reduce the likelihood ‘of the system’s 
misidentification of civilians as combatants.’676 This depends not only on the sensors but also on 
the AWS’s processing capability (control system).’677 Based on its sophisticated sensors and 
algorithms as well as on the operational environment, in certain circumstances an AWS can be 
better suited than a combatant to distinguish between lawful and unlawful targets.678 This is all the 
more important as an AWS can delay the use of force until the moment when ‘it has been 
established that the target and the attack are legitimate.’679  
 

7.3.2. Choosing from more military objectives (Article 57 (3)) 
 

In case there are multiple military objectives promising similar military advantage,680 the 
option involving the least risk to civilians should be chosen. The adequate process of object 
selection is an important precautionary measure, as it will ‘facilitate integration of LOAC 

                                                 
674 Schmitt, Fault Lines in the Law of Attack (2006) p 303. 
675 Thurnher, Feasible Precautions in Attack (2018) p 109. 
676 Schmitt, A Reply to Critics (2013) p 23. 
677 ‘AWS could receive information from its own sensors, including from spectrums otherwise invisible to human 
perception without technological assistance, as well as data from other surveillance platforms. The amount of data an 
AWS could receive and process would overwhelm the processing capability of a human combatant in the same 
situation.’ in Henderson, Remote and Autonomous Warfare Systems (2016) p 5.  
678 Henderson, Remote and Autonomous Warfare Systems (2016) p 10.  
679 Sassòli, Autonomous Weapons and International Humanitarian Law (2014) p 310. 
680 ‘According to Thurnher, similar military advantage is ‘understood to be anticipated military advantage of the attack 
taken as a whole, rather than subdivided into parts […] It is essential that the military advantage anticipated from each 
possible target be considered as a whole rather than in isolation.’ in Thurnher, Feasible Precautions in Attack (2018) 
pp 112-113. 
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considerations into the targeting decisions.’681 Today, this provision may seem to pose an 
insurmountable challenge to an AWS. Identifying military objectives may be feasible, but 
evaluating the military advantage offered by them, not so much. As previously discussed, military 
advantage is contextual, dynamic and temporal. It is already a challenge to establish the expected 
military advantage from attacking a lawful military objective. Comparing the anticipated military 
advantage from attacking different targets is, I believe, beyond what an AWS can accomplish 
today. The assessment is further impeded by the fact that own force protection should also be 
factored in when evaluating military advantage. It should also be acknowledged that there may be 
a ‘tension between the LOIAC obligation of taking feasible precautions, so as to minimize 
collateral damage to civilians/civilian objects, and the commander’s military duty vis-à-vis his 
own forces, to minimize casualties among the attacking troops.’682 Regarding weapon selection, it 
is important to note that when choosing another military objective (with similar military 
advantage), this decision may necessitate a different weaponeering solution, and this has to be 
assessed in light of the available arsenal. Solis calls attention to the fact that this provision normally 
requires the exercise of subjective judgment, ‘there being no certainty whether strikes against two 
or more potential lawful targets would actually offer a similar military advantage (while producing 
dissimilar collateral damage to civilians/civilian objects).’683 
 

7.3.3. The choice of means and methods (Article 57 (2) (a) (ii)) 
 

According to the relevant provision of the precautionary rule, decision-makers shall take 
all feasible precautions in the choice of means and methods of attack in order to avoid or at least 
minimize collateral damage. Differentiating between means and methods is important, as it signals 
both the weapon itself and the manner in which it is used in order to minimize the risk to civilians 
and civilian objects. As for the means of attack, the target engagement of lawful military objectives 
shall be carried out by weapons that expose civilians to the least possible harm (without forfeiting 
military advantage) – if this weapon is an AWS, then it shall be selected as a matter of law. 
According to Schmitt, the only situation in which an AWS can be lawfully employed is ‘when its 
use will realize military objectives that cannot be attained by other available systems that would 
cause less collateral damage.’684 An outright ban on AWS therefore would act against compliance 
with the principle of precaution and ‘might actually have a counterproductive effect.’685 The least 
collateral damage is often achieved by resorting to precision weapons; yet, states have no legal 
obligation to purchase more accurate weapons (even if it would be affordable). LOAC however 
requires that ‘such systems be used as soon as they form part of a state’s arsenal and their use is 
practically possible.’686 In this regard, Boivin correctly stipulates that there is no LOAC 
obligation for states to use a particular (type of) weapon; nevertheless, if a state with 

                                                 
681 Corn, War, Law (2015) p 465. 
682 Dinstein, The Conduct of Hostilities (2016) p 168. 
683 Solis, The Law of Armed Conflict (2016) pp 166-167. 
684 Schmitt, A Reply to Critics (2013) p 24. 
685 Thurnher, Means and Methods of the Future (2016) p 190. 
686 Quéguiner, Precautions under the law governing the conduct of hostilities (2006) pp 802-803. 
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technologically more advanced weaponry has a ‘responsibility to use its capability in a manner 
that reduces the risk of collateral damage.’687  

 
Thurnher sheds light on a related problem. He examines the question whether a nation must 

augment the reliability of an AWS by using other external system if that external system could be 
used ‘elsewhere against higher priority targets or in a different battlefield situation where it can 
better minimize harm to civilians’ and answers the question in the negative, i.e. the use of the 
external system with the AWS ‘would not be considered feasible.’688 As opposed to the supportive 
opinions, Geiß is more conservative regarding the use of AWS as a weaponeering solution and 
proposes that real precaution means ‘deploying autonomous weapons systems only where an 
encounter with the civilian population is excluded from the outset.’689 Chengeta suggested an even 
more stringent approach, according to which employing AWS without meaningful human control 
and moral responsibility means ‘throwing precaution out of the window.’690 I believe that his 
approach cannot be supported as he is mistaken by stating that belligerents choose to employ AWS. 
In actuality, this decision is made under the commander’s responsibility during the capabilities 
analysis and choosing an AWS with autonomy in certain (critical) functions is seen as exercising 
human control.  

 
In addition, Chengeta seems to lose sight of the fact that precision weapons (including 

AWS) are in certain circumstances much better suited to ensure compliance with LOAC (and 
thereby lessening the risk of collateral damage) than traditional weapons. With regards to 
employing an AWS in a certain manner (method of warfare), specific tactics can be used in order 
to lessen the risk of collateral damage. The timing of the attack would take the ‘pattern of life’ into 
consideration and be set at a time when the presence of civilians and civilian objects in the vicinity 
of the target is the least likely. The location of the attack cannot always be selected by the attacker, 
but when it is possible, one should strive for avoiding populated areas. Choosing the right angle 
of the attack can also spare civilians and civilian objects.691 
 

7.3.4. Refraining from disproportionate attacks (Article 57 (2) (a) (iii)) 
 

This provision prohibits launching any attack expected to cause collateral damage that 
would be excessive in relation to the concrete and direct military advantage anticipated. The 
prohibition is to give effect to the principle of proportionality, which has already been assessed. 
                                                 
687 Boivin, The Legal Regime Applicable to Targeting Military Objectives (2006) pp 39-40. 
688 Thurnher, Feasible Precautions in Attack (2018) p 109. 
689 Geiß, The International-Law Dimension (2015) p 16.  
690 Chengeta, Measuring Autonomous Weapon (2016) pp 128-129. 
691 ‘Autonomous weapons may be able to determine what angles of attack might cause the least likely harm to 
surrounding civilians, or they may be able to understand when to arm a weapon with time fuze delays or other 
mitigation techniques to reduce civilian casualties.’ In: Thurnher, Feasible Precautions in Attack (2018) p 114; 
‘Human judgment and discretion is being applied by human decision makers electing to employ AWS at a certain 
location or time, or against certain kinds of targets, with knowledge of how the system will operate in that 
environment.’ In: Henderson, Remote and Autonomous Warfare Systems (2016) p 14; In the Gulf War pilots were 
attacking bridges along a longitudinal axis in order for the bombs fall into the river should they miss the intended 
target (instead of the civilian buildings). In: Michael W. Lewis, The law of aerial bombardment in the 1991 Gulf War 
in: 97 American Journal of International Law (2003) p 501. 
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7.3.5. Effective advance warning (Article 57 (2) (c)) 
 

According to the LOAC provision, effective advance warning of attacks that may affect 
the civilian population shall be given, unless circumstances do not permit. From the viewpoint of 
using an AWS, this rule is more complex and has more layers than it initially presents. Here again, 
technical and operational possibility of advance warning shall be distinguished. On the technical 
level it may be possible to design AWS to ‘have broadcast or loudspeaker-type capabilities,’692 or 
to put out a warning on the Internet (official websites or social media) but clearly, this choice will 
depend on the developing state’s will. Not only does the AWS need to be communication-enabled, 
but it needs the capabilities (sensors and adequate algorithm) to determine if the civilian population 
may be affected (harmed) by the planned attack. We are obviously not talking about excessive 
collateral damage, as it would make the attack unlawful in the first hand. Nevertheless, if collateral 
damage (not reaching the level of excessiveness) may ensue, the algorithm needs to be 
sophisticated enough to assess whether circumstances necessitate an effective warning or not.693  

 
The adjective ‘effective’ in the provision signifies that issuing a warning only for the sake 

of compliance but which is not able to reach the intended effect (warning of the affected 
population) will not suffice (e.g. warning on the Internet when the cables are severed). In this 
regard, the timing and location of warning is also important. If the warning occurs long before the 
planned attack, it may not be taken seriously or may be forgotten. Whereas if the warning is too 
close to the attack, then it may be too late to reach its intended objective. The same goes for 
location in case of signs or leaflets694 – should it be put out or dropped too far from the intended 
target, those affected may not see it. If time and place is adequate, the attacker still has to ensure 
that enough time is given to the addressees to comply (e.g. leave the area).  

 
LOAC does not advise military personnel on how to comply with this provision, giving 

sufficient flexibility in its application. There is no standard formula for what an advance warning 
should look like; it will always depend on the circumstances of the case. A party to the conflict 
can issue a general warning at the beginning of hostilities and specific warnings when necessary. 
Even if circumstances permit, warnings are only required if there are civilians in the area. The 
qualifier however means that there are situations when mission success can be compromised or 

                                                 
692 Thurnher, Feasible Precautions in Attack (2018) p 112. 
693 Thurnher, Feasible Precautions in Attack (2018) p 111. 
694 In Operation Inherent Resolve leaflets were dropped with a message to avoid certain places, ways to communicate 
to the coalition the presence of civilians, and instructions on how to surrender (DAESH members). In: Marie Van 
Hoofstat, Targeting in Complex Situations in: 55 The Military Law and the Law of War Review (2016-2017) p 297; 
As part of the effort to minimize civilian casualties in Gaza, IDF (Israeli Defence Forces) dropped 1000s of leaflets 
in Arabic with this message: ‘Important announcement for the residents of the Gaza Strip: For your own safety, take 
responsibility for yourselves and avoid being present in the vicinity of Hamas operatives and facilities and those of 
other terror organizations that pose a risk to your safety. Hamas is once again dragging the region to violence and 
bloodshed. The IDF is determined to defend the residents of the State of Israel. This announcement is valid until quiet 
is restored to the region.’ The warning has been also posted on Twitter on 15 November 2012. 
https://twitter.com/IDFSpokesperson/status/269058128027451392/photo/1  
 

https://twitter.com/IDFSpokesperson/status/269058128027451392/photo/1
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friendly forces endangered by issuing warning to the civilian population.695 If effective warning 
has been given, yet the addressees do not abide by it (e.g. do not leave the area) this does not 
release the party to the conflict from observing LOAC principles696 (and those who remain against 
the warning will have to be factored in as civilians when performing the proportionality analysis 
in case of an attack). 
 

7.4. Precautionary measures during the execution of operations 
 

There are several practical precautionary measures during the execution of military 
operation, out of which I believe three methods (procedures) are particularly relevant to deploying 
AWS. These are (1) own force protection, (2) human shields, and (3) cancelling or suspending 
attacks. 
 

7.4.1. Own force protection 
 

Military advantage may be understood to include force protection as well, which is relevant 
in the course of the proportionality analysis, but not connected to the strategic, operational or 
tactical ‘placement’ of military advantage. It can be interpreted on all levels, the crucial point is 
that it has to be military in nature. However, I believe that it is more apt to place in among the 
precautionary measures necessary during the execution of operations. Since the objective is to 
overcome the enemy, ‘defending one’s own combatants is a military advantage,’697 although it is 
not the life of the combatants’ that are valued the most in the proportionality calculation, but their 
ability to conduct future operations.698 The general idea behind taking into account own forces 
derives from situations where own troops may come to harm (death or injuries) when trying to 
avoid civilian casualties.  

 
Solis defines force protection as certain preventive actions in order to ‘mitigate hostile 

actions against Department of Defense personnel […], resources, facilities, and critical 
information’ but it excludes ‘actions to defeat the enemy.’699 The attacking forces do not have to 
sustain unnecessary military losses ‘only in order to spare enemy civilians/civilian objects form 
injury/damage.’700 Own force protection is also closely tied to the feasibility of target engagement; 
if a commander exercises greater precaution regarding own force protection (e.g. pilots flying 
aircraft in higher altitude), the feasibility of engaging military objectives may decrease and vice 
versa, if own forces are exposed to greater danger (to stay with the previous example, pilots are 
flying at lower altitude), they may be better positioned to carry out the attack. This question of 

                                                 
695 Warnings must be given when circumstances permit (e.g., any degradation in attack effectiveness is outweighed 
by the reduction in collateral damage because advanced warning allowed the adversary to get civilians out of the target 
area). In: US Joint Doctrine for Targeting 3-60 (2013) p A-5.  
696 Henckaerts, Customary International Humanitarian Law, Volume I (2009) p 65.  
697 Henderson, The Contemporary Law of Attack (2009) p 62 and on the same subject see Schmitt: ’Survival of the 
military personnel and equipment is an appropriate consideration when assessing the military advantage of an attack 
in the proportionality context.’ in Michael N. Schmitt, Precision Attack and International Humanitarian Law in: 87 
International Review of the Red Cross 445 (2005) p 462. 
698 Schmitt, Fault Lines in the Law of Attack (2006) p 297. 
699 Solis, The Law of Armed Conflict (2016) p 304. 
700 Dinstein, The Conduct of Hostilities (2016) p 168. 
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exercising own force protection is highly contextual and therefore is assessed on a case by case 
basis. In certain cases, this problem can be circumvented by employing AWS in high-risk 
environments.  

 
7.4.2. Human shields 

 
The use of human shields is a fairly old military tactic whereby enemy forces use the 

presence of civilians in order to shield a lawful military objective to be attacked, since the civilian 
population or individual civilians shall not be made the object of attack.701 Civilians may 
participate voluntarily or involuntarily in such human shields.  

 
Article 51 (7) of Additional Protocol I prohibits the use of human shields: 

 

‘The presence or movements of the civilian population or individual civilians shall not be 
used to render certain points or areas immune from military operations, in particular in 

attempts to shield military objectives from attacks or to shield, favour or impede military 

operations. The Parties to the conflict shall not direct the movement of the civilian 

population or individual civilians in order to attempt to shield military objectives from 

attacks or to shield military operations.’ 
 
According to the 2005 CIHL Study, the use of human shields is prohibited and state 

practice established this rule as a customary norm.702 Article 51 (7) of Additional Protocol I can 
be regarded as a general ban or absolute prohibition regarding human shields, but it does not refer 
to voluntary or involuntary human shields, the provision contains obligations for the parties but it 
does not assess the intent of civilians involved in a human shield. As Quéguiner frames the issue, 
‘the criterion triggering the application of Article 51 (7) is the intention of the party being favoured 
by the human shields.’703 In certain cases it may be difficult to identify if the human shield is 
voluntary or not; ISR is of crucial importance in establishing its nature. The differentiation between 
voluntary and involuntary is essential as it will have a profound effect on the application of all 
targeting principles (precaution, distinction, proportionality) and may influence the assessment of 
collateral damage.  

 
In case of an involuntary human shield, the protected status of civilians is not affected as 

they are acting under duress. Therefore, when estimating collateral damage, they will be factored 
in as civilians (and thereby possible collateral damage). Yet, as Boothby underlines, ‘the increased 
number of expected civilian casualties will not necessarily be excessive given the deliberate 
placing of civilians there.’704 In case civilians are participating in the human shields voluntarily, 
with the objective to protect a military objective by rendering it ‘untargetable,’ the question arises 
whether these persons can be considered civilians directly participating in the hostilities. If we 

                                                 
701 Article 51 (2) of Additional Protocol I. 
702 Henckaerts, Customary International Humanitarian Law, Volume I (2005) Rule 97, p 337; Quéguiner, Precautions 
under the law governing the conduct of hostilities (2006) p 812; Greenwood, Customary Law Status of the Protocols 
(1991) p 109. 
703 Quéguiner, Precautions under the law governing the conduct of hostilities (2006) p 816. 
704 Boothby, The Law of Attack (2012) p 137. 
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answer this question in the positive, their immunity against attack will be lost and they will not be 
factored in the collateral damage assessment as civilians. This however is problematic, because 
they are not ‘actively’ and ‘directly’ participating, their actions only amount to passively 

obstructing the military operation of the enemy forces. Opinions are generally divided, with many 
supporting the approach of treating these civilians as direct participants in hostilities. Following 
this logic, these persons can be lawfully targeted and do not ‘merit consideration either in the 
proportionality assessment or during consideration of alternative plans of attack that might 
minimize harm to the civilian population.’705 This approach is further strengthened by the fact that 
if they are not factored in the proportionality assessment, they are unable to effectively bar an 
attack against military objectives.706 Similarly to this, Schmitt states that if voluntary shields 
constitute incidental injury, then a sufficient number of shields could provide lawful military 
objectives an absolute defence as a matter of law, something that should be avoided.707  

 
According to the opposing belief, the conduct of voluntary shields does not amount to DPH 

as the ‘causal relation between their conduct and the resulting harm remains indirect.’708 Apart 
from the above categorical yes and no, Boothby and Henderson suggest alternative approaches. 
According to Boothby, voluntary human shields have to be included in the proportionality 
assessment but ‘the voluntary acceptance of the risks involved reduces the weight to be accorded 
to them in making that proportionality assessment.’709 Henderson differentiates between two cases: 
one is when human shields are actually impeding the progress of an attack and in this case they 
would be subject to attack and would not count as collateral damage in the attack, while in cases 
human shields are merely providing a ‘moral pause’ to an attacker, they would not be subject to 
attack.710 I believe that it is difficult to reach a compromise in this debate, but the different 
approaches may well influence how collateral damage assessment is carried out in practice. There 
is one thing that is beyond debate however: if the algorithm used in the AWS could not positively 
identify a person as military objective (directly participating in the hostilities), he will be treated 
as civilian under the doubt rule (Article 50 (1) of Additional Protocol I). I believe that 
participating in human shields in itself does not equal to direct participation in hostilities 
and as long as their actions cannot be regarded as DPH, they cannot be made object of an 
attack. 

 
7.4.3. Cancelling or suspending attacks (Article 57 (2) (b)) 

 
According to the provision, attacks shall be cancelled or suspended if it becomes apparent 

that the objective is not a military one or the attack may be expected to cause excessive collateral 
damage, i.e. becomes disproportionate. When assessing the proportionality of an attack, own force 
protection (safeguarding manpower for future attacks) may tip the scale when collateral damage 

                                                 
705 Michael N. Schmitt, Human Shields in International Humanitarian Law in: 47 Columbia Journal of Transnational 
Law 292 (2009) p 326. 
706 Dinstein, The Conduct of Hostilities (2016) p 183. 
707 Schmitt, Fault Lines in the Law of Attack (2006) p 299. 
708 Melzer, Interpretive Guidance (2009) p 57.  
709 Boothby, The Law of Attack (2012) p 139. 
710 Henderson, The Contemporary Law of Attack (2009) p 11. 
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is measured against the anticipated military advantage at the original point of impact (original 
target area). The provision is applicable to AWS if those have onboard sensors that regularly run 
checks in order to validate targets whereby any changes in the status of the targeted object or 
excessive collateral damage may become ‘apparent.’711  

 
This however does not mean that there would be a legal obligation on states to adopt 

methods of attack that facilitate last-minute checks on the targets. Henderson et al notes that should 
there be such legal obligation, ‘then “fire and forget” weapons, such as GPS guided bombs, would 
be unlawful unless targets were kept under constant observation and there was an ability to guide-
off the bomb or in some other way neutralise the attack.’712 Schmitt and Haque both raise the 
question whether a redirected attack should be treated as a continuation of an ongoing attack or a 
new one. Should the attack be redirected against civilians (even with the objective of lessening 
collateral damage), it would constitute war crime. According to Schmitt et al, it should instead be 
treated as an ongoing attack, where ‘harm to civilians in the redirect area qualifies as a revised 
collateral damage expectation.’713 Haque adopts a different line of reasoning and suggests that 
redirecting a missile from its original target (when the operator seeks only to avoid or minimize 
collateral damage) would not be a continuation of an ongoing attack, but instead ‘the cancellation 
or suspension of an attack’ (since violent as it may be, it is not directed against the adversary).’714  

 
In this regard, this author supports Schmitt’s arguments as they provide a stronger 

protection for civilians. In the other case, when cancellation or suspension would not be regarded 
as part of an attack, this would imply that proportionality shall not apply either, even when civilians 
are concerned. In the most straightforward cases, attacks can be suspended (ceased) straight away. 
In more problematic cases however, initiating the attack sets a weapon (e.g. a precision guided 
munition, PGM) into motion and post-launch abort is temporally very restricted. For certain 
weapons, it is possible to destroy them in-flight, for others, another impact point needs to be found 
in a very short amount of time.  
 

7.4.4. Conclusions 
 

The principle of precautions requires everybody involved in the conduct of hostilities 
(including planning, decision-making, execution) to take constant care in order to avoid or at least 
minimize the risk of collateral damage. During the planning of military operations, apart from the 
AWS recognition capabilities, other (external) sources also must be gathered to identify and verify 
military objectives. If there are more military objectives promising similar military advantage, the 
one involving the least risk of civilian injury and collateral damage shall be chosen. As we have 
seen, the precautionary principle also applies to the selection of means and methods of warfare, 
again, in order to minimize injury and damage.  

                                                 
711 If technology ‘were to require that the sensors revalidate the target recognition repeatedly after initial recognition 
and before final engagement, this may be a helpful step towards compliance with article 57 (2) (b).’ In: Boothby, The 
Law of Attack (2012) p 285. 
712 Henderson, Remote and Autonomous Warfare Systems (2016) p 14.  
713 Schmitt, The “Shift Cold” (2018). 
714 Adil Ahmad Haque, The “Shift Cold” Military Tactic: Finding Room Under International Law in Just Security, 20 
February 2018. https://www.justsecurity.org/52713/shift-cold-military-tactic-finding-room-under-international-law/  

https://www.justsecurity.org/52713/shift-cold-military-tactic-finding-room-under-international-law/
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This effectively means that if it is an AWS that will expose civilians to the least risk 
(without forfeiting military advantage), it shall be selected as a weaponeering solution by law. 
However, this obligation may be in conflict with certain financial considerations. Armed forces 
may raise the question whether resort to a more accurate and more compliant weapon is really an 
obligation (and based on what principle or document) if it involves greater expenditure. I believe 
that this is a standing obligation even it is more expensive than other (less accurate and compliant) 
weapons. It may be more in line with the LOAC principles and targeting consideration to say that 
certain operational requirements (e.g. saving limited resources for later or using the more 
expensive weapon in another mission or sortie) may necessitate not choosing the available weapon. 
In this case, the decision-makers may argue that employing an AWS later or elsewhere will support 
attaining greater military advantage. This however would raise the even more intriguing  question 
whether and how in this case decision-makers can comply with the precautionary principle.  

 
Precaution shall also be applied post-attack, as long as the physical possibility exists to 

suspend or abort an attack if it is expected to cause excessive collateral damage, i.e. becomes 
disproportionate. The addressees of LOAC are human beings, and under the precautionary 
requirement, military personnel have to do everything feasible to act with the greatest care. With 
regards to AWS, this means the use of its sensors’ capabilities to the largest extent possible in 
order to recognize targets. Precaution also implies the optimal match of weaponeering solutions to 
the selected military objectives, i.e. choosing weapons that will cause the least collateral damage 
yet deliver the military advantage anticipated. An AWS can also operate with the greatest possible 
care – according its algorithm. If an AWS can be programmed to run regular checks (in order 
to confirm target identity and the proportionality of the attack), I believe that under the 
principle it has to be programmed to run theses checks in order to ensure compliance with 
all targeting principles. 
 

Following Part III assessing the legality and use of AWS under the Weapons Law and the 
Law of Attack, in the next Part, I will introduce how the principles and rules examined are put to 
practice, i.e. how they are operationalized during the targeting process. I believe that understanding 
how these rules guide targeting is insurmountable to the analysis of the adequacy of how LOAC 
today deliver its functions and to deciding on whether any new law is needed as an answer to the 
challenges posed by AWS. It may also serve as a reminder that stringent practices are for a long 
time in place to give effect to the principles and rules of LOAC. 
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IV. LOAC principles operationalized – the targeting process 
 

1. A short introduction to targeting 
 

The contemporary concept of targeting evolved only after the introduction of airpower in 
World War I and the targeting process has been shaped by technological developments, 
organizational structures as well as an inter-service competition for scarce resources.715 The 
concept of lethal targeting can be separated from the existence of an armed conflict, as it also exists 
under domestic law in the IHRL regime.716 However, once LOAC is triggered by the 
commencement of hostilities, its prescriptive norms will become applicable.  
 

Although many authors have chosen to write about the use of AWS in light of LOAC, the 
targeting process (especially the targeting cycle followed by NATO and the US, which are 
probably the most detailed available documents on targeting doctrine) is generally understated and 
mostly not even mentioned in scholarly articles (see e.g. the HRW’s series of articles on AWS). I 
believe that this is clearly a defect of any articles writing about the deployment of AWS since their 
use is not occurring in a vacuum, based on some arbitrary decision. Any employment of AWS on 
the battlefield today is effectively happening through the targeting process, therefore, it is 
vital to understand how it ‘operationalizes’ distinction, proportionality and precautions, i.e. 
how the process ensures compliance with these principles on the strategic, operational, and 
tactical level.  
 

The most important military objective when resorting to the use of force in an armed 
conflict is to ‘persuade the opposing party to the conflict to abandon the fight and targeting is the 

means by which that goal is achieved.’717 Therefore, there is a fundamental relation between the 
end state sought by a party (strategic goals) and the targeting process. While putting the targeting 
principles into context, targeting is better explained as a process,718 whereby the commander and 
his subordinates ‘engage in constant deliberation about selecting and prioritizing targets and 

matching the appropriate response to them.’719 In short, targeting is a process of selecting targets 
and choosing the appropriate weapon to attack them with an aim to achieve the desired 
operational effects in support of the commander’s objectives.720 I believe that Corn’s targeting 
concept clearly underlines the connectedness of LOAC and the targeting process: ‘LOAC 
substantive rules do not, however, function in a vacuum. The process used to allocate combat 

                                                 
715 Merel A. C. Ekelhof, Lifting the Fog of Targeting: “Autonomous Weapons” and Human Control through the Lens 
of Military Targeting in: 71 Naval War College Review 3 (2018), p 4; Frans P.B. Osinga, Mark P. Roorda, From 
Douhet to Drones, Air Warfare, and the Evolution of Targeting in: Targeting: The Challenges of Modern Warfare 
(Paul A.L. Ducheine, Michael N. Schmitt, Frans P.B. Osinga eds.) Springer, 2016, p 27. 
716 Schmitt, Extraterritorial Lethal Targeting (2013), p 99. 
717 Boothby, The Law of Attack (2012) p 4. 
718 ‘Targeting is the process of selecting and prioritising targets and matching the appropriate response to them, taking 
account of operational requirements and capabilities, applicable ROE, and LOAC.’ In: Sanremo Handbook on Rules 
of Engagement (2009) p 26.  
719 Heather Roff, The Strategic Robot Problem: Lethal Autonomous Weapons in War in: 13 Journal of Military Ethics 
Issue 3 (2014) p 217. 
720 According to Pratzner, ‘targeting has three elements: process, capabilities, and requirements.’ In: Pratzner, The 
Current Targeting Process (2016) p 79. 
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power for the purpose of engaging targets in order to execute combat missions – the so-called 
targeting process – is central to achieving this regulatory goal, as it is the process through which 
LOAC substantive obligations are implemented.’721 
 

Adherence to the LOAC principles shall be ensured throughout the whole targeting process 
and by all military personnel involved. To adhere to the principle of distinction, certain objects are 
protected against being directly attacked. Unlike military objects, civilian objects are defined in 
the negative. According to Article 52 (1) of Additional Protocol I, 
 

‘Civilian objects shall not be the object of attack or of reprisals. Civilian objects are all 
objects which are not military objectives as defined in paragraph 2.’ 

 

Apart from the generally protected civilian objects, certain objects enjoy special protection: 
 

• Natural environment722 

• Works and installations containing dangerous forces723 

• Objects indispensable for the survival of the civilian population724 

• Civilian and military medical objects (materials) 

• Medical transportation725  

• Hospital ships726  

• Cultural property and places of worship727 – can be previously programed  

• Civil defence transports and objects728 
 
The list mostly includes civilian objects which are relatively easy to distinguish from other 

objects based on their specific geographic location (in case of an identified cultural property, a 
church or a dam) or their technical specificities (the possible electronic and visual identification 
of medical aircrafts or hospital ships). The technical and geographical data necessary for their 
identification can be written into the algorithm (as a no-go) and thereby ensure that these objects 
will not be made objects of an attack. The prohibition of attacking protected objects does not mean 
however that these civilian objects can never be (unintended) objects of an otherwise lawful attack 
against lawful military objectives (collateral damage).  

                                                 
721 Corn, War, Law (2015) p 428. 
722 Article 35(3) and 55 of Additional Protocol I. 
723 Article 56 of Additional Protocol I, Article 15 of Additional Protocol II. 
724 Article 54 of Additional Protocol I, Article 14 of Additional Protocol II. 
725 Chapter IV of Geneva Convention I, Chapter V of Geneva Convention II, Part II, Section II of Additional Protocol 
I. 
726 Chapter III of Geneva Convention I, Chapter III of Geneva Convention II. 
727 Article 52(3) and 53 of Additional Protocol I, Article 16 of Additional Protocol II, Convention for the Protection 

of Cultural Property in the Event of Armed Conflict with Regulations for the Execution of the Convention, The Hague, 
14 May 1954. 
728 Article 52 and 62 of Additional Protocol I. 
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Another problem is created when these protected objects may become objects of attack. I 
believe that an AWS itself cannot make a decision regarding the ending of the legal protection of 
such subjects (for example if they are used for military purposes). 
 

An important tool that NATO uses and that contributes to compliance with the above 
requirement is the creation of a No Strike List (NSL). Basically, this is a list of entities729 including 
for example hospitals, schools, etc. designated by NAC as protected because their engagement 
would violate IL, LOAC, agreements, conventions, NAC policies, and NATO documents. These 
targets must not be engaged, unless protection is removed (when for example used for military 
purposes) and they become targets subject to lawful engagement730 but entities on the NSL ‘that 
lose their protected status and become subject to lawful engagement are likely to remain 
sensitive.’731 
 

When an object is a lawful military objective under LOAC, this does not mean that it will 
be definitely targeted. According to NATO AJP-3.9 Joint Targeting, the Joint Force Commander 
(JFC) may select to place temporary or permanent operational restriction (for engagement) on 
certain lawful targets (Restricted Target List, RTL). In these cases, special considerations are 
warranted taking into consideration the sensitivity of the target, the significant intelligence value 
of the target, the desire to exploit the target, or post-conflict resolution considerations.732 Naturally, 
these restrictions are also valid when an AWS is chosen to conduct the attack with. In any case, it 
must be ensured that the weapon’s capabilities (sophistication) are matching the use and the 
operational environment. In certain environments AWS may be better suited to ensure compliance; 
‘it is a matter of whether and how far technological capability advances relative to the legal 
standard.’733 

 
The targeting process by and large is dominated by human decision-making,734 i.e. even 

when resorting to an AWS with autonomy, regarding target identification, the planning, 
intelligence gathering, target development (target selection), capabilities analysis, and decision to 
employ the weapon in certain circumstances are done by humans.735  
 

During Operation Allied Force (Kosovo, 1999), NATO command developed the concept 
of effects-based targeting (as opposed to the traditional targeting theory whereby military 
objectives are progressively targeted in order to ‘cumulatively weakening’736 the opposing armed 
forces): ‘directing attacks against specific links, nodes, or objects in order to cause an effect or a 
combination of effects that will achieve the desired objective.’737 The new concept was justified 

                                                 
729 maintained by the Joint Force Commander (JFC) 
730 NATO AJP-3.9 Joint Targeting (2016) pp 4-8 and 4-9.  
731 NATO AJP-3.9 Joint Targeting (2016) pp 4-8 and 4-9.  
732 NATO AJP-3.9 Joint Targeting (2016) pp 4-8. 
733 Anderson, Adapting the Law of Armed Conflict (2014) p 406. 
734 Ekelhof, Human Control (2016), p 3. 
735 Ekelhof, Human Control (2016), p 3. 
736 Henderson, The Contemporary Law of Attack (2009) p 8. 
737 Boivin, The Legal Regime Applicable to Targeting Military Objectives (2006) p 25. 
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by the necessity to bend or break the enemy’s will and have a negative impact on the morale of 
both the enemy and civilians. In effects-based operations, the goal is to achieve systematic effects 
by considering both direct and indirect effects.738 Although effects-based targeting can 
significantly reduce collateral damage,739 it can be very problematic from the legal point of view 
as breaking the enemy’s will is not a lawful military objective under LOAC and operational effects 
cannot overreach the concept of military advantage.  

 
Considering today’s AWS capabilities regarding the assessment of military advantage, 

giving green light to such effects would prove to be impossible to translate into the language of 
mathematics. Yet the policy gained ground because it did not necessitate the total destruction of 
lawful targets. With effects-based operations, the order of priorities changes: instead of selecting 
and attacking a lawful military objective in order to give effect to the required strategic end state, 
‘the desired effect of an action, regardless of its scope, has to be identified first.’740 This new 
methodology requires the identification of an effect, which clearly includes assessing collateral 
damage and weighing it against the anticipated military advantage, but it is questionable what 
effects should enter this proportionality calculation. Operational effects in this case may include 
not only the primary effects of an attack but also the secondary or tertiary effects (the so-called 
ripple effects).  

 
An operational effect may be for example the degradation of the enemy C2, which cannot 

be regarded as a target in itself, it therefore requires such targets, whose destruction or 
neutralization contribute to reaching the given operational effects. In case of individual or 
command responsibility for non-compliance with LOAC principles, it is important to establish 
what effects responsibility should cover and where it should end (based on the general standard of 
reasonableness applicable to LOAC, presumably it would end at effects which were not reasonably 
foreseeable). Although the protection of civilians (reducing collateral damage) is one of the most 
important objectives of LOAC, it must be ensured that ‘the operational effects to which targets 
are selected’741 are staying within the scope of military advantage to enable the proportionality 
assessment, thereby adhering to the fundament limitation of LOAC regarding what can be 
considered lawful military objectives.  
 

With regards to AWS, target development and capabilities analysis are crucial. Precaution 
with regards to the selected means and methods of warfare shall be taken into consideration in all 
phases of targeting. The proportionality analysis can be carried out only if the lawful target is 
already developed (selected and vetted) and an AWS has been chosen as a weaponeering tool. 
Under LOAC, the lawfulness of attacks involving AWS must be ensured and assessed by the 
person launching the weapon or ordering the weapon to be launched.742 Not being an 

                                                 
738 Henderson, The Contemporary Law of Attack (2009) p 8. 
739 Végh, A Five-Step Legal Assessment (2015) p 236; Schmitt, Precision Attack (2005) p 453. 
740 Christopher Coker, Targeting in Context in Targeting: The Challenges of Modern Warfare (Paul A.L. Ducheine, 
Michael N. Schmitt, Frans P.B. Osinga eds.) Springer, 2016, p 19. 
741 Végh, A Five-Step Legal Assessment (2015) p 236. 
742 Scharre, Human judgment and lethal decision-making (2018). 
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addressee of LOAC, the assessment of LOAC compliance (lawfulness of the attack) cannot be 
delegated to an AWS.  
 

Model targeting checklist contained in IIHL ROE Handbook:743 

 

 
 
2. Methods of targeting 
 

The Law of Attack (including norms framed as prohibitions744) ‘provides realistic and 
workable framework for the conduct of military operations’745 and this framework is translated 
into operational reality through the targeting documents. The general public often incorrectly 
assumes that targets are randomly selected on the ‘hot battlefield.’ It is true that sometimes 

                                                 
743 Sanremo Handbook on Rules of Engagement (2009) p 27.  
744 Schmitt, Extraterritorial Lethal Targeting (2013) p 100. 
745 Fuchs, Shot in the (2007) p 37.  
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combatants and operators can run into unexpected, high-value targets (so-called dynamic targets), 
for example a tank that ‘suddenly emerges from a dense forest or a group of personnel engaging 
friendly forces,’746 but in reality, attacking lawful military objectives mostly happens as a result of 
deliberate targeting. The targeting process747 has three levels: strategic, operational, and tactical, 
and regarding the latter, targeting does not mean the same as tactical TIC. It is a calculated process 
that can be categorized in different ways.  

 
(1) Differentiating between (a) status-based targeting based on the membership in the armed 
forces, militias, and volunteer corps and (b) conduct-based targeting based on an 
individual’s hostile actions (e.g. a civilian directly participating in hostilities).748 
 
(2) Based on the different factors used in nomination, Margulies argues749 that targeting can 
be categorized as (a) categorical (targeting a large group of individuals, e.g. enemy armed 
forces), (b) individual (in IAC targeting specific persons based on their status or role within 
the armed forces (targeted killing) or (c) situational (targeting unknown individuals who do 
not wear uniform  based in their behaviour who are believed to be combatants or civilians 
directly participating in hostilities). 

 
(3) In NATO AJP-3.9 Joint Targeting, the joint targeting process differentiates between two 
methods:750 (a) Deliberate targeting ‘prosecutes planned targets known to exist in an area of 
operations with lethal or non-lethal actions scheduled against them.’ In these cases, there is 
sufficient target data that allows for matching the right capability (weapon) to the target and 
force assignment can be planned and conducted. The JFC can establish the means for 
achieving their objectives and is ‘often sequenced to include actions to be taken over a 
number of days.’ (b) Dynamic targeting generally prosecutes targets that are known to exist 
in the area of operation. These targets have received some target development but ‘were not 
detected, located or selected for action in sufficient time to be included in the deliberate 
process.’ However, dynamic targeting also applies to unexpected targets that meet specific 
criteria (valuable in terms of operational objectives) and in these cases target development, 
validation and priorization shall be completed.  
 

Making enemy combatants object of an attack is often referred to as status-based targeting, 
which means that targeting them is based on their characteristic of being ‘lawful combatants’ 
(members of the armed forces, militia, volunteer corps). Status-based targeting entails that 
combatants ‘remain military objectives virtually in all circumstances’751 including times when they 
are not actually engaged in the hostilities. 

                                                 
746 Ford, Autonomous Weapons and International Law (2017) p 449. 
747 If the whole process is taking place on the joint force operational level, it is called joint targeting process. 
748 William Banks, Counterinsurgency Law, New Directions in Asymmetric Warfare, Oxford University Press, 2013, 
p 71; Fuchs, Shot in the Dark (2007) pp 37-38; Schmitt, “On Target” (2014) p 391; Végh, A Five-Step Legal 
Assessment (2015) p 248. 
749 Margulies, Making Autonomous Weapons Accountable (2016) pp 5-6.  
750 NATO AJP-3.9 Joint Targeting (2016) pp 1-2 and 1-3.  
751 Fuchs, Shot in the Dark (2007) pp 37-38.  
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3. The targeting doctrine 
 

Compliance with LOAC is practically ensured through NATO or national targeting process 
which is contained in so-called doctrines. According to the NATO definition, a doctrine is a set of 
‘fundamental principles by which the military forces guide their actions in support of objectives. 
It is authoritative but requires judgement in application.’752 The required judgment clearly signals 
that the targeting process is contextual and the related documents require ‘translation into the 
specific context.’753 Not all states adopt targeting doctrines though, as it is not imperative to do so. 
A nation can adopt its own targeting doctrines, apply existing NATO doctrines, or elect to have 
no targeting doctrine at all. For NATO operations, the most important source of targeting is the 
already mentioned NATO AJP-3.9 Joint Targeting doctrine,754 but there are other documents 
which are also relevant to targeting, for example the Concept of Operation (CONOPS)755 or the 
Rules of Engagement (ROE). As for the latter, there exist several definitions of ROE showing a 
varying degree of similarities. According to the Sanremo Handbook on Rules of Engagement, 
ROE ‘provide authorization for and/or limits on, among other things, the use of force, the 
positioning and posturing of forces, and the employment of certain specific capabilities.’  
 
 
 
 

                                                 
752 AAP-06 Edition 2014 NATO Glossary of Terms and Definitions, NATO Standardization Agency (NSA), 2014, p 
2-D-9. http://wcnjk.wp.mil.pl/plik/file/N_20130808_AAP6EN.pdf  
753 Ekelhof, Lifting the Fog of Targeting (2018) p 5. 
754 ‘Scope  
AJP-3.9 Allied Joint doctrine for Joint Targeting is the keystone NATO doctrine for joint targeting. It addresses the 
roles, responsibilities, processes and products from the strategic, operational and tactical commands, and the political 
guidance and oversight inherent in this process.  
Purpose  
AJP-3.9(A) explains how joint targeting is planned, conducted and assessed. The document focuses on the operational 
level. It reflects the evolution of joint targeting to incorporate a full spectrum approach using the full range of military 
capabilities against a range of actors, not only against an adversary.  
Application  
AJP-3.9(A) is intended primarily as guidance for NATO commanders and staffs. However, the doctrine is instructive 
to, and provides a useful framework for, operations conducted by a coalition of NATO members, partners and non-
NATO nations. It also provides a reference for NATO civilian and non-NATO civilian actors.’ In: NATO AJP-3.9 
Joint Targeting (2016) p VII.  
755 The CONOPS is ‘a clear and concise statement of the line of action chosen by a commander in order to accomplish 
his given mission.’ In AAP-06 Edition 2014 NATO Glossary of Terms and Definitions, NATO Standardization 
Agency (NSA), 2014, p 2-C-11. http://wcnjk.wp.mil.pl/plik/file/N_20130808_AAP6EN.pdf; The purpose of 
operational CONOPS development is to detail the concept for the conduct of a NATO-led military campaign or 
operation, in concert with other non-military and non-NATO efforts, to achieve the NATO military operational 
objectives and establish conditions required to assist in the achievement of the strategic objectives and the desired 
NATO end state. The operational CONOPS, developed in collaboration with the strategic and component levels, is a 
formal expression of the Commander’s intent for the conduct of the campaign or operation, including the deployment, 
employment, and sustainment of forces; submitted with it are a number of ‘illustrative’ statements of requirements 
that outline the necessary operational requirements needed to realize the Commander’s vision. In NATO Allied 
Command Operations Comprehensive Operations Planning Directive Interim V2.0 (Chapter 4 - Operational Level), 
4 October 2013, p 4-78.  
https://www.forsvarsmakten.se/siteassets/english/swedint/engelska/swedint/courses/nato-copc/07-ch-4-op-v2.0-04-
oct-13.pdf  
 

http://wcnjk.wp.mil.pl/plik/file/N_20130808_AAP6EN.pdf
http://wcnjk.wp.mil.pl/plik/file/N_20130808_AAP6EN.pdf
https://www.forsvarsmakten.se/siteassets/english/swedint/engelska/swedint/courses/nato-copc/07-ch-4-op-v2.0-04-oct-13.pdf
https://www.forsvarsmakten.se/siteassets/english/swedint/engelska/swedint/courses/nato-copc/07-ch-4-op-v2.0-04-oct-13.pdf
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4. SIDEBAR – NATO Rules of Engagement (ROE) 
 

The MC 362/1 (NATO Rules of Engagement) was endorsed by the Military Committee 
and approved by the NAC on 30 June 2003 and it contains the general concepts for ROE and ROE 
procedures. Targeting and ROE are closely connected as ROE are ‘the authorization for, or limits 
on, the use of force during military operations.’756 Furthermore, only those military objectives can 
be targeted that are permitted in the relevant ROE. ROE are authorized by the highest level (North 
Atlantic Council / Defence Planning Committee). Through targeting LOAC and ROE are also 
connected having a profound effect on ROE: ROE must not contradict to LOAC. Corn describes 
their connection as ‘LOAC sets the legal limits for defining and engaging lawful targets, while 
ROE serve as an additional source of authority defining guidelines for permissible combat 
actions.’757 The actions covered by ROE are permitted under LOAC but they represent only a 
smaller segment of LOAC, therefore, ROE are more restrictive than LOAC requires. ROE always 
have to be consistent with LOAC and with national laws. ROE cannot be regarded as law, rather 
they are ‘command-imposed constraints based on mission imperatives and policy considerations 
under which forces may initiate or continue combat engagement.’758  
 

Although containing lawful limitation (prohibitions and permissions applicable to activities 
during military operations), ROE never limit the individual right of self-defence. 759 According to 
Hosang, the implementation of targeting considerations in the ROE can take two forms: ‘a general 
form that applies to all ROE that authorize the use of force and a specific form that establishes the 
rules on target acquisition and positive identification.’760 The latter are formulated as a series of 
prohibitions and permissions based on the list contained in MC 362/1 or on the specific 
circumstances of the operation in question. ROE provide legal, political and operational 
considerations (directions) for the conduct of military operations, or, according to Roach, ROE 
result from a composite of the following four factors: law, policy, diplomacy, operations.761 
Hosang states that ROE govern those activities that may have an impact on the general situation 
in the theatre of operation and also ‘deal with the use of force in the sense of employing weapons 
or other means of inflicting violence.’762 Regarding AWS, it is important therefore that ROE may 
restrict the employment of certain weapons, based on the situation. Roach also confirms that ROE 
do place limits ‘on the means and methods of warfare and will necessarily affect tactics. These 
include restrictions on certain weapons and targets, and ensure the greatest possible protection for 
noncombatants consistent with military necessity, proportionality and national policy.’763 
 

                                                 
756 Military Decision on MC 362/1, NATO Rules of Engagement, 30 June 2003. 
757 Corn, War, Law (2015) p 435. 
758 Corn, War, Law (2015) p 435. 
759 ‘ROE are the means whereby legal, political, and military interests are brought together in the form of permissions 
and restrictions on military activities, including the use of force, by the armed forces.’ In: Boothby, The Law of Attack 
(2012) p 480. 
760 Hans Boddens Hosang, Rules of Engagement and Targeting in: Targeting: The Challenges of Modern Warfare 
(Paul A.L. Ducheine, Michael N. Schmitt, Frans P.B. Osinga eds.) Springer, 2016, p 166. 
761 J. Ashley Roach, Rules of Engagement in: 36 Naval War College Review 1 (1983) p 48. 
762 Hosang, Rules of Engagement and Targeting (2016) p 161. 
763 Roach, Rules of Engagement (1983) p 49. 
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So far, only certain states adopted their own targeting doctrines, for example the US or 
Australia. (The US’s doctrine (methods) is all the more interesting since they are not Parties to 
Additional Protocol I.) 
 
5. AWS in the targeting process 
 

Above, I have established that targeting principles are operationalized through the targeting 
process and that targeting documents may limit the use of means or methods of warfare, which 
include the employment of AWS. Authors often suggest that LOAC is inherently unable to address 
legal concerns regarding AWS because at the time of the adoption of Additional Protocol I, no 
such weapons were in the mind of the drafters. I believe that Additional Protocol I clearly applies 
to new technologies, including AWS, and legal concerns can be tacked by targeting documents 
like the ROE. When applying a holistic approach to targeting, I believe that adequate guarantees 
exist to filter out unlawful and unnecessary use of such weapons. Compliance with the Law of 
Attack is ensured by the targeting process, and according to the ICRC, the following factors can 
significantly affect this assessment: 
 

• ‘The task the weapon system carries out; 
• The type of target the weapon system attacks; 

• The environment in which the weapon system operates; 

• The movement of weapon system in space; 

• The time-frame of operation of the weapon system; 

• The adaptability of the weapon system, i.e. its ability to adapt its behaviour to changes in its 
environment, to determine its own functions and to set its own goals; 

• Degree of reliability of the weapon system, i.e. robustness to failures and vulnerability to 
malfunction or hacking; and 

• Potential for human supervision and intervention to deactivate the weapon system.’764
 

 
Although I agree with the above list, I believe that regarding compliance the legal advisors’ 

(LEGAD) role shall be mentioned here as often he is the ‘interpreter’ of LOAC and legal 
considerations in general toward the commanders making crucial decisions regarding targeting.  
 
6. LEGAD 
 

LEGADs are present and actively take part in the whole targeting process (‘from joint 
intelligence preparation of the operational environment development, to mission analysis, to 
course of action (COA) development and recommendation, through execution).’765 The necessity 

                                                 
764 Convention on Certain Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons 
Systems (LAWS) 11-15 April 2016, Geneva Views of the International Committee of the Red Cross (ICRC) on 
autonomous weapon system, 11 April 2016, p 3. https://www.icrc.org/en/document/views-icrc-autonomous-weapon-
system 
765 United States of America, Department of the Army, Legal Support to Military Operations, 2 August 2016, Joint 
Publication 1-04, p II-1. http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp1_04.pdf  
 

https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp1_04.pdf
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of their expertise is not doubted, yet Article 82 of Additional Protocol I766 is formulated in a way 
(‘when necessary […] at the appropriate level’) that indicates that individual states shall decide on 
the need to have available LEGAD and at what level of command. This has to be assessed on a 
case-by-case basis, i.e. based on the nature and circumstances of the military operation. The most 
important objective of their presence is to ensure that commanders and staff consider LOAC 
principles during the planning of military operations as these principles may affect targeting 
decisions.767 Végh refers to the operational LEGAD as an ‘inevitable participant’ within the 
process underlining that ‘each targeting process contains a specific legal assessment in order to 
ensure compliance with the applicable norms of the law of armed conflict.’768 Although targeting 
processes and doctrines may differ, the fundamental role of LEGAD in it is universally accepted.  
 

The LOAC principles operationalized by the targeting process shall be interpreted broadly 
and pragmatically. This broad interpretation necessitates emphasizing the crucial role a LEGAD 
is playing in the whole targeting cycle.769 There is no LOAC guidance as to how and at what stages 
to include LEGAD advice in operational planning and execution, which is justified by the different 
national system and targeting doctrines, as well as by diverse military cultures. The most important 
role of a LEGAD in the targeting procedure is to translate and incorporate LOAC (most 
importantly, the principles of the Law of Attack) into the language of operations to ensure 
compliance. A LEGAD also plays an important part in explaining and interpreting the different 
obligations in case of a multinational operation where states may have caveats regarding certain 
concepts.  A LEGAD is able to appreciate not only the general and specific LOAC objectives but 
also the importance of tactical and operational effectiveness.  

 
What is also crucial to underline with regard to the role he is playing in targeting, is that 

for targeting decisions military commanders bear the ultimate responsibility and not the 
LEGAD.770 Corn adopts a broad concept of precaution, according to which a LEGAD competent 
in both LOAC and military operations should be perceived as a precautionary measure.771  
 

However, it is not only the person of LEGAD through whom LOAC can inform military 
decision-making. Training military staff on all levels is also vital, as it can contribute to compliance 
(as well as more accurate targeting and reliable decision-making). Sassòli propagates that states 

                                                 
766 ‘Article 82 – Legal advisers in armed forces 
The High Contracting Parties at all times, and the Parties to the conflict in time of armed conflict, shall ensure that 
legal advisers are available, when necessary, to advise military commanders at the appropriate level on the application 
of the Conventions and this Protocol and on the appropriate instruction to be given to the armed forces on this subject.’ 
767 Boothby, The Law of Attack (2012) p 485; United States of America, Department of the Army, Legal Support to 
Military Operations, 2 August 2016, Joint Publication 1-04, p II-2. 
http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp1_04.pdf 
768 Végh, A Five-Step Legal Assessment (2015) p 233. 
769 Corn, War, Law (2015) p 443; Végh, A Five-Step Legal Assessment (2015) p 254. 
770 ‘For the foreseeable future, the rules of precautions in attack fall upon commanders as they plan how to deploy 
their combat resources in an operation. Technology can be of great assistance in modeling likely harm to civilians or 
civilian objects or in deciding upon the munitions or weapon systems (including at some future point, perhaps, 
autonomous systems) to employ, but responsibility for the operation, including the weapons used, belongs to the 
commander.’ In: Anderson, Adapting the Law of Armed Conflict (2014) p 404. 
771 Corn, War, Law (2015) p 443. 
 

http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp1_04.pdf
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entrust members of their armed forces with the last human intervention in the determination of 
respect or non-respect for the principle of precaution and by ‘requiring this determination to be 
made by soldiers, it should facilitate training, supervision and accountability.’772 
 
7. The targeting process 
 

The phases of the targeting process are described in the targeting doctrines. As mentioned, 
not all states choose to adopt a national targeting doctrine; very often they use the NATO joint 

targeting doctrine instead.773 The targeting process links strategic-level guidance (desired end 
state) with tactical targeting activities on the battlefield through the targeting cycle. The objective 
of the targeting process is creating specific effects in order to achieve military objectives.774 
The targeting process is preceded by a NAC initiating directive (NID), deciding on the necessity 
of military intervention. NID is the ‘opening decision’ of the operational planning and therefore 
not part of targeting. NAC will then provide the Military Committee with ‘political guidance, 
overarching military objectives, and desired end state for a campaign, including any constraints 
and restraints it wishes to impose’ (including approved target sets) as a result of the planning. This 
NAC guidance will be passed down to the Joint Force Commander responsible for executing the 
campaign to allow for the targeting process to begin.775 
 

The US are among the countries that adopted a national joint targeting doctrine (US Joint 
Doctrine for Targeting 3-60)776 and they also have CJCSI Instruction on No-Strike and CDEM.777 
Similarly to NATO AJP-3.9 Joint Targeting, these documents do not mention AWS either. The 
US Joint Doctrine for Targeting 3-60 sets forth joint doctrine ‘to govern the activities and 
performance of the Armed Forces of the United States in joint operations and provides the doctrinal 
basis for US military coordination with other US Government departments and agencies during 
operations and for US military involvement in multinational operations.’778 Although AWS are 
not mentioned in the document, according to its Appendix B (Targeting automation), commanders 
should work to automate the steps in the targeting cycle, where possible, in support of targeting. 
Generally, targeting automation means the use of computer systems, applications, and database 
technologies to speed up the accurate development, recording, dissemination and usage of 
information thereby assisting a targeteer in developing, saving, and disseminating the details of 
targeting decisions. This is all the more important as it decreases the chances of arbitrary, 
subjective deviations by providing objective and identical parameters for the assessment. If this is 
paired with high technical, safety, and legal standards, then protection of civilians will be more 
effectively facilitated than by the case-by-case systems based on human judgment. Currently, 
many parts of the targeting process are automated, although no single tool automates the entire 

                                                 
772 Sassòli, Autonomous Weapons and International Humanitarian Law (2014) p 330. 
773 The NATO doctrine contains no reference to AWS. 
774 NATO AJP-3.9 Joint Targeting (2016) p 2-1. 
775 Ekelhof, Lifting the Fog of Targeting (2018) p 6. 
776 US Joint Doctrine for Targeting 3-60 (2013). 
777 Chairman of the Joint Chiefs of Staff Instruction CJCSI 3160.01A, No-Strike and the Collateral Damage Estimation 
Methodology, 13 February 2009. https://info.publicintelligence.net/CJCS-CollateralDamage.pdf  
778 US Joint Doctrine for Targeting 3-60 (2013) p i.  
 

https://info.publicintelligence.net/CJCS-CollateralDamage.pdf
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process. Automation is a critical enabler allowing targeteers to be more accurate and efficient in 
all phases of the joint targeting process with reliable target intelligence, but it is not a replacement 
for human thinking or proactive communications.779 
 

The UK and the Netherlands are also countries often involved in multinational operation. 
Unlike the United States, both countries opted for adopting NATO AJP-3.9 Joint Targeting 
doctrine. In the UK, the DCDC780 helps defence strategy, capability development, operations and 
provides the foundation for joint education. According to the DCDC’s website, ‘by putting ‘NATO 
at the heart of UK defence’ we are able to achieve maximum coherence and interoperability with, 
and between, our closest allies and partners. Where possible, we will adopt NATO doctrine (Allied 
joint publications) rather than producing national doctrine (joint doctrine publications). Where we 
cannot, we will make sure that we remain compatible.’781 In the Netherlands, according to Joint 
Doctrine Publication 5,782 targeting is the ‘process of selecting and prioritising targets and 
matching the appropriate response to them, taking into account operational requirements and 
capabilities’ but the document asks the reader to refer to NATO AJP-3.9 Joint Targeting for 
detailed information about targeting. 
 

In Australia, ADDP 3.14 Targeting783 has been adopted as authorized joint doctrine for the 
guidance of ADF (Australian Defence Force) operations. According to the document, ‘doctrine is 
not policy and does not have legal standing; however it provides authoritative and proven 
guidance, which can be adapted to suit each unique situation. ADDP 3.14 focuses on the 
operational level of conflict and provides high level doctrinal guidance for commanders and staff.’ 
 

Table 3 below introduces the characteristics of the targeting cycle found in the NATO AJP-
3.9 Joint Targeting doctrine, as well as the US and Australian doctrines. Generally, the targeting 
cycles (with their constituting phases) are almost identical, providing for a flexible joint targeting 
process and adhering to LOAC throughout all phases. Although AWS are not mentioned in any of 
these documents, we can clearly categorize them as a capability (or weaponeering solution) to be 
chosen to match the target in order to create a specific effect. As future autonomous technology 
developments unfold, what may become a question is what functions (or tasks under the 
targeting phases) AWS can take over from the activities covered by the phases of targeting. 
With the improving imaging, target recognition, and data processing capabilities, I believe 
that attention may turn towards carving a slice of ISR as this field is knowingly struggling 
with the extremely high data load. These data are collected not only from ISR activities but 

                                                 
779 US Joint Doctrine for Targeting 3-60 (2013) p B-1-B-4. 
780 The DCDC is the UK Ministry of Defence’s (MOD’s) think tank. 
781 The UK Ministry of Defence’s Development, Concepts and Doctrine Centre (DCDC) website. 
https://www.gov.uk/government/groups/development-concepts-and-doctrine-centre  
782 Ministry of Defence of the Netherlands, Joint Doctrine Publication 5, Command and Control, Command and 
Control, 16 March 2012, p 127. https://english.defensie.nl/downloads/publications/2012/03/13/joint-doctrine-
publication-5-command-and-control-en  
783 Australian Defence Force, Operations Series ADDP (Australian Defence Doctrine Publication) 3.14 Targeting, 2 
February 2009, p iii.  
http://www.defence.gov.au/foi/docs/disclosures/021_1112_Document_ADDP_3_14_Targeting.pdf  
 

https://www.gov.uk/government/groups/development-concepts-and-doctrine-centre
https://english.defensie.nl/downloads/publications/2012/03/13/joint-doctrine-publication-5-command-and-control-en
https://english.defensie.nl/downloads/publications/2012/03/13/joint-doctrine-publication-5-command-and-control-en
http://www.defence.gov.au/foi/docs/disclosures/021_1112_Document_ADDP_3_14_Targeting.pdf
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also available from open sources such as databases or social media. These capabilities could 
certainly facilitate the target development (target vetting, target validation) in the future. In 
this regard, it may be a relevant question in the future how to ensure that the data fed into an AWS 
are reliable (enough) to be the basis of targeting decisions in order to prevent ‘biased data’784 to 
be entered into the system. 
 

Generally, the phases of targeting (appearing more or less similarly in each analyzed) are, 
which I introduce in-depth in Table 3. 

 

• PHASE 1: political and strategic direction, establishing objectives and desired end state 

• PHASE 2: target development, collateral damage estimation, creating the No Strike   
 List and Restricted Target List 

• PHASE 3: capabilities analysis, collateral damage estimation 

• PHASE 4: force planning and assignment, approval of prioritized targets 

• PHASE 5: mission planning and force execution, positive identification and validation  
 of targets 

• PHASE 6: targeting assessment (effects) 
 
Table 3 

                                                 
784 Sasha Radin, Expert views on the frontiers of artificial intelligence and conflict in: ICRC Humanitarian Law & 
Policy blog, 19 March 2019. https://blogs.icrc.org/law-and-policy/2019/03/19/expert-views-frontiers-artificial-
intelligence-conflict/  

https://blogs.icrc.org/law-and-policy/2019/03/19/expert-views-frontiers-artificial-intelligence-conflict/
https://blogs.icrc.org/law-and-policy/2019/03/19/expert-views-frontiers-artificial-intelligence-conflict/
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NATO (source: NATO AJP 3.9 Joint Targeting) USA (source: US Joint Doctrine for Targeting 3-60) AUS (source: ADDP 3.14) 
PHASE 1 (commanders’ intent, objectives and 
guidance): political and strategic direction through 
OPLAN; matching JFC objectives against NAC-
approved target sets; JFC and CC: developing own 
objectives, tasks and target nominations 

PHASE 1 (end state and commander’s objectives): 
establishing centres of gravity, objectives, desired effects 

PHASE 1 (commander’s guidance): mission, 
objectives, intent and desired effects. Commander’s 
guidance at the strategic level comprises: (1) national 
strategic guidance by the government, (2) national 
military principles as intellectual and moral 
framework, (3) military strategic guidance as 
command guidance to a commander joint task force 
(Comd JTF) 

PHASE 2 (target development): identifying eligible 
targets to achieve JFC’s objectives. Target 
development: (1) target analysis (developing and 
understanding of the target audience, centre of 
gravity analysis), (2) target vetting by intelligence, 
(3) target validation (ensuring compliance with 
JFC’s objectives, guidance, intent and desired 
effects; IL and ROE; ensuring accuracy and 
credibility of sources used to develop a target), (4) 
target nomination (by components for approval), (5) 
target prioritization (prioritizing nominated targets 
based on the JFC’s objectives, guidance and intent to 
maximize effective use of joint force capabilities 
while minimizing the likelihood of unintended and 
undesirable consequences); CDE considerations are 
an element of the commander’s intent, objectives, 
and guidance (commanders to evaluate and balance 
mission requirements and threats to friendly forces as 
well as taking steps to mitigate potential CD); target 
lists: (1) joint target list (JTL) containing targets 
which are not finally, legally cleared against ROE, IL 
and NATO caveats until such time as they are 
selected for engagement, i.e. nominated for the joint 
prioritized target list (JPTL); (2) JPTL: a list of 

PHASE 2 (target development and prioritization): analysis, 
assessment and documentation processes to identify and 
characterize potential targets that can support the 
achievement of the commander’s objectives. Target 
development: (1) target system analysis (TSA): system 
level target development enabling additional, more detailed 
stages of target development; targeteers considering the 
targets’ criticality and vulnerability, (2) entity-level target 
development building on TSA and having 3 stages: basic, 
intermediate, and advance – when all complete, the target 
is fully developed and placed on a candidate target list 
(CTL), (3) target list management (TLM) driven by CTL, 
including (a) target vetting, (b) target validation, (c) target 
listing, (d) target nomination, (e) target prioritization, the 
end result is the creation and maintenance of a prioritized 
target list; target list development: (1) candidate target list 
(met intermediate target development criteria), (2) joint 
target list (JTL) (validated target without restrictions), (3) 
restricted target list (RTL) (target engagement restrictions), 
(4) target nomination list (TNL) (nominated targets from 
JTL and RTL), (5) joint integrated prioritized target list 
(JIPTL) (targets from TNL prioritized according to JFC 
objectives); target nomination for prioritization, 
synchronization and action: targets placed on TNL which 

PHASE 2 (target development): systematic 
examination of potential target systems (their 
components, individual targets, and target elements) 
to determine the necessary type and duration of 
action necessary to create the desired effects. Target 
development: (1) intelligence direction: intelligence 
requirements and any changes are integrated into the 
collection plan), (2) target system analysis (TSA): 
basis of target identification that aids and simplifies 
target selection, is crucial to battle damage 
assessment (BDA), identifies the importance of 
individual target system components, elements and 
nodes, (3) target intelligence production (target 
materials are produced to support commanders and 
combat units; the physical and functional 
characteristics of individual target are determined 
and recorded, (4) target validation (determining 
whether a target is a lawful target under LOAC and 
promulgated ROE and whether a target type is 
restricted by the Chief of Defence Force targeting 
directive (CDF TD), (5) target list development: (a) 
Master Target List: (i) joint target list (JTL) 
(consolidated list of selected targets considered to 
have military significance), (ii) RTL (list of 
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targets that have been validated and prioritized in line 
with the JFC’s desired effects, (3) prioritized target 
list (PTL): a list derived from the JPTL that allocates 
prioritized targets to individual components; (4) 
restricted target list (RTL): a JTL subset owned by 
JFC including lawful targets that have temporary or 
permanent operational restrictions for engagement 
end require special consideration; (5) no-strike list 
(NSL): entities designated by the NAC as protected; 
their engagement violates IL, LOAC, agreements, 
conventions, NAC policies or ROE; they must not be 
engaged unless that protection is removed 

are compiled into a draft JIPTL submitted to JCF for 
approval and once approved, the list is transmitted to all 
components 

nominated targets upon which a restriction is placed 
precluding attack), (iii) NSL (list of objects or 
entities protected from the effects of military 
operations under IL and/or ROE); (b) joint prioritised 
target list (JPTL) (prioritised list of deliberate targets 
drawn from JTL); (c) joint integrated prioritised 
target list (JIPTL) (prioritised list of targets drawn 
from JTL or JPTL approved and maintained by the 
JFC; (d) target nomination list (prioritised targets 
nominated for inclusion on the JIPTL); CDEM: 
formal CDE undertaken for every target as part of 
this phase and the next capabilities phase  

PHASE 3 (capabilities analysis): analysing 
prioritized targets (from Phase 2) and recommending 
to JFC a (combination of) capabilities to generate the 
desired effects; main questions are whether joint 
force has the capability to engage the target and if so, 
how to mitigate undesirable CD. 
CDE (begun in target development, vetting, 
validation, nomination and prioritization) remains a 
critical component of the analysis. 
 
 
 
 
 
 
 

PHASE 3 (capabilities analysis): evaluating all available 
capabilities against targets’ critical elements to determine 
the appropriate actions for target engagement. Its purpose 
is to maximize the employment efficiency of forces while 
minimizing CD and waste of resources; 4 steps: (1) target 
vulnerability analysis, (2) capabilities assignment, (3) 
feasibility assessment, (4) effects estimate; weaponeer to 
estimate the most likely outcome resulting from employing 
the selected capabilities against a specific target element 
using probabilistic mathematical models; quantitative 
techniques are used to estimate weapon effectiveness and 
CD risk enabling weaponeers to predict the effectiveness of 
selected weapon and selected target pairing; CDE is a 
critical part of the effects estimate step in Phase 3 or in the 
‘track’ step in Phase 5 during dynamic targeting: targets 
with associated CD concerns expected to exceed theatre 
(combatant command) threshold are referred to the 
Secretary of Defense or the President. 

PHASE 3 (capabilities analysis): (1) evaluating 
available capabilities against desired effects to 
determine the appropriate options available to the 
commander; commanders to consider risks to the 
force and collateral concerns in evaluating available 
capabilities; (2) once appropriate options are 
developed, analysis focuses on evaluating specific 
capabilities against identified target vulnerabilities to 
estimate likely effects; (3) weaponeering of effects 
and determination of CDE against identified targets 
(targets with associated collateral damage concerns 
expected to exceed Comd JTF or operational 
commanders thresholds are referred for review and 
approval using the sensitive target and review 
process; (4) sensitive targets: targets where the 
commander has estimated the incidental physical 
damage and collateral effects exceed established 
national level notification thresholds 

PHASE 4 (commander’s decision, force planning 
and assignment): (1) integrating the output of 
capabilities analysis with further operational 

PHASE 4 (commander’s decision and Force Assignment): 
The force assignment process integrates the previous 
phases of joint targeting and fuses capabilities analysis with 

PHASE 4 (force apportionment (distribution for 

planning of limited attack resources among 

competing requirements)): fusing capabilities 
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considerations, (2) final approval of prioritized 
targets by JFC, which are then assigned to specific 
components for planning and execution 
 
 
 
 
 
 
 
 
 

available forces, sensors, and weapons systems; targeteers 
to balance the available employment options with their 
expected effects; 5 steps in Force Assignment: (1) 
consolidating target development and capabilities analysis 
results: (a) target development data, (b) capabilities 
analysis, (c) CDE for each anticipated weapon type; (d) 
attrition calculation (weaponeers to run attrition models to 
estimate the probability of the weapon system arriving at 
the target, the probability of release or probability of 
arrival); (2) assembling data on friendly force status, 
factoring in operational limitations; (3) assigning forces to 
specific targets and supporting missions; (4) presenting 
joint targeting recommendations to the JFC for approval; 
(5) issuing tasking orders for forces 

analysis with available forces, sensors, and weapon 
systems; matching prioritised targets with the 
available forces or systems and supporting ISR 
assets; once Comd JTF approves the JIPTL, tasking 
orders are prepared and released to the executing 
force elements; the most important actions: (1) 
identifying available friendly forces and any 
operational constraints, (2) assigning forces with 
appropriate weapons or other capabilities to targets 
and missions to achieve desired effects; (3) 
recommending force apportionment for approval; (4) 
issuing orders as the link to PHASE 5 

PHASE 5 (mission planning and force execution): 
Targeting staff obtaining final positive 
identification (PID) of targets; 7 steps (F2T2E2A): 
(1) find (relying on joint intelligence preparation of 
the operating environment (JIPOE): initial targeting 
data refined through the JIPOE process; additional 
intelligence requirements are integrated into the 
intelligence collection plan; once detected, potential 
targets trigger actions to determine whether the entity 
warrants further attention or deviation from the 
existing plan), (2) fix (identifying and geolocating 
target via cross-cueing and intelligence fusing, 
confirming target mensuration; and conducting 
initial risk assessment) (3) track (tracking in order to 
monitor target continuously), (4) target (restrictions 
(including CDE restrictions, ROE, restricted targets 
of the joint target list (JTL) and deconfliction 
satisfied; capabilities aligned with desired effects, 
risk assessment completed, final approval for 

PHASE 5 (Mission Planning and Force Execution): Upon 
receipt of tasking orders, detailed planning is performed for 
the execution of operations; combat operations are dynamic 
and the changes in the operational environment require 
attention to positive identification (PID), combat 
identification (CID) and target validation; 6 steps 
(F2T2EA): (1) find (intelligence collection; emerging 
targets are detected and characterized for further 
prosecution), (2) fix (based on sensor information on the 
target determining location and PID; determination or 
estimation of the target’s window of vulnerability frames 
the timeliness required for prosecution and affects risk 
assessment, (3) track (target is observed, and its activity 
and movement are monitored; track continuity maintained 
on target by the appropriate sensors), (4) target (decision to 
engage the target in some manner to create desired effects 
and the means to do so are selected and coordinated; 
restrictions: CDE guidance, LOAC, ROE, NSL, RTL, 
component boundaries; CDE performed; CDE for 

PHASE 5 (execution): Upon receipt of tasking 
orders, detailed mission planning is undertaken for 
the execution of operations in support of both 
deliberate and dynamic targeting (dynamic targeting 
may be required during execution and therefore, 
high-quality targeting, operational and situational 
awareness data is required to assess appropriate 
responses and possible CD). 
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engagement) (5) engage (target and its engagement 
monitored; maintaining situational awareness), (6) 
exploit (examining opportunities for exploitation), 
(7) assess (information about the results of 
engagement are analysed; assessment of mission 
success to support a possible re-engagement 
decision) 

chemical, biological, or radiological (CBR) targets and 
environmental concerns performed), (5) engage (target 
engagement via lethal or non-lethal means; engagement 
direction and control), (6) assess (initial assessment of 
action against the target performed; part of battle damage 
assessment  

PHASE 6 (assessment): Measuring whether the 
planned effects have been realized; (1) battle 
damage assessment (assessment of effects resulting 
from military action against a military objective: (a) 
initial assessment to quantitatively estimate the 
amount of physical damage achieved, (b) functional 
assessment by estimating how much the physical 
effect on a target has degraded its ability to perform 
its intended mission), (c) assessment of the effect of 
the engagement of the entire target system; (2) 
measuring effects (measuring performance and 
effectiveness), (3) assessment process for 
information activities 

PHASE 6 (Targeting Assessment): Continuous process 
assessing the effectiveness of the activities that occurred 
during the first 5 phases of the joint targeting cycle; 
examining the results of target engagement as producing 
BDA, munition effectiveness assessment (MEA), collateral 
damage assessment (CDA), and reattack recommendation 

PHASE 6 (assessment): Assessment to measure the 
progress of JTF towards mission accomplishment 
including: (1) effects; (2) combat assessment 
focusing on the results of weapons engagement 
including (a) BDA (comparing the actual target 
effect with the desired effect), (b) weapons 
effectiveness assessment (assessing how capabilities 
and the method by which they were applied 
performed), (c) mission assessment (evaluation of 
the effectiveness of all preceding steps in the 
targeting process), (d) re-attack recommendation; (3) 
collateral assessment  
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8. The LOAC principles operationalized 
 

It is also relevant to consider the sequence of the Law of Attack principles in the targeting 
process. Unlike in LOAC, in targeting first proportionality may be assessed and then precaution,785 
however, agreeing with Corn, I find it more logical and supportive of lessening the risk of harm to 
civilians, if prior to proportionality considerations, the commander first considers ‘the substantive 
precautionary measures reflected in Article 57.’786 Boivin also follows this line of reasoning when 
she states that once the commander has established that the planned attack is not at risk of being 
indiscriminate, he needs to take a number of precautionary measures ‘in order to ensure that the 
targeting process yields an outcome that is both proportionate and of minimal consequence to the 
civilian population.’787 In the following, I will introduce through a few examples, how the 
deployment and use of AWS may affect the operationalization of the Law of Attack principles 
during the targeting process and that may be relevant when planning the use AWS as a 
weaponeering solution. 
 

8.1. Distinction in targeting 
 

On the strategic and operations level, distinction in targeting is adhered to within the target 
development, force planning and assignment, as well as force execution targeting phases.  
 

With a conflict developing, the military advantage attached to targeting certain military 
objectives will eventually change. This temporality and relativity is reflected in formulating the 
principle of distinction (‘in the circumstances ruling at the time’). This means that the military 
advantage expected from targeting certain military objectives (e.g. command and control, enemy 
combatants, barracks, air bases, storage facilities, etc.) can be significantly different at the various 
stages of an armed conflict. It is also important to note here that military advantage by no means 
is equal to military objective:788 where LOAC requires military advantage, the targeting process is 
aimed at operational effects in order to call a military operation successful. According to Végh, 
‘the proper interpretation of the notion of ‘military advantage’ during the targeting process is […] 
closely linked to the core of the targeting process, namely the ‘operational effect’’789 Military 
advantage should not be restricted to tactical gains, it should also extend ‘to the security of the 
attacking force.’790 In certain cases, the decision regarding distinction may be delegated to AWS, 
i.e. autonomy is given in the critical function of target recognition. Automatic target recognition 
(ATR) in this sense means ‘automatic (unaided) processing of sensor data to locate and classify 
targets’791 which is done by an algorithm or a certain combination of hardware and software. 

                                                 
785 ‘As a practical matter, the first question is whether civilian harm was excessive relative to the concrete and direct 
military advantage anticipated, excluding survival of the combatant and weapon system. If not, then the question 
becomes the extent to which the methods (tactics) and means (weapons) of attack reasonably limited harm caused to 
civilians and their property.’ In: Schmitt, Fault Lines in the Law of Attack (2006) p 297. 
786 Corn, War, Law (2015) p 435. 
787 Boivin, The Legal Regime Applicable to Targeting Military Objectives (2006) p 34. 
788 Végh, A Five-Step Legal Assessment (2015) p 250; Henderson, The Contemporary Law of Attack (2009) p 200. 
789 Végh, A Five-Step Legal Assessment (2015) p 245. 
790 Dinstein, Legitimate Military Objectives (2003) p 144. 
791 Homayounnejad, Ensuring Lethal Autonomous Weapon Systems Comply (2017) p 15.  
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Resorting to ATR in AWS will involve several concerns, the most important being the ability of 
AWS to discriminate between lawful and unlawful targets, the risk of collateral damage and the 
operator’s ability to make sure that the system can operate in compliance with LOAC.792 Solis 
captures the core issue as applying distinction to an AWS ‘either through a drone’s sensors or 
through the weapon system’s own targeting system.’793  
 

In order to ensure compliance, McClelland adds that in addition to combining several 
sensors, further safeguards, such as watching over the system and allowing for it to be switched 
off should be applied when considered potentially dangerous to civilian objects. He adds that the 
release of such a weapon may only be authorized under ROE when clear of non-military 
objects.’794 
 

Generally, investigations or post-strike assessments regarding civilian casualties following 
an attack are carried out as part of the targeting cycle, in Phase 6 (battle damage assessment, 
BDA),795 and, in case AWS are tasked to make the decision regarding distinction, feedback 
regarding the ratio of correct/incorrect assessment would certainly influence future weaponeering 
decisions. 
 

8.2. Precautions in targeting 
 

The requirement of taking feasible precautions permeates the whole targeting process from 
the planning phase until battle damage assessment. It is imperative however to question when these 
feasible precautionary measures should be taken. According to Végh, the precautionary 
requirement should be adhered to during (1) the target planning procedure and (2) target 
prosecution (Article 57 (2) (b) of Additional Protocol I),796 or, based on the targeting phases, at (1) 
target development (selecting military objectives), (2) capabilities analysis (weaponeering: 
selecting the most adequate means and methods of warfare that match the targets), (3) force 
planning and assignment (assigning operative units), as well as (4) force execution (verifying the 
military nature of target, assessing proportionality, cancelling or aborting mission).  
 

8.2.1. Target selection and verification 
 

Target selection and verification are among the prime examples of how the precautionary 
principle is applied in practice. According to the US Joint Doctrine for Targeting 3-60, ‘planners 
should ensure that military objectives, and not civilian objects, are prosecuted. Sound target 

                                                 
792 Boulanin, Implementing Article 36 (2015) p 11.  
793 Solis, The Law of Armed Conflict (2016) p 539. 
794 McClelland, The review of weapons in accordance with Article 36 (2003) pp 408-409. 
795 On estimating civilian casualties see generally Ryan Goodman, Legal Implications of the Defect in Pentagon’s 
Civilian Casualty Assessments in Just Security, 26 April 2018. https://www.justsecurity.org/55397/legal-
implications-defect-pentagons-civilian-casualty-assessments/ and Ryan Goodman, The Pentagon Needs a Better Way 
to Count Civilian Casualties in The New York Times, 26 April 2018 
https://www.nytimes.com/2018/04/26/opinion/civilian-casualties-pentagon-military.html 
796 Végh, A Five-Step Legal Assessment (2015) p 251. 
 

https://www.justsecurity.org/55397/legal-implications-defect-pentagons-civilian-casualty-assessments/
https://www.justsecurity.org/55397/legal-implications-defect-pentagons-civilian-casualty-assessments/
https://www.nytimes.com/2018/04/26/opinion/civilian-casualties-pentagon-military.html
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intelligence enhances military effectiveness and target validity.’797 In NATO-led operations, the 
ROE define the applicable criteria regarding the identification of potential targets (e.g. positive 
visual identification, thermal imaging, tracking behaviour or IFF (identification friend or foe)).798 
There exist such ROE that may prescribe not for legal, but for operational reasons that at least 
certain numbers and types of identification shall be used before intervention. 
 

8.2.2. Own force protection 
 

Force protection must be weighed up either in the feasibility study regarding precaution 
(assessing both humanitarian and military aspects) or during the proportionality analysis. (The 
principle of proportionality and precaution in attack are closely connected since Article 57 (2) (a) 
(iii) and (2) (b) are repeating the proportionality principles providing for an overlap between the 
two principles.) Since collateral damage estimation can be carried out by an AWS, it may be 
possible that post-launch of an attack (e.g. after firing a PGM) changes occur in a dynamic 

environment, e.g. unanticipated friendly forces or civilians may pop up in the target area or after 
reassessing the nature, etc. of the target it may turn out that the targeted (supposedly) military 
object is a civilian object (e.g. a school). In this case a new proportionality calculation (and 
collateral damage estimation) shall be made based on the new circumstances. If it simply means 
avoiding harm to civilians and/or friendly forces by e.g. directing the PGM in the previous example 
to a piece of land or forest where no collateral damage is anticipated, we have a relatively simple 
case. In case of redirected missiles, this practice is known as ‘shift cold’ which means ‘deliberately 
diverting a guided munition in flight away from its intended target’799 if it turns out that – in light 
of the new circumstances – hitting the original target would realize an indiscriminate attack, i.e. 
excessive collateral damage (which is a war crime). 
 

8.2.3. Shift cold 
 

If communication is disabled or impossible for any other reason, and circumstances may 
require real-time adjustment of the pre-programmed collateral damage values, the sortie or attack 
shall be aborted or suspended. This may manifest in recalling the AWS or in the post-launch abort 
of the munition (‘shift cold’) in order to avoid disproportionate attack. The shift cold occurs after 
the launch when an operator redirects a guided munition away from its original (intended) point 
of impact to another location while the munition is still in flight. The purpose of shift cold is 
avoiding collateral damage or harm to friendly forces (in the original point of impact), who ‘at the 
time of weapon launch or release, were not expected to be there.’800 Since the operator decides on 
shift cold on the basis of incoming external information (regarding the presence of civilians), there 
is no reason why an AWS would not be able to constantly scan the targeted area for any changes 
in the circumstances and presumably, any information processing based on raw data could be 
calculated faster by an AWS than by a human operator. In order to ensure compliance with the 

                                                 
797 US Joint Doctrine for Targeting 3-60 (2013) p A-5.  
798 Military Decision on MC 362/1 NATO RULES OF ENGAGEMENT, 30 June 2003, p A-9. 
799 Schmitt, The “Shift Cold” (2018).  
800 Schmitt, The “Shift Cold” (2018). 
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requirement under Article 57 (2) (b), an AWS ‘should be programmed to cancel or suspend an 
attack that had commenced if the target no longer met the parameters of a valid target under its 
programming.’801 The NATO AJP-3.9 Joint Targeting does not mention the concept, but the 
official US military term for shift cold is Post Launch Abort (PLA),802 a deliberate action that is 
taken post-separation to cause a precision munition to miss its target.803 Also, according to the US 
Joint Doctrine for Targeting 3-60, if it becomes apparent (based on faulty target intelligence) that 
a target is no longer a lawful military objective, ‘the attack must be cancelled or suspended.’804 
 

The LOAC requirement of cancelling or aborting an attack can be translated into the 
mathematical language as operators or AWS can only realize the possibility of indiscriminate and 
thereby disproportionate attack based on sensory information and recalculation. Shift cold is 
adequate not only in case of indiscriminate attacks but also if the estimated civilian injury and 
collateral damage would be greater than the anticipated military advantage or if own forces would 
be threatened by the attack. In these cases – provided that the munition is still in flight and it is 
technically feasible – the munition can be directed into another impact point.805 However, this 
post-launch abort is only feasible in case of certain precision guided munitions (PGMs)806, 
primarily laser guided bombs (LGBs)807 and laser guided rockets as these remain controllable until 
the last moment.808 (Solis confirms that when an attack is launched against a lawful military 
objective (with civilians in the vicinity), PGMs are ‘frequently the only means of warfare that 
would steer clear of a clash with the principle of proportionality’809 and Végh also underlines that 
the more extensive use of PGMs ‘arguably reduce the risk to cause unintended CD to civilians and 
comply with the principle of discrimination at the highest possible level.’810)  

 

                                                 
801 Henderson, Remote and Autonomous Warfare Systems (2016) p 14.  
802 According to the US Joint Publication on Close Air Support (CAS), if required, PLA plan shall be developed and 
approved by the commander before CAS employment as CAS weapons’ delivery time of flight is typically less than 
30 seconds, therefore the PLA decision must be made very early in the time of flight to enable the change of the impact 
point. ‘Therefore, PLA is a procedure of last resort and may only be valid for certain platforms, weapons, and 
employment envelopes.’ If the ground commander authorizes PLA, the JTAC shall inform the CAS aircrew in the 
situation update on the PLA impact point, which has to approved by the JTAC. If the JTAC does not approve, PLA 
shall not be performed.’ In: Joint Publication 3-09.3 Close Air Support, 25 November 2014, p III-41. 
https://fas.org/irp/doddir/dod/jp3_09_3.pdf; The system that ultimately evolved for the ground fight was to train Air 
Force and Navy personnel as ‘Joint Terminal Attack Controllers’ (JTACs). JTACs were embedded with ground forces 
to serve as a liaison between the ground commander and all aviation assets in the vicinity. JTACs are equipped with 
a Remotely Operated Video Enhances Receiver (ROVER) which allows them to see video feed from all air assets in 
the area, to communicate with pilots and remotely piloted vehicle (i.e., drone) pilots, and to direct air assets to move 
to provide surveillance of targets not accessible to ground forces.’ In: Martin L. Cook, Ethical Issues in Targeting in: 
Targeting: The Challenges of Modern Warfare (Paul A.L. Ducheine, Michael N. Schmitt, Frans P.B. Osinga eds.) 
Springer, 2016, p 155. 
803 US DoD Dictionary of Military and Associated Terms quoted by definedterm.com 
(https://definedterm.com/post_launch_abort).   
804 US Joint Doctrine for Targeting 3-60 (2013) p A-5.  
805 Schmitt, The “Shift Cold” (2018). 
806 Schmitt, The “Shift Cold” (2018). 
807 e.g. a Paveway II, Paveway III or Laser JDAM (LJDAM) GBU-54 
808 e.g. an AGM-114 Hellfire 
809 Solis, The Law of Armed Conflict (2016) p 167. 
810 Végh, A Five-Step Legal Assessment (2015) p 252. 
 

https://fas.org/irp/doddir/dod/jp3_09_3.pdf
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Since this procedure is based on mathematical calculations, it is also possible that an AWS 
can recognize the changing circumstances (even more so in light of the continuous obligation of 
precaution) and divert the munition. Although calculating collateral damage may be extremely 
difficult when according to the re-calculation, avoiding friendly forces in the original target area 
can be done only when the missile is redirected to an area where civilians may be harmed. How 
can an AWS balance the military advantage of saving own forces to civilian injury and collateral 
damage? This would require an AWS to be programmed in a way that own force protection counts 
as a military advantage. Without this, it will not be taken into account. This however definitely 
requires human decision and programming.  
 

Regarding cancelling or suspending attacks, it is important to establish who has the 
authority (and possibility) to decide on it.811 In NATO-led operations,812 the possibility of shift 
cold may be regulated in the ROE or in other targeting instructions (e.g. air tasking order). Should 
it be previously authorized, there is still a very short window of opportunity (seconds or minutes) 
to abort an attack – depending on the AWS’s flight time, weaponry, altitude, distance from target 
and the blast radius. In case of previous authorization, the possibility to abort an attack post-launch 
can be written into an algorithm as an if-then rule, yet, it may be more feasible in case of target 
verification than in case of disproportionate attacks (especially one involving own force 
protection). 
 

8.3. Proportionality in targeting 
 

The principle of proportionality covers the collateral damage estimation (CDE) and the 
assessment of the anticipated military advantage. The CDE is closely tied to the principle of 
distinction as estimating collateral damage is only possible if one is aware whom and what we can 
regard as civilian or civilian object. In CDE therefore, distinction and the proportionality test 
overlap. (The first step of the targeting process is positive identification – this is in itself the 
identification of the target’s nature and function. In order to regard it as a military objective, legal 
assessment is also necessary.) 
 

8.3.1. Collateral damage estimation  
 

As mentioned, collateral damage estimation is a mechanism aimed at fulfilling at least 
partially the LOAC requirements under proportionality. The process of CDE is carried out in Phase 
2 and 3 (target development and capabilities analysis) of the targeting cycle. In the next part, to 
demonstrate how the anticipated collateral damage is dealt with in practice, I will shortly introduce 
the collateral damage assessment – as part of the proportionality assessment – carried out in the 
targeting cycle of NATO operations and the US’ collateral damage estimation methodology being 

                                                 
811 According to the UK statement of understanding at the time Additional Protocol I was adopted, ‘the obligation to 
comply with paragraph 2 (b) only extends to those who have the authority and practical possibility to cancel or suspend 
the attack.’ In: Documents on the Laws of War (2009) p 511. 
812  ‘At the NATO press briefing on 18 April 1999, an account was given of how a pilot launched an attack against a 
radar and, noticing that the site was close to a church, pulled his weapon off the target so that it exploded harmlessly 
in a wood.’ In: Rogers, Zero-casualty warfare (2000); see also https://www.youtube.com/watch?v=ifPWUPUGOWM. 
 

https://www.youtube.com/watch?v=ifPWUPUGOWM
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the most verbose documents on the subject.813 It has to be mentioned here however that the certain 
elements of the methodologies used are confidential, therefore, my assessment is based on those 
doctrines and documents that are unclassified and available for the public. 
 

AWS may not be taught to interpret the legal concept of military advantage, but it may help 
if it can anticipate the meaning and concept of operational objective or expected operational effect 
as the latter are the conversion of military advantage in the targeting cycle. If these can be 
‘understood’ by AWS, then carrying out CDE and at least a simplified proportionality analysis can 
also be managed. 
 

8.3.2. Collateral damage estimation during the NATO targeting cycle 
 

Proportionality is a crucial factor in the targeting cycle. The first part of the proportionality 
test is the collateral damage estimation. Collateral Damage Estimation (CDE) ‘facilitates the legal 
consideration of proportionality’ by assessing physical and psychological effects by modelling 
variables regarding the target and the weapon intended to be used against it.814 CDE is performed 
during the target development (selecting, validating, and prioritizing targets) and capabilities 
analysis (recommending appropriate capabilities, including AWS) phases, in accordance with the 
parameters of NATO CDE methodology.815 For each NATO-led operation, the targeting guidance 
adopted by the North Atlantic Council (NAC) will include inter alia a ‘pre-authorized level of 
collateral damage.’816 This targeting guidance is sent to the joint force commander (JFC) through 
the Supreme Allied Commander Europe (SACEUR). If the expected collateral damage would 
overstretch the level pre-set by the NAC, the JFC ‘must seek the authority of SACEUR, and 
ultimately the NAC, to approve a target prosecution.’817  

 
It is very important to note that the decision regarding accepted level of (foreseeable) 

collateral damage is made by the highest authority in NATO and not by any AWS or 
combatant in the ‘fog of war.’ CDE is the assessment that specifies the probability of collateral 
damage for the specific weapon or weapon system selected. Schmitt describes collateral damage 
estimation methodology (CDEM) as a ‘procedure whereby an attacking force considers such 
factors as the precision of a weapon, its blast effect, attack tactics, the probability of civilian 
presence in structures near the target, and the composition of structures to estimate the number of 
civilian casualties likely to be caused during an attack.’818 Generally, CDEM is an assessment 
system based on scientific, objective, repeatable/replicable results thereby preventing 
arbitrary estimations. It is all the more important since it is used to determine the level of 
command authorizing an attack causing collateral damage.819  
 

                                                 
813 NATO AJP-3.9 Joint Targeting (2016). 
814 NATO AJP-3.9 Joint Targeting (2016) p 1-10.  
815 NATO CDE Methodology IMSM-0634-2011, 15 December 2011. 
816 NATO AJP-3.9 Joint Targeting (2016) p 1-9. 
817 NATO AJP-3.9 Joint Targeting (2016) p 1-10. 
818 Schmitt, A Reply to Critics (2013) p 19. 
819 Schmitt, A Reply to Critics (2013) p 19. 
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Once the decision is made on the possible targets, the anticipated level of collateral damage 
must be within the pre-authorized level based on the weaponeering results. During 
weaponeering820 the weaponeers821 assess the target and recommend a matching weapon (AWS 
being an item of the arsenal) taking into consideration the situation and circumstances of the use, 
the available options and the capabilities of the weapon. In this regard the human element in the 
decision making is that of recommending and deciding on the use of an AWS. Weaponeering is 
part of the CDE; the term refers to the analysis of a weapon’s effects and its delivery accuracy, but 
CDE does not cover the possible malfunction of the weapon, unanticipated person in the target 
area or mistakes regarding targeting (e.g. location), which should be taken into account in the 
proportionality and precautionary assessment (CDEM contains not only proportionality, but 
precautions in attack elements, too).  
 

8.3.3. The US Collateral Damage Estimation Methodology (CDEM) 
 

In the US, according to CJCSI 3160.01A, the information that needs to be gained from 
using CDEM include (1) the positive identification of the target, (2) the protected persons 
(including involuntary human shields) and objects present within the range of AWS selected, (3) 
the possibility of resorting to a different weapon that would mitigate the possible adverse 
consequences of the attack, i.e. lessening collateral damage, (4) the amount of expected collateral 
damage and (5) whether it would be excessive in connection to the military advantage anticipated 
from the attack.822 According to Appendix A to Enclosure D to CJCSI 3160.01A (the CDEM 
process), the different levels of CDE intend to address the concerns regarding the above five 
questions as follows in Table 4. 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                 
820 ‘Weaponeering – The process of determining the quantity of a specific type of lethal or nonlethal means required 
to create a desired effect on a given target. (JP 3-60)’ In: DOD Dictionary of Military and Associated Terms (2018) p 
245.  
821 ‘Weaponeer – An individual who has completed requisite training to determine the quantity and type of lethal or 
nonlethal means required to create a desired effect on a given target. (JP 3-60).’ In: DOD Dictionary of Military and 
Associated Terms (2018) p 245.  
822 Chairman of the Joint Chiefs of Staff Instruction CJCSI 3160.01A, 12 October 2012, No-Strike and the Collateral 
Damage Estimation Methodology, pp D-A-6 and D-A-7. 
http://www.aclu.org/files/dronefoia/dod/drone_dod_ACLU_DRONES_JOINT_STAFF_SLIDES_1-47.pdf  

http://www.aclu.org/files/dronefoia/dod/drone_dod_ACLU_DRONES_JOINT_STAFF_SLIDES_1-47.pdf
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Table 4 

 

1. Can the intended object be positively 
identified? 
 
2. Are there protected or collateral objects, 
civilian or noncombatant personnel, 
involuntary or unwitting human shields, or 
significant environmental concerns within 
the effects range of the chosen weapon? 

CDE Level 1 Target Validation / Initial Analysis 
(evaluating the target’s functionality for dual-use 
concerns, human shields evaluation,823 identifying 
potential chemical, biological, radiological (CBR) 
plume and environmental hazards, identifying all 
collateral concerns within the CDE Level 1 
collateral effects radius (CER); revealing those 
targets or collateral concerns that may represent 
areas of strategic risk) 

3. Can those collateral concerns be 
mitigated by striking the target with a 
different weapon or with a different 
method of engagement, yet still 
accomplish the mission? 

CDE Level 2 General and Target Size Analysis 
(defining weaponeering options that both achieve 
the desired target effect and mitigate the potential 
for CD; if the desirable CD cannot be achieved with 
the weaponeering solution presented, CDE analyst 
is to discuss other options with the weaponeer;  
there are two distinct analysis to guide weapon 
class selection:  
(1) minimum target size analysis (evaluating the 
target engagement with ASUGM (Air-to-Surface 
Unguided Munitions) or SSBM (Surface-to-
Surface Ballistic Munitions) based on comparing 
the target’s size with the weapon system’s or 
delivery platform’s delivery error);  
(2) PGM (Precision-guided Munitions) General 

Analysis (estimating the risk of CD by employing 
either a unitary or cluster PGM without having to 
select a specific unitary or cluster warhead). 
 
CDE Level 3 Weaponeering Analysis (refining 
weaponeering options that both achieve the desired 
effect on the target and mitigate CD; considering 
the weapon class and system, delivery platform, 
and/or PGM warhead type decisions from CDE 
Level 2, CDE Level 3 determines appropriate 
delivery systems, warhead, and fuze combinations 
that mitigate the risk of CD while still achieving the 
desired effect of target;  

                                                 
823 The presence of human shields in the casualty estimation automatically means elevating the target’s CDE to CDE 
Level 5. 
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there are three tables that support CDE Level 3 
analysis:  
(a) CDE Level 3A PGM (unmitigated and 
mitigated) CER reference tables,  
(b) CDE Level 3B ASUGM CER reference table, 
(c) CDE Level 3C SSBM CER reference table) 
 
CDE level 4 Refined Analysis (defining 
weaponeering solutions that achieve the desired 
effect on the target and mitigate the potential for 
CD; mitigation techniques applied: (a) delay 
fuzing/bomb burial, (b) VT (variable time) 
fuzing/air burst, (c) shielding, (d) delivery heading, 
(e) aimpoint offset). 
 

4. If not, how many civilians and 
noncombatants will be injured or killed by 
the attack? 
 
5. Are there collateral effects of the attack 
excessive in relation to the expected 
military advantage gained and does this 
decision need to be elevated to the next 
level of command to attack the target 
based on the ROE? 

CDE Level 5 Casualty Analysis (used when all 
reasonable and knows mitigation techniques have 
been exhausted and some level of CD appears 
unavoidable; once a target is analyzed under CDE 
Level 5 analysis, it remains classified Level 5 due 
to the level of risk and sensitive nature these factors 
represent for the CCMD (Combatant Commands) 
and the national government; commanders must be 
aware that they are assuming significant risk of CD 
when engaging a target analyzed under CDE Level 
5). 
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Appendix B to Enclosure D to CJCSI 3160.01A contains a CDM quick guide: 
 

 
 

Solis underlines that the US Military’s CDEM ’allows a commander to make such a pre-
attack judgment by considering the precision of the weapon to be employed, the planned attack 
tactics, the probability of the presence of civilians in buildings near the target, and the composition 
of the structure, to estimate civilian casualties.’824 CDEM is based on an algorithm using the 
available objective and quantifiable data and it works by creating a radius around the target 
depicting the area and scale of the expected damage.  
 
 

                                                 
824 Solis, The Law of Armed Conflict (2016) p 540. 
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8.3.4. Collateral Damage Estimation by an AWS 
 

Many confirm825 that CDE can also be performed by an AWS since its basic objective is 
to avoid or minimize CD by active tools. As part of a multistep process, up until level-5 CDE, the 
methodology is calculating with no collateral damage (civilian death). This is also underlined in 
the syllabus content of the course provided by the US Joint Targeting School, according to which, 
CDE automation means the development of a CDE tool called Digital Precision Strike Suite 
Collateral Damage Estimation (DCIDE)826 and since DCIDE refers to a computer program, there 
is no reason why an AWS (with a sophisticated control system) cannot make the same estimation.  
 

Right now, CDE is carried out by calculations and simulations enabled by specifically 
crafted programmes where human input covers the qualification of objects and determining the 
location when uploading data. This would not change by resorting to AWS. Based on this, AWS 
could well carry out CDE and in case parameters change and new intelligence is available, CDE 
shall be conducted again.  
 
9. The USS Vincennes incident – A targeting case study 
 

The USS Vincennes (named after the Battle of Vincennes during the American 
Revolutionary War in 1779) was a Ticonderoga-class827 guided missile cruiser outfitted with the 
Aegis Combat System in service with the US Navy in 1988. Vincennes was commissioned to the 
Persian Gulf in order to protect tankers carrying oil to and from Kuwait.828 
 

Several contradictory articles have been written on the incident, but what seems to be 
certain from these accounts is that on 3 July 1988, Vincennes, under the command of Captain 
Rogers, was on patrol when it was reported that Iranian Revolutionary Guard gunboats had 
attacked another vessel (either a Liberian tanker829 or a Pakistani merchant vessel830). Vincennes 
deployed one of her helicopters north to investigate the reported incident. The helicopter had 
followed the gunboats into Iranian waters and came under gunfire from the Iranians. Upon 

                                                 
825 Schmitt, A Reply to Critics (2013) p 20; Thurnher, Examining Autonomous Weapon Systems (2014) p 221; 
Ekelhof, Lifting the Fog of Targeting (2018) pp 23-24; Boulanin, Mapping the Development of Autonomy (2016) p 
74.  
826 Joint Chiefs of Staff, US Joint Targeting School, Collateral Damage Estimation Course Syllabus October 2015. 
http://www.jcs.mil/Portals/36/Documents/Doctrine/training/jts/collateral_damage_methodology_course_syllabusoct
15.pdf?ver=2017-12-29-171307-193  
827 The Ticonderoga class are equipped with the Aegis Combat System, which integrates the ship’s electronic sensors 
and weapons systems to engage anti-ship missile threats. The Aegis system has a federated architecture with four 
subsystems – the AN/SPY-1 multifunction radar, the command and decision system, Aegis display system and the 
weapon control system. https://www.naval-technology.com/projects/ticonderoga/ 
828 John Barry, Roger Charles, Sea of Lies, Newsweek, 7 December 1992. https://www.newsweek.com/sea-lies-
200118  
829 Barry, Sea of Lies (1992).  
830 William Fogarty, US Department of Defense, Investigation Report, Formal Investigation into the Circumstances 
Surrounding the Downing of Iran Air Flight 655 on 3 July 1988, 19 August 1988, p 2. 
https://documents.theblackvault.com/documents/dod/readingroom/10/172.pdf; Julian Daniel McCarthy, U.S.S. 
Vincennes (CG 49) shootdown of Iran Air Flight #655: A Comprehensive Analysis of Legal Issues Presented by the 
Case concerning the Aerial Incident of 2 July 1988 (Islamic Republic of Iran v. United States of America) 30 
September 1991. https://archive.org/stream/ussvincennescg4900mcca/ussvincennescg4900mcca_djvu.txt 

http://www.jcs.mil/Portals/36/Documents/Doctrine/training/jts/collateral_damage_methodology_course_syllabusoct15.pdf?ver=2017-12-29-171307-193
http://www.jcs.mil/Portals/36/Documents/Doctrine/training/jts/collateral_damage_methodology_course_syllabusoct15.pdf?ver=2017-12-29-171307-193
https://www.naval-technology.com/projects/ticonderoga/
https://www.newsweek.com/sea-lies-200118
https://www.newsweek.com/sea-lies-200118
https://documents.theblackvault.com/documents/dod/readingroom/10/172.pdf
https://archive.org/stream/ussvincennescg4900mcca/ussvincennescg4900mcca_djvu.txt
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reporting the fire, Captain Rogers decided to attack the gunboats and while doing so, Vincennes 
crossed into Iranian territorial waters.  
 

At the same time, Vincennes’s radars picked up a contact taking off from the nearby Bandar 
Abbas airport. The object was an Iran Air Airbus A300 civil airliner (Iran Air Flight 655) heading 
for Dubai. As a result of misidentification of the contact and confusion on board, the Vincennes 

fired two radar-guided missiles and shot down the airliner from Iranian territorial waters (over 
Iranian airspace) only minutes following the airliner’s take-off. No one from the 290 passengers 
and crew on board survived.  
 

In the following, I will summarize what happened (and went wrong) aboard the USS 
Vincennes on that day that led to mistaken a civilian airliner (a civilian object) for a military one. 
Although the US had provided support for Iraq during the Iraq-Iran War, it was not party to the 
armed conflict. However, notwithstanding the lack of armed conflict between the US and Iran, this 
case serves with valuable details regarding how the US did (not) utilize an AWS with regards to 
distinguishing lawful from unlawful targets.  
 

Aboard the Vincennes, after noticing the object on the radar screens, several attempts have 
been made by the crew to positively identify the object. This was facilitated by the Aegis Combat 
System831 that was introduced in the 80’s to help defend navy ships against air and missile attacks.  
The Aegis was operating on a semiautomatic mode832 leaving it to the crew to make targeting 
decisions (the Aegis computer system can be overridden in any of its operating modes). The Aegis 
was utilized to track multiple targets and guide the ship’s defensive weapons against them. ‘The 
system was composed of the Aegis anti-aircraft weapon system itself, plus the Phalanx Close-In 
Weapon System, and a Vertical Launch System that employed additional missiles, all of which 
were semi-autonomous.’833 
 

                                                 
831 Aegis came with four modes:  
- semiautomatic (the human interfaced with the system to judge when and at what to shoot) 
- automatic special (human controllers set the priorities, e.g. to destroy bombers before fighter jets, but the computer 

then decided how to do it) 
- automatic (data went to human operators in command, but the system worked without them) 
- casualty (system just does what it thinks best to keep the ship from being hit) 
In: Singer, Wired for War (2010) p 124-125. 
Aegis has four modes of operation (or doctrines): 
- manual setting (most human control) 
- Semi-Auto (part of the engagement process is automated, final decision authority is withheld by operator) 
- Auto SM (larger part of the engagement process is automated than in Semi-Auto, but human is still in the loop) 
- Auto-Special (human on the loop: Aegis automatically firing against threats meeting the predefined parameters) 
Doctrine statements ‘can mix and match these control types against different threats’ InÉ Scharre, Army of None 
(2018) pp 163-164. 
832 Singer, Wired for War (2010) p 125. 
833 Solis, The Law of Armed Conflict (2016) p 562. 
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On the day of the incident, two aircraft took off in close sequence from Bandar Abbas 
Airport:834 the Iran Air Flight 655, which was scheduled to start her weekly journey835 and was 
ascending on a consistent course (inside the commercial air corridor) and speed, broadcasting a 
radar and radio signal that showed it to be commercial airliner.836 Not much later an Iranian F-14 
fighter departed from Bandar Abbas.  

 
The civilian airliner was climbing at the time of detecting, and her IFF transponder837 was 

on civilian code (IFF Mode III) as opposed to the purely military mode (IFF Mode II), as was duly 
recorded by the Aegis Combat System. The original IFF reading for Iran Air Flight 655 correctly 
displayed Mode III but this reading was recorded at a ‘track gate’ at Bandar Abbas Airport (a box 
that is being monitored for signals) and later this box has not been moved by the operators on 
Vincennes, and the Aegis picked up another (Mode II) signal from the dual-use airport (the F-14 
fighter), which was thought to belong to the original object.838 The Vincennes issued warnings to 
the airliner, but these were transmitted on military channels (military air distress frequency) that 
were not accessible by the airliner pilot and on the international civil aviation distress frequency.839 
The flight crew of the airliner was not equipped to monitor the military air distress frequency and 
even though they were instructed to monitor the civilian emergency frequency (used by USS 
Vincennes in the attempt to reach the airliner), the Iran Air Flight 655 crew was either not 
monitoring it in the early stages of climb or they did not realize that their flight were challenged 
by the Vincennes.840 
 

Not far from USS Vincennes, the USS Sides had also closely followed the events and was 
equipped with a special data link to exchange tactical information with Vincennes in real time and 
watch (and assess) the same information as Vincennes.841 Yet, based on the exact same 
information, the captain of Sides came to a different conclusion and identified the object as a 
civilian airliner (although the Sides’ captain admitted later that since Sides was not equipped with 
Aegis, he thought Vincennes may have more or more detailed and better-quality information than 

                                                 
834 Scharre, Army of None (2018) p 169. 
835 This was missed by the Vincennes’s Combat Information Centre Officers confused by the four different time zones 
in the area. 
836 This is confirmed by the Report of ICAO Fact-Finding Investigation Pursuant to Decision of ICAO Council of 14 
July 1988 in: 83 American Journal of International Law 1 (1989) p 333 and by the account of David R. Carlson who 
served as a Commanding Officer on USS Sides at the time of the incident in: David R. Carlson, The “Vincennes” 
Incident in Proceedings, U.S. Naval Institute, September 1989, Volume 115/9/1039 p 87.  
https://web.archive.org/web/20080229003110/http://www.geocities.com/csafdari/Proceedings.pdf  
837 Identification, friend or foe (IFF) is an identification system designed for command and control. It enables military 
and civilian air traffic control interrogation systems to identify aircraft, vehicles or forces as friendly and to determine 
their bearing and range from the interrogator. 
838 Luke Schwartz, Overwhelmed by Technology: How did user interface failures on board the USS Vincennes lead 
to 290 dead?, 2001. http://xenon.stanford.edu/~lswartz/vincennes.pdf  
839 Jeremy R. Hammond, The ’Forgotten’ US Shootdown of Iranian Airliner Flight 655 in: Foreign Policy Journal, 3 
July 2017. https://www.foreignpolicyjournal.com/2017/07/03/the-forgotten-us-shootdown-of-iranian-airliner-flight-
655%C2%AD/  
840 Excerpts from Report of ICAO Fact-Finding Investigation (1989) p 333. 
841 David Evans, Vincennes – A Case Study in: U.S. Naval Institute 119/8/1 Proceedings Magazine (1993). 
https://www.usni.org/magazines/proceedings/1993-08/vincennes-case-study; Carlson, The “Vincennes” Incident 
(1989).  
 

https://web.archive.org/web/20080229003110/http:/www.geocities.com/csafdari/Proceedings.pdf
http://xenon.stanford.edu/~lswartz/vincennes.pdf
https://www.foreignpolicyjournal.com/2017/07/03/the-forgotten-us-shootdown-of-iranian-airliner-flight-655%C2%AD/
https://www.foreignpolicyjournal.com/2017/07/03/the-forgotten-us-shootdown-of-iranian-airliner-flight-655%C2%AD/
https://www.usni.org/magazines/proceedings/1993-08/vincennes-case-study
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what his crew at Sides had842). What is important to note here is that although all combat and 
navigational data of Aegis indicated a no-threat, Captain Rogers took matters in his own hand and 
based on mistaken call-out of crew members (that the object was a possible F-14 fighter jet)843 
decided to shoot it down. The case seems to be a prime example of ‘scenario fulfilment’ where the 
captain evaluated the available information within his own biased and predetermined scenario 
(coordinated Iranian attack against the US), which led to the death of 290 civilians.844  
 

Just a few days following the incident, speaking to a meeting of the Farm Bureau 
Association, Vice President ‘Bush said, ''I can't wait to get up there to defend the policy of the 
United States government." He said that "efforts to second-guess the captain of that ship will be 
rebuffed. […] It's the free world's case."’845 (Less adamant to loudly defend the US policy, 
President Reagan apologized for shooting down the airliner in a diplomatic note on 5 July.846) 
Before the United Nations Security Council on 14 July 1988, the Vice President emphasized that 
the USS Vincennes acted in self defence, against the background of unlawful Iranian attacks 
against the US armed forces and merchant shipping and with the failure of the Iranian authorities 
to divert Iran Air Flight 655.847 On 4 August 1988, the Legal Advisor of the Department of State848 
underlined in his statement before the Defense Policy Panel of the House Committee on Armed 
Services that Captain Rogers, given the hostile context at the time of the incident, ‘evidently 
believed that his ship was under imminent threat of attack from a hostile aircraft, and he attempted 
repeatedly to identify or contact the aircraft before taking defensive action. Therefore, the United 
States does not accept legal responsibility for this incident and is not paying “reparations,” a word 
which implies wrongdoing and is often associated with wartime activities. Instead, the President 
has decided to make an ex gratia payment as a humanitarian gesture to the families of the 
individuals who were on #655.’849  On 19 August 1988, the Pentagon issued its own report on the 
incident and according to Kaplan, ‘though the text didn’t say so directly, it found that nearly all 
the initial details about the shoot-down – the “facts” that senior officials cited to put all the blame 
on Iran Air’s pilot – were wrong. And yet the August report still concluded that the captain and all 
the other Vincennes officers acted properly.’850 

 

                                                 
842 Carlson, The “Vincennes” Incident (1989) p 89.  
843 ‘For whatever reason, in the minds of the sailors in the Vincennes’s combat information center, the tracks of the 
two aircraft on their radar screens became confused.’ in Scharre, Army of None (2018) p 169. 
844 Fogarty, US DoD Investigation Report (1988) p 3. 
845 Ellen Warren, Bush To Speak On Iran Jet Attack Will Address U.N. Council Today In Debate On Navy Downing 
in: philly.com, 14 July 1988. https://web.archive.org/web/20150915043751/http:/articles.philly.com/1988-07-
14/news/26234907_1_iran-iraq-war-bush-campaign-foreign-policy-experience  
846 Molly Moore, Bill McAllister, Reagan Apologized to Iran for Downing of Jetliner, The Washington Posts, 6 July 
1988. https://www.washingtonpost.com/archive/politics/1988/07/06/reagan-apologized-to-iran-for-downing-of-
jetliner/9523c6dc-a244-4b3b-90e9-054168d98c79/?noredirect=on&utm_term=.e63ef15befbd  
847 Marian Nash Leich, Denial of Liability: Ex Gratia Compensation on a Humanitarian Basis in: 83 American Journal 
of International Law 2 (1989) pp 320-321. 
848 Abraham D Sofaer 
849 Nash Leich, Denial of Liability (1989) p 322. 
850 Fred Kaplan, America’s Flight 17, The time the United States blew up a passenger plane – and tried to cover it up 
in Slate – War Stories, 23 July 2014. 
http://www.slate.com/articles/news_and_politics/war_stories/2014/07/the_vincennes_downing_of_iran_air_flight_6
55_the_united_states_tried_to.html?via=gdpr-consent  
 

https://web.archive.org/web/20150915043751/http:/articles.philly.com/1988-07-14/news/26234907_1_iran-iraq-war-bush-campaign-foreign-policy-experience
https://web.archive.org/web/20150915043751/http:/articles.philly.com/1988-07-14/news/26234907_1_iran-iraq-war-bush-campaign-foreign-policy-experience
https://www.washingtonpost.com/archive/politics/1988/07/06/reagan-apologized-to-iran-for-downing-of-jetliner/9523c6dc-a244-4b3b-90e9-054168d98c79/?noredirect=on&utm_term=.e63ef15befbd
https://www.washingtonpost.com/archive/politics/1988/07/06/reagan-apologized-to-iran-for-downing-of-jetliner/9523c6dc-a244-4b3b-90e9-054168d98c79/?noredirect=on&utm_term=.e63ef15befbd
http://www.slate.com/articles/news_and_politics/war_stories/2014/07/the_vincennes_downing_of_iran_air_flight_655_the_united_states_tried_to.html?via=gdpr-consent
http://www.slate.com/articles/news_and_politics/war_stories/2014/07/the_vincennes_downing_of_iran_air_flight_655_the_united_states_tried_to.html?via=gdpr-consent
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The Iranian government that Vincennes knowingly shot down the civilian aircraft in an 
unjustified action851 and pointed out that  because of the very short time frame and the quick 
escalation, there was no real chance to actually inform the airport and the airliner about the nearby 
events.852 Iran took the case to the ICJ but in 1996 the governments agreed to conclude a settlement 
agreement concerning the incident whereby the US had to pay a settlement amount of USD 
131,800,000 including USD 61,800,000 for the legatees and heirs of the Iranian victims. The 
agreement included that Iran shall ‘indemnify and hold harmless the United States […] against 
any claim, counterclaim, action or proceeding that Iran […] may raise, assert, initiate or take 
against the United States with respect to, arising out of, in connection with or relating to the I.C.J. 
case.’853  
 

There are contradictory accounts regarding the incident: according to Schwartz,854 the 
Aegis picked up the signal of the F-14 fighter, whereas Hammond states that unlike what has been 
indicated by the captain and some of the crew (being threatened by an F-14 fighter), the ship’s 
radar has not picked up anything other than the Iran Air Flight 655.855 During the investigation, no 
one was able to find out who called out in the erratic situation that the incoming plan was an F-
14.856 Compared to the concerning US statements and Pentagon report, the ICAO’s (International 
Civil Aviation Organization) report seems much more factual. The ICAO investigation found that 
following take-off, ‘the aircrew climbed straight ahead enroute and the climb profile was 
normal.’857  Among the reasons for the misidentification of the Airbus, the Report lists inter alia 
the association of the Airbus radar contact with an unrelated IFF Mode II response labelled as an 
F-14; the lack of response from the contact to the challenges and warnings on the frequencies used 
by Vincennes; no detection of civil weather radar and radio altimeter emissions from the contact; 
the availability of intelligence on Iranian F-14 deployment to Bandar Abbas and the expectation 
of hostile activity; and most importantly, ‘reports by some personnel on USS Vincennes of changes 
in flight profile (descent and acceleration) which gave the appearance of maneuvering into an 
attack profile; and the radar contact was tracked straight towards […] USS Vincennes on a course 
slightly diverging from the centerline of airway A59.’858 The Report concludes that the ‘USS 
Vincennes AEGIS system contained and displayed correctly the IFF mode and code, and the 
altitude and speed information of the contact (IR655). The AEGIS system recorded a flight profile 
consistent with a normal climb profile of an Airbus A300.’859 
 

                                                 
851 Memorial of the Islamic Republic of Iran, 24 July 1990, written proceedings before the ICJ in the Case concerning 
the Aerial Incident of 3 July 1988 (Islamic Republic of Iran v. United States of America) p 66. https://www.icj-
cij.org/files/case-related/79/6629.pdf  
852 Memorial of the Islamic Republic of Iran (1990) p 84. 
853 Settlement Agreement on the Case concerning the Aerial Incident of 3 July 1988 before the International Court of 
Justice, 9 February 1996. 
854 Schwartz, Overwhelmed by Technology (2001).  
855 Hammond, The ’Forgotten’ US Shootdown of Iranian Airliner (2017).  
856 Barry, Sea of Lies (1992).  
857 Excerpts from Report of ICAO Fact-Finding Investigation (1989) p 333. 
858 Excerpts from Report of ICAO Fact-Finding Investigation (1989) p 334. 
859 Excerpts from Report of ICAO Fact-Finding Investigation (1989) p 335. 
 

https://www.icj-cij.org/files/case-related/79/6629.pdf
https://www.icj-cij.org/files/case-related/79/6629.pdf
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Although many opposers of AWS regard these systems as evil technological advancements 
possible of making life and death decision, the USS Vincennes incident highlights that the man 
in loop concept only works if crews are properly trained in operating AWS in contested 
environments and understand how the system works in-depth and what sort of information 
can be reliably delivered by them. Sadly, the crew had gamed threatening scenarios for months 
before the incident, but have not anticipated the chance of ‘the harmless passage of a civilian 
airliner’ which undoubtedly ‘contributed to their misperceptions.’860 In this case, acting upon the 
raw data provided by the Aegis Combat System could have led to a whole different outcome of 
events, saving not only innocent lives but disgrace to the US Navy, not to mention the millions of 
dollars paid to the victims’ families. Although many factors contributed to the incident, 
unquestionably the most important one was human error. In this peculiar case, more autonomy 
might have helped to avoid the death of civilians. As Scharre notes, ‘just as automation could help 
shoot down incoming missiles in a saturation scenario, it could also help not fire at the wrong 
targets in an information-overloaded environment.’861 This tragedy also underlines that keeping a 
man in the loop is not a cure-all in scenarios where ‘it may be difficult to distinguish civilians and 
civilian objects from combatants and military objectives.’862 
 
  

                                                 
860 Chris Hables Grey, Postmodern War: The New Politics of Conflict, Routledge, 1997, p 67. 
861 Scharre, Army of None (2018) p 170. 
862 Schmitt, “Out of the Loop” (2013) pp 248-249. 
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V. THE RIGHT TO LIFE UNDER IHRL AND AWS 
 

1. A robot may not injure a human being or, 

through inaction, allow a human being to 

come to harm. 

2.  A robot must obey the orders given to it by 

human beings, except where such orders 

would conflict with the First Law. 

3. A robot must protect its own existence as long 

as such protection does not conflict with the 

First or Second Law. 

(Handbook of Robotics, 56th Edition, 2058 A.D.)863 
 
1. Introduction 
 

The addressees of both LOAC and human rights instruments are human beings and states. 
The most important and influential LOAC and human rights treaties are products of an era when 
the possible future application of weapons operating autonomously have entered neither 
(international) policy, nor technology. It is also a matter of ethics whether weapon systems can be 
empowered by human beings to make operational decisions that would result in civilians’ death. I 
believe among the human rights adherence to the right to life should be thoroughly examined as it 
may be breached by the deployment or use of AWS in times of armed conflict.  
 

2. LOAC and human rights 
 

The most important purposes of LOAC are to regulate the conduct of hostilities and to 
protect those who are not or no longer participating directly in hostilities (e.g. civilians, hors de 

combat, shipwrecked, PoW). While LOAC’s roots go back hundreds of years, Human Rights are 
relatively young in comparison. After the calamities of the two World Wars, the necessity and 
willingness to protect the rule of law864, democracy and peace permeated international policy and 
civil society alike. The atrocities experienced during World War II placed Human Rights and 
fundamental freedoms centre-stage and propelled discussions. The written history of international 
human rights protection started with the adoption of the UN Charter865 and continued inter alia 
with the Universal Declaration of Human Rights (UDHR),866 the European Convention on Human 

                                                 
863 Isaac Asimov, Runaround in: Astounding Science Fiction, March 1942. 
864 According to Lamm, the concept of the rule of law can be interpreted in different ways: (1) the formal concept can 
be described as a general requirement that law and legal system shall adhere to certain standards and (2) the substantial 
concept or interpretation places the emphasis onto the just and foreseeable nature of a legal system. In: Vanda Lamm, 
Adalékok a Rule of Law érvényesüléséről a nemzetközi jogban in JOG-ÁLLAM-POLITIKA, Jog- és 
Politikatudományi Folyóirat, I. évfolyam (2009) pp 3-4. 
865 United Nations, Charter of the United Nations, 24 October 1945, 1 UNTS XVI. 
866 UN General Assembly, Universal Declaration of Human Rights, 10 December 1948, 217 A (III). 
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Rights (ECHR),867 the International Covenant on Civil and Political Rights (ICCPR),868 and the 
American Convention on Human Rights (ACHR).869 These instruments were called into existence 
by the objective of guaranteeing the fundamental rights and freedoms of individuals’ vis-à-vis their 
respective government. 
 
3. Relationship between IHRL and LOAC 
 

Following the end of World War II, a simple division concerning which human rights are 
applicable during peacetime and LOAC prevails during hostilities was often asserted,870 although 
from the 1960s, the approach regarding the applicability of IHRL in armed conflict started to gain 
grounds. Nowadays, this division seems rather obsolete. For the assessment of the rather 
ambivalent relationship between LOAC and IHRL, different concepts have evolved. Whether a 
LOAC or IHRL instrument however, one needs to remember that according to the Vienna 
Convention on the Law of Treaties, the treaties in force are binding upon the parties to it and shall 
be performed by them in good faith.871 The applicability of the respective regimes is crucial as it 
will decide how and in what circumstances the use of force against a person is allowed.872  

 
3.1. The lex specialis concept 

 

Addressing the inherent and intrinsic conflict between the conduct of hostilities and the 
values protected by human rights (most importantly, the right to life), the International Court of 
Justice in its 1996 Advisory Opinion on Nuclear Weapons873 held that when assessing a death that 
occurred during hostilities, one would consult the rules applicable during armed conflicts (instead 
of the laws and regulations applicable in peacetime). 
 

‘The Court observes that the protection of the International Covenant of Civil and Political 
Rights does not cease in times of war, except by operation of Article 4 of the Covenant 
whereby certain provisions may be derogated from in a time of national emergency. Respect 
for the right to life is not, however, such a provision. In principle, the right not arbitrarily to 
be deprived of one's life applies also in hostilities. The test of what is an arbitrary 
deprivation of life, however, then falls to be determined by the applicable lex specialis, 
namely, the law applicable in armed conflict874 which is designed to regulate the conduct 
of hostilities. Thus whether a particular loss of life, through the use of a certain weapon in 

                                                 
867 Council of Europe, European Convention for the Protection of Human Rights and Fundamental Freedoms, 4 
November 1950. 
868 UN General Assembly, International Covenant on Civil and Political Rights, 16 December 1966, United Nations, 
Treaty Series, vol. 999, p. 171. 
869 Organization of American States (OAS), American Convention on Human Rights, "Pact of San Jose", Costa Rica, 
22 November 1969. 
870 NATO Legal Deskbook (2010) p 303.  
871 Article 26 of the VCLT (Pacta sunt servanda). 
872 According to Heyns, IHRL is a ‘much more restrictive’ regime with regards to the use of deadly force than LOAC. 
In: Christof Heyns, Human Rights and the use of Autonomous Weapons Systems (AWS) During Domestic Law 
Enforcement in Human Rights Quarterly 38 (2016) p 353. 
873 Nuclear Weapons [1996] ICJ Rep. 226. 
874 Emphasis added by the author. 
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warfare, is to be considered an arbitrary deprivation of life contrary to Article 6 of the 
Covenant, can only be decided by reference to the law applicable in armed conflict and not 
deduced from the terms of the Covenant itself.’875 
 

The general concept of lex generalis and lex specialis has been used in the 2004 Advisory 
Opinion on the Wall too.876 In the Wall, three potential cases have been identified: rights as 
exclusive matters of (1) International Humanitarian Law, of (2) Human Rights or (3) both. The 
Court has to consider both branches of International Law, ‘namely human rights law and, as lex 
specialis, international humanitarian law.’877 The judges found that the protection granted by 
Human Rights conventions applies in times of armed conflict, ‘save through the effect of 
provisions for derogation of the kind to be found in Article 4 of the International Covenant on 
Civil and Political Rights.’878  

 
Article 4 of the ICCPR may permit state parties to take measures derogating from their 

obligations under the Covenant ‘in time of public emergency which threatens the life of the nation.’ 
Derogations have to be officially proclaimed though; it is not implied by the fact that a state is 
taking part in an armed conflict. Parties to ICCPR may resort to derogation, but it is a right and 
not an obligation. Although both Advisory Opinions confirm the applicability of Human Rights 
during hostilities, the subsequent Wall seems to make a more general claim about lex generalis. 
This claim may not necessarily be helpful regarding the interpretation and development of the 
relationship between the two regimes. One year after the Advisory Opinion on the Wall, the ICJ 
had a chance to further elaborate on the relationship between Human Rights Law and LOAC, but 
the ICJ simply referred to the Wall without making any mention of lex specialis and again 
confirming the parallel application of the two regimes.879 
 

Among the international tribunals, the ICTY has touched upon the same subject in Kunarac 

et al and arrived to the conclusion that ‘notions developed in the field of human rights can be 
transposed in international humanitarian law only if they take into consideration the specificities 
of the latter body of law.’880 The Human Rights Committee seems to take a similar stance on the 

                                                 
875 Nuclear Weapons [1996] ICJ Rep. 226, para 25. 
876 Advisory Opinion on the Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, 
[2004] ICJ Rep. 136, para 106. 
877 Wall [2004] ICJ Rep. 136, para 106. 
878 Wall [2004] ICJ Rep. 136, para 106. 
879 Armed Activities on the Territory of the Congo (Democratic Republic of the Congo v. Uganda), Judgment, ICJ Rep 
[2005] 168, para 216. 
880 The Trial Chamber suggested to consider two crucial structural differences between these two bodies of law: ’(i) 
Firstly, the role and position of the state as an actor is completely different in both regimes. Human rights law is 
essentially born out of the abuses of the state over its citizens and out of the need to protect the latter from state-
organised or state-sponsored violence. Humanitarian law aims at placing restraints on the conduct of warfare so as to 
diminish its effects on the victims of the hostilities. In the human rights context, the state is the ultimate guarantor of 
the rights protected and has both duties and a responsibility for the observance of those rights. In the event that the 
state violates those rights or fails in its responsibility to protect the rights, it can be called to account and asked to take 
appropriate measures to put an end to the infringements. In the field of international humanitarian law, and in particular 
in the context of international prosecutions, the role of the state is, when it comes to accountability, peripheral […] 
International humanitarian law purports to apply equally to and expressly bind all parties to the armed conflict 
whereas, in contrast, human rights law generally applies to only one party, namely the state involved, and its agents 
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complementarity of LOAC and Human Rights Law. As stated by General Comment 29 on the 
States of Emergency,881 during international armed conflicts, LOAC will apply and ‘help, in 
addition to the provisions in article 4 and article 5, paragraph 1, of the Covenant, to prevent the 
abuse of a State’s emergency powers.’ Derogation from the Covenant in international armed 
conflicts is only allowed to the extent that the situation is threatening the life of the nation and it 
is ‘strictly required by the exigencies of the situation’ (article 4, paragraph 1).  
  

Based on the above opinions, judgments, and comment, it seems that accepting LOAC as 
lex specialis shall not be understood as dealing with two mutually exclusive regimes, rather it 
involves the complementary application of Human Rights.882 In 2001, the ARSIWA883 intended 
to articulate the elementary (customary) rules of IL concerning the responsibility of States for their 
internationally wrongful acts. According to its Article 55, the articles do not apply where and to 
the extent that the conditions for the existence of an internationally wrongful act or the content or 
implementation of the international responsibility of a State are governed by special rules of IL. 
The Commentary of ARSIWA specifies that for the maxim to apply it is not enough that the same 
subject matter is dealt with by two provisions; there must be some actual inconsistency between 
them, or else a discernible intention that one provision is to exclude the other.884 With regards to 
the application of LOAC and Human Rights in armed conflict situations however, the biggest 
challenge regarding LOAC violations is not the controversial relationship between the LOAC and 
Human Rights regimes but the lack of compliance with the existing law.  
 

3.2. The convergence theory 
 

According to the other (minority) concept, LOAC and Human Rights Law are not only 
coexisting, but also converging branches of law. This theory supports the assertion that Human 
Rights are included in the norms of LOAC and describes their relationship by ‘affirming an 
evolution towards a merger of both LOAC and HR.’885 This theory does not look supportable. 
Although the protected subjects and objectives of the systems are the same, a merger seems not 

                                                 
[…] (ii) […] In the field of international human rights, the respondent is the state. Structurally, this has been expressed 
by the fact that human rights law establishes lists of protected rights whereas international criminal law establishes 
lists of offences.’ International Criminal Tribunal for the former Yugoslavia (ICTY), Prosecutor v. Drgoljub Kunarac, 

Radomir Kovac and Zoran Vukovic, (IT-96-23 & 23/1) Trial Chamber Judgment of 22 February 2001, paras 470 and 
471. 
881 Human Rights Committee, General Comment 29, States of Emergency (Article 4), U.N. Doc.  
CCPR/C/21/Rev.1/Add.11 (2001). 
882 On the subject see generally Françoise J. Hampson, The relationship between international humanitarian law and 
human rights law from the perspective of a human rights treaty body in International Review of the Red Cross Volume 
90, Number 871, September 2008. 
883 Articles on State Responsibility for Internationally Wrongful Acts with commentaries (ARSIWA), Text adopted 
by the International Law Commission at its fifty-third session, in 2001, and submitted to the General Assembly as a 
part of the Commission’s report covering the work of that session (A/56/10). 
http://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf 
884 ARSIWA (2001) p 140. 
885 NATO Legal Deskbook (2010) p 304; see also Kenneth Watkin, Controlling the Use of Force: A Role for Human 
Rights Norms in Contemporary Armed Conflict in 98 The American Journal of International Law, No. 1 (2004), p 10 
and Hans-Joachim Heintze, On the relationship between human rights law protection and international humanitarian 
law in 86 International Review of the Red Cross No. 856 (2004) p 794. 
 

http://legal.un.org/ilc/texts/instruments/english/commentaries/9_6_2001.pdf
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just too ambitious but also unfeasible as it does not take into account that generally the two legal 
systems regulate very different situations (peace-time and armed conflict). I believe that regarding 
IHRL as solely a peace-time regime has become outdated. Yet, in armed conflict, upholding the 
exact same protection of rights, although desired, is simply not possible. Furthermore, Human 
Rights instruments are working with general terms that are filled with substantive rules, inter alia, 
by the provisions of LOAC. Therefore, LOAC must continue to be much more detailed than 
Human Rights instruments. 
 

3.3. Application of human rights in international armed conflicts 
 

LOAC documents are largely built on the norms of IHRL and contain many provisions of 
human rights nature.886 One of the cardinal questions regarding the relationship of LOAC and 
IHRL is the applicability of human rights in armed conflict. Regarding the territorial scope of the 
treaties, the VCLT lays down the main rule that treaties are binding upon each party in respect of 
their entire territories.887 According to Article 2, paragraph 1 of the ICCPR, State Parties agree to 
ensure to all individuals within their territory and subject to their jurisdiction the rights recognized 
in the Covenant, without any kind of distinction. Similarly, Article 1 of the ECHR also does not 
allow for extra-territorial jurisdiction (parties shall secure the rights and freedoms defined in the 
Convention to everyone within their jurisdiction). In case of ECHR, however, the jurisprudence 
of the European Court of Human Rights (ECtHR) developed exceptions when jurisdiction is not 
limited to the concerning state’s territory, i.e. extra-territorial application is possible in case of 
effective control of an area as well as in case of state agent authority and control.888 (Article 1 of 
the ACHR lays down the obligation for state parties to respect the rights and freedoms recognized 
in the Convention and to ensure to every person subject to their jurisdiction the free exercise of 
those rights. Article 26 however goes beyond the field of IHRL889 when it orders states to adopt 
measures in order to achieve progressively, ‘by legislation or other appropriate means, the full 
realization of the rights implicit in the economic, social, educational, scientific, and cultural 
standards set forth in the Charter of the Organization of American States.’)  

 
It is interesting to speculate if the Court is prepared to apply LOAC when deciding the 

cases. Judges of ECtHR are more likely to be experts of Human Rights Law than LOAC. At the 
same time, the Court is bound by the ECHR in addition to the relevant international law (treaty 
law and customary law). Although the Court can apply LOAC,890 no case law exists yet on 
                                                 
886 Tamás Lattmann, Norbert Tóth, Balázs Vizi, International Protection of Human Rights (Lattmann Tamás, Balázs 
Vizi eds.) Nemzeti Közszolgálati Egyetem Nemzetközi Intézet, Budapest, 2014, p 166. 
887 Article 29 of VCLT (Territorial scope of treaties) 
888 See the concerning case law of ECtHR, for example Loizidou v Turkey (Application no. 15318/89) Judgment of 23 
March 1995; Banković and Others v Belgium and Others (Application no. 52207/99), Grand Chamber Decision as to 
the Admissibility of Application, 12 December 2001, Jaloud v The Netherlands (Application no. 47708/08), Judgment 
of 20 November 2014; Al-Skeini v United Kingdom (Application no. 55721/07) Judgment of 7 July 2011; Issa and 

Others v Turkey (Application no. 31821/96) Judgment of 16 November 2004, Medvedyev and Others v France 
(Application no. 3394/03) Judgment of 29 March 2010. 
889 Gábor Kajtár, Gábor Kecskés, Az emberi jogok védelmének amerikaközi rendszere in: Emberi Jogi Enciklopédia 
(ed. Vanda Lamm), HVG Orac, 2018, pp 196-202. 
890 In Sargsyan v. Azerbaijan (Application no. 40167/06), Judgment of 16 June 2015, the Court noted that ’ […] under 
international law (in particular Article 42 of the 1907 Hague Regulations) a territory is considered occupied when it 
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violations of LOAC involving AWS.  It may be interesting to see how future cases will be dealt 
with when states did not purport to derogation under Article 15,891 i.e. when they determine no 
armed conflict exists or they consciously chose not to derogate. The Court has to determine in the 
future whether it can apply LOAC in cases where, according to states, there is no ongoing armed 
conflict. In case of no express derogation from ECHR, the lawfulness of actions should be assessed 
on the basis of the rights afforded by the human rights conventions. 
 

It is important to use a systematic approach when examining the applicability of human 
rights during the conduct of hostilities and the relationship between the two branches. A parallel 
application raises the question whether violations of LOAC (intentionally targeting civilians, 
disproportionate attacks causing excessive injuries and damage) also constitute a violation of the 
right to life under IHRL. I believe that this question should be answered in the positive. In this 
regard, the regimes are similar in their objectives and protected values (life and safety), as well as 
in their non-discriminatory nature. In addition, the results of these violations under both regimes 
are the same or at least similar in nature (death and injury of civilians, damage in civilian objects). 
 

Notwithstanding the above, I am of the opinion that the question of the overall application 
of human rights in armed conflict is vague and complicated. It shall also be part of the assessment 
whether human rights apply de facto (by a discretionary decision of states) or there is a legal 
requirement to apply them (de jure application). To this end, Bethlehem is proposing a provision-
specific analysis to focus on specifics in order to check whether particular IHRL provisions are 
‘amenable to reasonable application in armed conflict.’892 This would bypass the question of de 

jure application of Human Rights Law allowing for the separate assessment of ‘whether, even if 
such principles do not apply de jure, there may be broad support for their application as a matter 
of discretion.’893  
 

As here the subject of scrutiny is the use of AWS during hostilities, the scope of applicable 
human rights will be limited to the right to life as it may be violated as a consequence of deploying 
or using AWS in the conduct of hostilities. Although other rights enshrined in Human Rights 
instruments may also be relevant to armed conflict,894 in this dissertation, they will not be studied. 
 

                                                 
is actually placed under the authority of a hostile army, “actual authority” being widely considered as translating to 
effective control and requiring such elements as presence of foreign troops, which are in a position to exercise effective 
control without the consent of the sovereign (see paragraph 94 above). On the basis of all the material before it and 
having regard to the above establishment of facts, the Court finds that Gulistan is not occupied by or under the effective 
control of foreign forces as this would require a presence of foreign troops in Gulistan’ (para 144). 
891 According to Article 15 (3) of ECHR, Any High Contracting Party availing itself of this right of derogation shall 
keep the Secretary General of the Council of Europe fully informed of the measures which it has taken and the reasons 
therefor. It shall also inform the Secretary General of the Council of Europe when such measures have ceased to 
operate and the provisions of the Convention are again being fully executed.  
892 Daniel Bethlehem, The Relationship between International Humanitarian Law and Human Rights Law in Situations 
of Armed Conflict, in: 2 (2) Cambridge Journal of International and Comparative Law 180 (2013) p 187. 
893 Bethlehem, The Relationship between International Humanitarian Law and Human Rights Law (2013) p 187. 
894 E.g. prohibition of torture, right to liberty and security, right to respect for private and family life. 
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Notwithstanding the overlaps895 and close link of the two regimes, scholarly writings seem 
to support the distinction of the two legal systems and the application of Human Rights in times 
of armed conflict. According to Meron, ‘human rights law, or at a minimum its non-derogable 
core, continues to apply in times of armed conflict, gaps in protection under the law of war can be 
filled in some circumstances.’896 Although the body of LOAC contains inter alia ‘norms protecting 
human rights,’897 these are not to be mistaken for human rights applicable in peacetime. Solis 
makes a clear distinction between Human Rights Law and LOAC. While IHRL is characterized 
by general principles, state responsibility, as well as rights enjoyed by all and the possibility of 
state derogation, LOAC typically contains specific provisions, allows for both individual and state 
responsibility, accords protection for specific statuses and does not permit derogation.898 Lattmann 
expresses a similar viewpoint, stating that the two regimes shall be seen as two separate fields with 
significant overlaps as this approach would solve the issue of those provisions of one regime that 
cannot be fit into the normative system of the other. He also underlines the necessity of case-by-
case examination of alleged breaches.899 

 
It can be also added that IHRL exist on different planes: national, regional and universal, 

whereas LOAC can be called international in nature based on the number of ratifying states 
regarding the Geneva Conventions and the Additional Protocols, as well as on the recognition of 
its generally applicable principles. Although it may be unrealistic and dangerous to say that IHRL 
applies identically in armed conflicts, the majority view holds that they apply in a complementary 
manner,900 with IHRL supplementing LOAC.901 Henderson suggests in this regard that both LOAC 
and IHRL are applicable during armed conflict. However, noting that in certain circumstances 
IHRL will be interpreted through the applicable rules of LOAC but in most cases it will be LOAC 
‘that provides the tests against which violations of human rights are to be judged. In other words, 
IHL is the lex specialis.’902 Why this question of application is so relevant with regards to the use 
of AWS is pointed out by Hakimi, according to whom LOAC and Human Rights Law may apply 
concurrently in armed conflicts, ‘but states presumably have more authority to target […] if both 
regimes apply than if only HRL applies.’903 
 

The above directions of the debate provide the framework in which the respect of the right 
to life during times of international armed conflicts will be studied.  

                                                 
895 See for example Louise Doswald-Beck, The right to life in armed conflict: does international humanitarian law 
provide all the answers? in International Review of the Red Cross, Volume 88, Number 864, December 2006, p 898. 
896 Theodor Meron, The Humanization of Humanitarian Law, in: 94 American Journal of International Law 239 (2000) 
p 267. 
897 Dinstein, The Conduct of Hostilities (2016) p 28.   
898 Solis, The Law of Armed Conflict (2016) p 30. 
899 Tamás Lattmann, Emberi jogok a humanitárius jogi előírásokban – Közeledés vagy távolságtartás? In: Jogi 
Tanulmányok, 2010, p 314. https://core.ac.uk/reader/159317707  
900 Solis points out however that the ’American (and Israeli) positions have long been that HRL does not, or should 

not, apply in the jus in bello.’ In: Solis, The Law of Armed Conflict (2016) p 25. 
901 For more on the relationship between LOAC and Human Rights see the ICRC Handbook on International Rules 
Governing Military Operations (2013). 
902 Henderson, The Contemporary Law of Attack (2009) pp 33-34. 
903 Monica Hakimi, A Functional Approach to Targeting and Detention, 110 Michigan Law Review 1365 (2012) p 
1374. 
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3.4. The right to life 
 

In order to assess whether the right to life under IHRL is applicable in armed conflicts, one 
has to examine the concepts existing under Human Rights Law and LOAC. Based upon those 
concepts, then find out whether the conventional right to life exists in LOAC (as can be deducted 
from the terms used) or a similar concept can be found in the Convention or in the Protocols 
(bearing in mind that LOAC will always provide us with more detailed rules).  
 

3.4.1. The concept of the right to life under the IHRL regime 
 

‘The right to life is the bedrock of international human rights law.’904 Under Article 3 of 
UDHR, everyone has the right to life, liberty and security of person and under Article 6, paragraph 
1 of ICCPR, every human being has the inherent right to life and no one shall be arbitrarily 

deprived of his life. This implies that depriving someone of his life is allowed in a non-arbitrary 
fashion (for example in time of armed conflicts in compliance with LOAC). On the regional level, 
the ECHR also contains provisions on derogation from Human Rights in time of emergency,905 
although as a main rule, no derogation can be permitted from Article 2 (right to life), ‘except in 
respect of deaths resulting from lawful acts of war.’906 Melzer concludes in this regard that ‘the 
consistent protection of individuals against arbitrary deprivation of life in existing human rights 
treaties as well as in international humanitarian law strongly suggests that this right has attained 
customary nature.’907  

 
The right to life is one of the most basic values of democratic societies, which entails both 

positive and negative obligations. The positive obligations of states include taking ‘appropriate 
steps to safeguard the lives of those within their jurisdiction, in particular by putting in place 
effective criminal-law provisions backed up by law-enforcement machinery.’908 The procedural 
aspects of states’ above positive obligations include the duty ‘to investigate deaths that may have 
occurred in breach of the Convention.’909 
 

The sanctity of life is a core value protected in peace-time (in the Human Rights Law 
regime) as an absolute right and in times of armed conflicts as a right limited by certain LOAC 
provisions and customary rules (e.g. the provisions regarding collateral damage and 
proportionality). But the peacetime pacifism cannot prevail during armed conflicts where the use 
of deadly force is inherent to the conduct of hostilities. Upon the breakout of hostilities, jus in bello 

                                                 
904 Docherty, Shaking the Foundations (2014) p 8.  
905 Article 15 (1)-(3) of ECHR. 
906 Article 15 (2) of ECHR. 
907 Nils Melzer, Human Rights Implications of the Usage of Drones and Unmanned Robots in Warfare, European 
Parliament, Directorate-General for External Policies, Policy Department Study, 2013, p 18. 
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/410220/EXPO-DROI_ET(2013)410220_EN.pdf 
908 European Court of Human Rights, Press Unit, Factsheet – Right to life, June 2013, p 3. 
http://www.echr.coe.int/Documents/FS_Life_ENG.pdf  
909 ECtHR, Factsheet – Right to life (2013) p 4.  
 

http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/410220/EXPO-DROI_ET(2013)410220_EN.pdf
http://www.echr.coe.int/Documents/FS_Life_ENG.pdf
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i.e. the normative framework of LOAC is triggered and therefore, the absolute nature of the right 
to life may be curbed.  
 

3.4.2. Translating the right to life into the language of LOAC  
 

The notion of arbitrary deprivation of life is not used in LOAC, instead the LOAC regime 
applies the unlawful killing or unlawful death concepts. To connect the two concepts, the ICRC 
inserted the arbitrary deprivation of the right to life into its collection of customary rules (Rule 89. 
Violence to Life).910 It reads that ‘the prohibition of “arbitrary deprivation of the right to life” 
under human rights law […] also encompasses unlawful killing in the conduct of hostilities, 
i.e., the killing of civilians and persons hors de combat not in the power of a party to the 
conflict not justified under the rules on the conduct of hostilities.’ This certainly includes the 
death of civilians as a result of violating distinction, proportionality and precaution.  

 
Generally, the determination of a possible violation of the right to life (guaranteed by 

IHRL) shall happen only with reference to the LOAC concept of arbitrary deprivation of life.911 
Apart from unlawfully killing civilians using AWS, a further (slightly forced) example of unlawful 
killing would be to resort to perfidy, i.e. when AWS are used feigning protected status (e.g. by use 
of signs, emblems on the platform).912  
 

3.4.3. The protection afforded by LOAC 
 

LOAC contains certain limitation for the application of deadly force. The most important 
rules are contained in Article 35 (1) and Article 36 of Additional Protocol I. These provide the 
most important limitations regarding the methods and means of warfare (limiting the Parties’ right 
to choose any methods or means of warfare and imposing an obligation on them to determine (in 
the development or adoption of a new weapon, means or method of warfare) whether its 
employment would, in some or all circumstances, be prohibited by Additional Protocol I or any 
other rule of international law). It also has to be assessed whether the deployment of AWS can 
adhere to the principles of LOAC (distinction, humanity, military necessity and proportionality).  

 
Only those weapons can be regarded inherently unlawful (illegal) which by their design, 

intended use, etc. are not able to meet the criteria implied by LOAC (weapons causing superfluous 

                                                 
910 Henckaerts, Customary International Humanitarian Law, Volume I (2005) Rule 89, p 313. 
911 ‘The Court observes that the protection of the International Covenant of Civil and Political Rights does not cease 
in times of war, except by operation of Article 4 of the Covenant whereby certain provisions may be derogated from 
in a time of national emergency. Respect for the right to life is not, however, such a provision. In principle, the right 
not arbitrarily to be deprived of one's life applies also in hostilities. The test of what is an arbitrary deprivation of life, 
however, then falls to be determined by the applicable lex specialis, namely, the law applicable in armed conflict 
which is designed to regulate the conduct of hostilities. Thus whether a particular loss of life, through the use of a 
certain weapon in warfare, is to be considered an arbitrary deprivation of life contrary to Article 6 of the Covenant, 
can only be decided by reference to the law applicable in armed conflict and not deduced from the terms of the 
Covenant itself.’ In: Nuclear Weapons [1996] ICJ Reports 226, para 25. 
912 For the definition of perfidy, see Article 37 (1) of Additional Protocol I. 
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injury or unnecessary suffering,913 indiscriminate weapons that cannot be directed against 
combatants914 and weapons with such effects that cannot be contained915). Regarding AWS, it is 
hard to imagine not to meet these criteria. The problem in their case does not lie in their 
autonomous nature as such, but in the manner in which they are used. (The Commentary of 
Additional Protocol I however makes it clear that when seeking compliance with Article 36, only 
the intended normal use is to be taken into consideration, not the possible cases of misuse or 
abuse.916) Therefore, the right question to ask is whether AWS per se or using AWS in a certain 
fashion amount to unlawful killing. Bearing in mind the possibility of claiming any remedies, this 
unlawful death has been ‘translated’ as arbitrary deprivation of life for the purposes of Human 
Rights Law.  
 

In the ongoing debate about AWS, two major opinions seem to be crystallized. According 
to the most often cited views promoting respect for the right to life and dignity (calling 
governments to expand deliberation on the subject), 917 a pre-emptive ban should be imposed on 
AWS and national laws and international binding instruments shall be adopted to ‘establish 
prohibitions on the development, production, and use of fully autonomous weapons.’918 The 
supporters of this view use several arguments against the use of such weapons inter alia the 
inability to adhere to the principles of LOAC, the violation of the right to life, the lack of 
accountability and the infringement of the right to human dignity. The former United Nations 
Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, Christof Heyns’ main 
concern was in this regard that ‘it could be an inherently arbitrary deprivation of the right to life 
if the decision to use deadly force is delegated to machines.’919 A similar opinion is expressed by 
Mokoena on the basis that AWS lack the ability of human-like reasoning and without human 
judgment or control, no reasonable decision-making is possible. 920 

 
Another group of scholarly writers and researcher do not support the idea of a pre-emptive 

ban regarding AWS on the basis that existing rules of LOAC already limit the development and 

                                                 
913 Article 35 (2) Additional Protocol I. 
914 Article 51 (4) b. Additional Protocol I. 
915 Article 51 (4) c. Additional Protocol I. 
916 Commentary (1987) para 1469. 
917 Human Rights Watch https://www.hrw.org/topic/arms; Campaign to Stop Killer Robots 
https://www.stopkillerrobots.org/; International Committee for Robot Arms Control 
https://icrac.net/2014/06/banning-lethal-autonomous-weapon-systems-laws-the-way-forward/; Article 36 
http://www.article36.org/issue/autonomous-weapons/ 
918 Bonnie Docherty, Making the Case - The Dangers of Killer Robots and the Need for a Preemptive Ban, Human 
Rights Watch, 9 December 2016. https://www.hrw.org/report/2016/12/09/making-case/dangers-killer-robots-and-
need-preemptive-ban   
919 Christof Heyns, Autonomous weapons systems: living a dignified life and dying a dignified death in Autonomous 
Weapons Systems (Nehal Bhuta, Susanne Beck, Robin Geiß, Hin-Yan Liu and Claus Kreß eds.) Cambridge University 
Press, 2016, p 10. 
920 Moses Aubrey Mokoena, Investigating the regulation of autonomous weapon systems under the existing provisions 
of International Law of Occupation, 2015, p 34.  
https://repository.up.ac.za/bitstream/handle/2263/53161/Mokoena_Investigating_2016.pdf?sequence=1&isAllowed
=y  
 

https://www.hrw.org/topic/arms
https://www.stopkillerrobots.org/
https://icrac.net/2014/06/banning-lethal-autonomous-weapon-systems-laws-the-way-forward/
https://www.hrw.org/report/2016/12/09/making-case/dangers-killer-robots-and-need-preemptive-ban
https://www.hrw.org/report/2016/12/09/making-case/dangers-killer-robots-and-need-preemptive-ban
https://repository.up.ac.za/bitstream/handle/2263/53161/Mokoena_Investigating_2016.pdf?sequence=1&isAllowed=y
https://repository.up.ac.za/bitstream/handle/2263/53161/Mokoena_Investigating_2016.pdf?sequence=1&isAllowed=y
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use of unlawful weapons921 (and thereby support respect for the right to life). Notwithstanding the 
overlap between Human Rights Law and LOAC with regards to the same protected value (civilian 
life), there is an inherent contradiction between the two systems: Human Rights Law attributes the 
right to life an absolute nature (with the possibility of derogation in certain situations), whereas 
LOAC recognizes the inherent necessity of lawful killing as a natural characteristic of warfare. 
‘Unlike human rights law, the law of war allows […] the killing and wounding of innocent human 
beings not directly participating in an armed conflict, such as civilian victims of lawful collateral 
damage. […] As long as rules of the game are observed, it is permissible [in armed conflict] to 
cause suffering, deprivation of freedom, and death.’922 (Interestingly, Dinstein explains this 
‘egregious digression from human rights law’ by the lex specialis character of LOAC.923) 
 

3.4.4. Case law 
 

There is one important case concerning the right to life in armed conflict, which is the 
ECtHR Grand Chambers decision in Banković et al.924 At the heart of the case lies the question 
whether the relatives of those deceased as a result of the NATO bombing of the Radio Televizije 
Srbije (Radio-Television Serbia, RTS) headquarters in Belgrade as part of NATO’s air strikes 
against the Federal Republic of Yugoslavia (FRY) during the Kosovo conflict (an extraterritorial 
act) on 23 April 1999 could still fall within the jurisdiction of the respondent states. In the case, 
the Court was satisfied that the jurisdictional competence of a state is primarily territorial 
(according the ordinary meaning of Article 1 of the Convention) and the suggested bases of 
extraterritorial jurisdiction (‘including nationality, flag, diplomatic and consular relations, effect, 
protection, passive personality and universality’) are defined and limited by the sovereign 
territorial right of the other relevant states (para 59). The Court opined that a state can exercise 
jurisdiction on the territory of another state with the latter’s consent, invitation or acquiescence, 
unless the former is an occupying state (para 60). In Banković, the applicants suggested that Article 
15 of the Convention (derogation) covers armed conflicts as well (outside the territory of the 
contracting state).  

 
The Court found however, that Article 15 shall be read subject to the jurisdiction limitation 

in Article 1 (para 63). The Court’s case law demonstrates that its recognition of extraterritorial 
jurisdiction by a state is exceptional: ‘it has done so when the respondent State, through the 
effective control of the relevant territory and its inhabitants abroad as a consequence of military 
occupation or through the consent, invitation or acquiescence of the Government of that territory, 
exercises all or some of the public powers normally to be exercised by that Government’ (para 
71). The Court also added that other instances of extraterritorial jurisdiction by a state include 
cases concerning the activities of its diplomatic or consular agents abroad and on board aircraft 

                                                 
921 See for example Schmitt, „Out of the Loop” (2013); John Yoo, Embracing the Machines: Rationalist War and New 
Weapons Technologies, in: 105 California Law Review 101 (2017). 
922 Meron, The Humanization of Humanitarian Law (2000) p 240. 
923 Dinstein, The Conduct of Hostilities (2016) p 32. 
924 European Court of Human Rights, Grand Chamber Decision as to the Admissibility of Application no. 52207/99 
by Vlastimir and Borka Banković, Živana Stojanović, Mirjana Stoimenovski, Dragana Joksimović and Dragan 
Suković against Belgium, the Czech Republic, Denmark, France, Germany, Greece, Hungary, Iceland, Italy, 
Luxembourg, the Netherlands, Norway, Poland, Portugal, Spain, Turkey and the United Kingdom, 12 December 2001. 
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and vessels registered in that state, but not cases of taking control of the airspace even if it is limited 
in scope (para 73). The Court concluded that there was no ’jurisdictional link between the persons 
who were victims of the act complained of and the respondent States’ (para 82). 

 
3.5. Conclusions 

 
Notwithstanding the differences in the protected values, applicability, and terminology 

between LOAC and Human Rights Law, there seems to be no inherent contradiction between their 
respective provisions regarding the right to life and the right to human dignity. There is a definite 
overlap between the provisions of HRL and LOAC with the latter being more detailed and context-
specific (as opposed to the general principles of HRL). In order to ensure the maximum available 
protection afforded by both branches of International Law, Human Rights Law should be seen as 
supplementing LOAC provisions for the purposes of adequate application. For this to materialize 
however, hierarchy and interpretation should be agreed upon. According to the ARSIWA,925 an 
‘actual inconsistency’ or a ‘discernible intention that one provision is to exclude the other’ is 
required, and it is not entirely clear how LOAC as lex specialis bypass or modifies Human Rights 
Law for the purpose of consequent application.  
 

Recognizing the intertwining and interacting nature of LOAC and Human Rights Law, 
Bethlehem suggests ‘considering both LOAC and HRL as special bodies of law that properly apply 
in situations in which the rights of persons are engaged.’926 Solis is representing the more accepted 
concept, according to which ‘human rights law, European scholars and publicist hold, always 
applies, hand in hand with LOAC on the battlefield.’927 I believe that the focus should be on the 
complementarity of the two regimes: in case LOAC is silent on a question, the applicability of 
Human Rights Law does not seem problematic, and in cases of overlap, LOAC should prevail 
being reinforced by the relevant HRL principles.  
 

I believe the violation of the right to life shall be assessed under LOAC as unlawful killing. 
Unlawful killing can indeed be ‘committed’ by an AWS. In case of man in the loop weapons, an 
AWS is clearly instrumental, and target engagement is controlled by the operator. However, an 
AWS has to ‘pass’ multiple tests before being included in a state’s weapon arsenal including that 
of Article 36 the provisions of Weapons Law in order to ensure that the weapon is not unlawful 
per se. Considering an AWS lawful as it is, only its application in a particular way may violate 
LOAC and result in unlawful killing (e.g. deploying an AWS designed to desert warfare in close-
in urban warfare where it cannot comply with the principle of distinction and thereby cause death 
or personal injury excessive compared to the anticipated military advantage). This only underlines 
the responsibility of the commander to ensure the AWS’s adequate application (in light of the 
circumstances, and operational environment).  
 

  

                                                 
925 ARSIWA (2001) p 140. 
926 Bethlehem, The Relationship between International Humanitarian Law and Human Rights Law (2013) p 194. 
927 Solis, The Law of Armed Conflict (2016) p 26. 
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VI. RESPONSIBILITY 
 
1. State responsibility for LOAC violations under international law 
 

There are three main types of responsibility: individual responsibility (including the 
individual responsibility of a person and command responsibility), state responsibility, and the 
responsibility of international organizations for internationally wrongful acts.928 Out of these, the 
dissertation concerns individual and state responsibility. Under the latter, the ARSIWA seek to 
formulate the basic rules of international law concerning the responsibility of States for their 

internationally wrongful acts.929 A state as an abstract entity cannot violate LOAC, any breaches 
under ARSIWA (internationally wrongful acts) can be committed only by the organs of a state or 
by persons ‘empowered to exercise elements of the governmental authority’ – in this case, their 
conduct shall be considered the act of the state, even if the act exceeds the authority given by the 
state or otherwise contravenes state instruction.930 This is called the ultra vires acts of state organs. 
The direct connection between a state (its government) and its armed forces is undeniable, 
therefore, the conduct of the members of the armed forces can be attributable to the state. (It is 
also important to differentiate between state responsibility and state liability. According to 
Kecskés,931 responsibility ‘postulates the wrongful act of a state’, where liabilities for injuries are 
connected to lawful acts.) 

 
According to the Commentary to Article 1,932 ‘an internationally wrongful act of a State 

may consist of one or more actions or omissions or a combination of both.’933 Article 31 (1) sets 
forth that the responsible State is under an obligation to make full reparation for the injury934 
caused by the internationally wrongful act. Based on the above, the actions of a combatant, 
operator or commander can be attributed to a state. Under Article 8, the conduct of a person is to 
be considered that of the State’s under international law if the person is ‘in fact acting on the 
instructions of, or under the direction or control of, that State in carrying out the conduct.’ This 
rule however changes when acts are committed in the context of armed conflict. When a state is 
responsible for an internationally wrongful act, it has an obligation to cease the act (cessatio) or 
offer assurances and guarantees of non-repetition.935 
 

                                                 
928 See generally the Articles on The Responsibility of International Organizations adopted by the International Law 
Commission in 2011 (Report of the International Law Commission, Sixty-third session (26 April-3 June and 4 July-
12 August 2011), General Assembly Official Records Sixty-sixth session, Supplement No. 10 (A/66/10)). 
929 ARSIWA p 31. 
930 Article 7 of ARSIWA. 
931 Gábor Kecskés, The Concepts of State Responsibility and Liability in Nuclear Law in: ACTA JURIDICA 
HUNGARICA, Akadémiai Kiadó, Budapest 49, No 2 (2008) p 223. 
932 ‘Article 1. Every internationally wrongful act of a State entails the international responsibility of that State.’ 
933 Under Article 2 of ARSIWA, an internationally wrongful act of a state (action or omission) shall be (1) attributable 
to that state and shall (2) constitute a breach of an international obligation of the state. Considering the almost universal 
membership of Additional Protocol I and the customary nature of the Conventions and most of the Protocol, 
compliance with the rules of LOAC is an international obligation of states. 
934 Injury includes any damage, whether material or moral, caused by the internationally wrongful act of a State 
(Article 1 (2) of ARSIWA). 
935 Article 30 of ARSIWA. 
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According to common Article 1 of the Geneva Conventions, parties undertake to respect 

and to ensure respect for the Convention in all circumstances. This provision may also be regarded 
as basis for state responsibility although its scope of application is narrower: the obligation applies 
in respect of other states party to Geneva Conventions. The wording ‘respect and ensure respect’ 
seems to indicate a stronger form of responsibility than that under Article 1 of ARSIWA (an 
internationally wrongful act of a State entails the international responsibility of that State), without 
the possibility of claiming to have committed the violation by acting recklessly. Thereby the act 
cannot be excused by referring to the lack of direct intention. I do not intend to analyze in-depth 
state responsibility, I merely intended to point out common Article 1 not only enables states to 
control the conduct of its bodies and persons acting on behalf of it but it is also a responsibility 
(‘to ensure respect’). Not adhering to this obligation may entail the responsibility of the state under 
International Law.  
 

I believe that the concept of state responsibility under ARSIWA and LOAC cannot provide 
meaningful accountability. It is questionable how willing governments would be to enter into any 
discussion, negotiation or dispute settlement regarding claims arising from the use of AWS as the 
development and deployment of such weapons (not to mention their design and specification) may 
not be an information they want to disclose. Furthermore, in cases of covert operations, the lack 
of political acceptability may be another issue states could face. It has to be carefully measured by 
governments and military commanders alike whether anticipated benefits of resorting to AWS 
overweigh the possible loss of support in case things go wrong in the operational theatre.  
 

As established, AWS are not addressees of LOAC and clearly, they are not organs of a 
state or state agents either. With regards to AWS, the persons whose actions will be attributable to 
a state is probably the commander deciding on its use and its operator. Riepl suggests accepting 
the reality that no criminal accountability can be attributed to persons involved in the deployment 
(as they are not the ones pulling the trigger), and only states can be held accountable under the 
framework of state responsibility, or as an alternative solution, he recommends adopting laws 
allowing for a negligence liability in ICL.936 
 

Under IL, a state would be held responsible for LOAC violations (an internationally 
wrongful act) committed by members of its armed forces. The ICRC adds that a state would also 
be held responsible ‘if it were to use an autonomous weapon system that it has not, or has 
inadequately, been tested or reviewed prior to deployment.’937 We should complement this picture 
with the ultra vires rule found in Article 7 and would involve the obligation of cessation and 
making full reparation under Article 31.938  

                                                 
936 Michael Kurt Riepl, War crimes without criminal accountability? The case of Active Protection Systems, 1 June 
2016. http://blogs.icrc.org/law-and-policy/2016/06/01/war-crimes-without-criminal-accountability-case-active-
protection-systems/ 
937 Convention on Certain Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons 
Systems (LAWS) 11-15 April 2016, Geneva Views of the International Committee of the Red Cross (ICRC) on 
autonomous weapon system, 11 April 2016, p 5. https://www.icrc.org/en/document/views-icrc-autonomous-weapon-
system  
938 ‘Article 31 Reparation  
 

http://blogs.icrc.org/law-and-policy/2016/06/01/war-crimes-without-criminal-accountability-case-active-protection-systems/
http://blogs.icrc.org/law-and-policy/2016/06/01/war-crimes-without-criminal-accountability-case-active-protection-systems/
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
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2. Individual responsibility for LOAC violations 
 

2.1. Introduction 
 

ICL as part of IL describes the rules of direct responsibility of an individual, but since 
generally the subject of IL are states, regarding a serious breach of IL, it should be carefully 
assessed whether and in what degree the responsibility of the state and that of the individual is 
connected.939 Or to turn it around: individual responsibility has a different legal base than that of 
state responsibility as it is mostly based on ICL. LOAC and ICL are closely connected, as LOAC 
provides the primary rules regarding war crimes, and in case they are breached, the individual’s 
criminal responsibility can be established by the secondary rules, i.e. ICL.940 

 
Individual responsibility entails two different types of responsibility: that of an individual 

(for example a combatant or weapon system operator) and that of the commander (command 
responsibility). The latter can be indirect when an individual commits a violation of LOAC and 
commander is not exercising sufficient oversight over the person responsible for carrying out his 
orders. In case of an AWS, this is definitely complicated by the fact that an AWS cannot be 
regarded as a person responsible for following the orders of a commander. When the commander 
is committing or ordering the violation, he will answer under individual responsibility, not 
command responsibility. With regards to direct command responsibility, if it is not the commander 
programming the AWS, the fact that he can change the programming may be crucial to finding 
him responsible. (Furthermore, as Kirs notes, a perpetrator does not have to be under the direct 

command of the military commander in question.941) 
 

Members of armed forces are primarily subjected to their respective nation’s criminal 
jurisdiction942 in case of committing any war crime. States shall ensure to enact the necessary 
legislation with penal sanctions in place in order to bring those who have committed grave 
breaches943 of the Conventions to justice. The Geneva Conventions however provides for universal 

jurisdiction too, i.e. any state shall exercise jurisdiction over the alleged perpetrators (regardless 
of the nationality of the violator and the place where the acts were committed) in case of grave 

                                                 
1. The responsible State is under an obligation to make full reparation for the injury caused by the internationally 
wrongful act.  
2. Injury includes any damage, whether material or moral, caused by the internationally wrongful act of a State.’ 
939 Tamás Vince Ádány, A Nemzetközi Büntetőbíróság joghatósága; Előzmények, tendenciák és előfeltételek in: 
Doktori értekezések 8, Pázmány Press, Budapest, 2014, p 49. 
940 Tamás Hoffmann, A Jugoszlávia Törvényszék szerepe a humanitárius nemzetközi jog fejlődésében in: Emlékkötet 
Herczegh Géza születésének 85. évfordulójára, A ius in bello fejlődése és mai problémai (ed. Zsuzsanna Csapó), Pécs, 
2013, p 70. 
941 Eszter Kirs, Tettesek és bűnrészesek a délszláv háborúban – Gotovina, Perišić, Šešelj és Orić felmentésének 
nemzetközi büntetőjogi háttere, L’Harmattan, Budapest, 2018, p 90. 
942 Article 49 of Geneva Convention I, Article 50 of Geneva Convention II, Article 129 of Geneva Convention III, 
Article 146 of Geneva Convention IV. 
943 According to the Conventions, grave breaches include inter alia wilful killing, wilfully causing great suffering or 
serious injury to body or health, and extensive destruction and appropriation of property, not justified by military 
necessity and carried out unlawfully and wantonly. Article 50 of Geneva Convention I, Article 51 of Geneva 
Convention II, Article 130 of Geneva Convention III, Article 147 of Geneva Convention IV.  
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breaches.944 Additional Protocol I affirms that the provisions of the Geneva Conventions regarding 
repression of grave breaches also apply grave breaches of the Protocol (and qualifies all grave 
breaches of the Conventions and the Protocol as war crimes).945 The third pillar (apart from 
national jurisdiction and universal jurisdiction) in the prosecution of war crimes is international 
prosecution by the International Criminal Court (ICC), whose jurisdiction over war crimes is 
complementary to that of the national courts.  

 
The right to prosecute war crimes under universal jurisdiction existed before the adoption 

of the 1998 Rome Statute of the International Criminal Court (ICC). (The wording of Article 146 
of Geneva Convention IV does not exclude the possibility to hand over an alleged perpetrator to 
international courts which means that it is feasible in case the court’s ‘competence has been 
recognized by the Contracting Parties.’946) The ICC exercises jurisdiction only ‘for the most 
serious crimes of international concern’ and its criminal jurisdiction is complementary to that of 
nations.’947 By virtue of Article 85 (5) of Additional Protocol I, the grave breaches listed in Geneva 
Convention (IV) and in Additional Protocol I are regarded war crimes over which the ICC has 
jurisdiction.948 (War crimes include inter alia grave breaches of the Conventions and serious 
violations of LOAC.949) In its preamble, the Statute affirms that national courts have primary 
responsibility for trying such crimes. In this regard, Varga calls the attention to the fact that 
although the Geneva Conventions oblige state parties to bring those who committed grave breaches 
before their own courts, the conventions do not impose any sanction onto the non-compliant states, 
whereas the Rome Statute does not expressly obligate states to implement its provision, but it 
foresees a procedure in case of non-compliance.950 The ICC's jurisdiction over war crimes is thus 
considered to be complementary: the ICC will exercise its jurisdiction only when a State is 
unwilling or unable genuinely to carry out the investigation or prosecution.951 (Article 3 of the 
ICTY’s Statute also renders to prosecute person violating the laws or customs of war.952)  

                                                 
944 Article 49 of Geneva Convention I, Article 50 of Geneva Convention II, Article 129 of Geneva Convention III, 
Article 146 of Geneva Convention IV. 
945 Article 85 (5) of Additional Protocol I. 
946 Commentary of 1958, p 593. 
947 Article 1 of Rome Statute. 
948 ‘Article 5 Crimes within the jurisdiction of the Court  
1. The jurisdiction of the Court shall be limited to the most serious crimes of concern to the international community 
as a whole. The Court has jurisdiction in accordance with this Statute with respect to the following crimes:  
(a) The crime of genocide;  
(b) Crimes against humanity;  
(c) War crimes;  
(d) The crime of aggression.’ 
949 Article 8 (2) (a) and Article 8 (2) (b) of Rome Statute. 
950 Réka Varga, A Római Statútum végrehajtása nemzeti szinten, különös tekintettel a magyar büntetőjogi rendszerre 
in: Kül-Világ, A Nemzetközi Kapcsolatok Folyóirata, IX. Évfolyam, 4. Szám (2012) pp 77-78. http://www.kul-
vilag.hu/2012/04/varga.pdf  
951 Article 1 and Article 17 (1) (a) of Rome Statute. 
952 The Appeals Chamber opined that the four cumulative conditions shall be fulfilled for an offence to be regarded as 
the violation of the laws or customs of war under Article 3 of the Tribunal’s Statute, i.e. a war crime: 
‘(i) the violation must constitute an infringement of a rule of international humanitarian law; 
(ii) the rule must be customary in nature or, if it belongs to treaty law, the required conditions must be met; 
(iii) the violation must be "serious", i.e. it must constitute a breach of a rule protecting important values, and the breach 
must involve grave consequences for the victim […]; 
 

http://www.kul-vilag.hu/2012/04/varga.pdf
http://www.kul-vilag.hu/2012/04/varga.pdf
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2.2. Individual responsibility 
 

One of the crucial questions regarding the use of AWS will be that of assigning criminal 
accountability in case of an unlawful killing resulting from the violation of LOAC. This require us 
to examine the actions and intent of perpetrators in order to find someone accountable. LOAC 
provisions compel states to hold accountable those who commit any of the grave breaches of the 
Geneva Conventions.953 Although it would be theoretically possible to accuse software designers, 
manufacturers and programmers in case AWS were intentionally designed or programmed to 
violate LOAC, or in case they were reckless or negligent in their professional duties,954 this falls 
outside of the scope of this paper. For the following assessment, I presume that designers, 
manufacturers, procurers, and programmers all act with the greatest care.  
 

For the purposes of present dissertation, alleged perpetrators will include only combatants, 
operators, and military commanders, and regarding individual responsibility, we shall distinguish 
between individual responsibility (the responsibility of military personnel operating an AWS, i.e. 
combatants, operators, or military commanders) and command responsibility (the indirect or direct 
responsibility of a military commander). Under the precautionary principle, the requirement to 
deploy and use an AWS with the appropriate care and in compliance with LOAC is valid for all 
of them, also, according to Article 80 (2) of Additional Protocol I, states shall give orders and 
instructions in order to ensure that obligations under the Conventions and Additional Protocol I 
are observed. Assessing the exact content of the responsibility of the commanders and operators 
under the precautionary principle is no easy task. Commanders duties with regards to ensure that 
the best operators are selected to the post may include providing for the necessary education, 
continuous training in order to have a maintained and improved knowledge on the subject, and 
sufficient practical experience. (Job descriptions shall provide for the exact requirement in light of 
the AWS to be operated.) Commanders shall also ensure that operators possess adequate 
knowledge on the circumstances of the deployment and the operating environment. Mirroring 
these duties, operators shall undergo all necessary training in order to have sufficient knowledge 
regarding the specificities of the AWS as well as all complementary information necessary for a 
mission or operation. 
 

Assigning individual responsibility is easier in case there is only a low degree of autonomy 
in critical functions (human-in-the-loop AWS). In this case the causal relation between the 
activation or operation and the violation is rather close, facilitating decision with regards to 
responsibility for LOAC violations.955 For AWS with a high degree of autonomy, assigning 
                                                 
(iv) the violation of the rule must entail, under customary or conventional law, the individual criminal responsibility 
of the person breaching the rule.’ in International Criminal Tribunal for the Former Yugoslavia (ICTY), Prosecutor 

v. Dusko Tadić, Case No. IT-94-1-I, Decision on the Defence Motion for Interlocutory Appeal on Jurisdiction, 2 
October 1995, para 94. 
953 Article 49 of Geneva Convention I, Article 50 of Geneva Convention II, Article 129 of Geneva Convention III, 
Article 146 of Geneva Convention IV, Article 86 of Additional Protocol I and preamble of the Rome Statute. 
954 Shifting accountability to the developers, programmers, engineers, etc. could mean product liability lawsuits and 
not criminal prosecution for committing war crimes. 
955 Grut, The Challenge of Autonomous Lethal Robotics (2013) p 14; Stürchler, A “Compliance-Based” Approach 
(2017).  
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responsibility may be problematic, and this may be further hindered by any time lapse between the 
decision to activate the weapon or activation and the unlawful act.  
 

Those who ordered, solicited or induced the crime, as well as those who aided, abetted or 
in any other way contributed to the commission can be held criminally responsible and liable for 
punishment.956 Grounds for excluding criminal responsibility – defence of mental capacity, 
intoxication, self-defence, duress, mistake of fact – may be accepted in a certain situation as 
determined by the competent court on a case-by-case basis (based on the national law or the statute 
of the court applicable957). 
 

There may be fairly straightforward cases when a commander intentionally chooses to 
deploy an AWS in a military operation, in circumstances where the AWS is incapable to adhere 
to LOAC. In this case, we cannot talk about command responsibility, but direct perpetration with 
a direct perpetrator (therefore his responsibility cannot be indirect). In these cases both actus reus 
and mens rea can be established (commander making the decision regarding deployment ‘being 
aware of the strong possibility of this outcome [violation of distinction, necessity and 
proportionality].’958 ) 
 

Let me consider a different situation when the AWS programming was adequate for certain 
situation but the commander acting in good faith decided to deploy it in circumstances where it 
may not be capable of adhering to LOAC targeting principles and eventually commits war crimes 
by intentionally targeting civilians or hors de combat or fails to adhere to proportionality by having 
preprogrammed values (to collateral damage and military advantage) clearly ill-suited to the 
situation. Can a military commander with the ultimate responsibility for choosing the right means 
and methods for targeting be held responsible even if his intent was not to commit war crimes 
through the deployment of an AWS? HRW argues that a responsibility gap exists preventing 
liability to be imposed on a commander as it would be unjust to hold them ‘responsible for actions 
of machines over which they could not have sufficient control.’959 Similarly to HRW, Asaro is also 
on the opinion that AWS may not have an identifiable operator ‘in the sense that no human 
individual could be held responsible for the actions’ of an AWS in a particular situation or the 
behaviour of the AWS could be ‘so unpredictable that it would be unfair to hold the operator 
responsible for what the system does’ which would eliminate the possibility of any individual 
criminal responsibility ‘that requires moral agency and a determination of mens rea.’ I believe 
these are debatable and misleading statements. Firstly, being ‘unjust’ to hold somebody 
responsible is not a valid legal argument, whereby HRW is washing together legal and ethical 
concepts. Secondly, the military commander has indirect control over the action of the AWS and 
he exercises judgment when deciding (based on LEGAD and targeteer advice) which means and 
methods of attack to choose in order to match the targeted military objective. This is further 
underlined by the precautionary requirement, under which the commander has to make sure that 

                                                 
956 Article 25 (3) (b) and (c) of Rome Statute. 
957 Articles 31-33 of Rome Statute. 
958 Jens David Ohlin, The Combatant’s Stance: Autonomous Weapons on the Battlefield in: 92 International Law 
Studies 1 (2016) pp 21-22. 
959 Docherty, Losing Humanity (2012). 
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the most adequate means and methods are chosen with the least risk of collateral damage. If the 
commander is unfamiliar with a particular AWS’s potential capabilities and limits, under the 
principle of precaution he has do everything feasible to get acquainted with its specifics in order 
to make a well-informed decision regarding employment. 
 

Regarding individual responsibility, there are 3 types of cases involving the use of AWS 
that can result in grave breaches of the Protocol: disproportionate attacks and unlawful targeting. 
According to Article 85 (3) of Additional Protocol I, 
 

‘[…] the following acts shall be regarded as grave breaches of this Protocol, when 
committed wilfully, in violation of the relevant provisions of this Protocol, and causing 

death or serious injury to body or health: 

(a) making the civilian population or individual civilians the object of attack; 

(b) launching an indiscriminate attack affecting the civilian population or civilian objects 

in the knowledge that such attack will cause excessive loss of life, injury to civilians or 

damage to civilian objects, as defined in Article 57, paragraph 2 (a) (iii); […] 

(e) making a person the object of attack in the knowledge that he is ‘hors de combat.’ 
 

The interpretation of the condition regarding causing death or serious injury shall not be 
problematic, however, concerning the other necessary criteria (wilfullness), national practices may 
vary ‘as to the meaning to be given to this requirement.’960 Referring back to the precautionary 
principle, the NATO Joint Targeting states that the ‘objective standard’ of reasonably feasible 
precautions in the targeting process means that ‘recklessness, negligence and willful blindness 
provide no excuse to unlawful targeting.’961 According to the ICRC Commentary to Additional 
Protocol I,962 recklessness is included in ‘wilfully committing’: ‘wilfully: the accused must have 
acted consciously and with intent, i.e., with his mind on the act and its consequences, and willing 
the ("criminal intent" or "malice aforethought"); this encompasses the concepts of "wrongful 
intent" or "recklessness", viz., the attitude of an agent who, without being certain of a particular 
result, accepts the possibility of it happening; on the other hand, ordinary negligence or lack of 
foresight is not covered, i.e., when a man acts without having his mind on the act or its 
consequences (although failing to take the necessary precautions, particularly failing to seek 
precise information, constitutes culpable negligence punishable at least by disciplinary sanctions).’ 
Under most national legal systems and statutes of international criminal courts or tribunals, 
individual criminal responsibility is established if the act or omission  
 

• conforms with the elements of crimes (according to the national criminal codes or statutes),  

• displays the required criminal intent 

• and is unlawful. 
 

                                                 
960 Stürchler, A “Compliance-Based” Approach (2017). 
961 NATO AJP-3.9 Joint Targeting (2016) p 1-9.  
962 Commentary (1987) para 3474. 
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LOAC is largely based on voluntary compliance. This however requires military personnel 
on all levels to be aware of their obligations under LOAC; according Article 87 (2) of Additional 
Protocol I, it falls on the commanders to ensure that members of the armed forces under their 
command are aware of their duties. Requiring the necessary legal knowledge and awareness will 
happen through training. According to the Commentary, the commander of a unit will ensure that 
trainings are done ‘either periodically or expressly before an engagement’ by calling the attention 
to actions to be avoided, ‘taking into account the situation or the morale of the troops (the probable 
presence of civilians in the neighbourhood of the military objective and the conduct to be observed 
towards them’ etc.963 These trainings are in fact necessary to prevent and suppress breaches which 
is also required by military commanders by LOAC. 964 
 

As stated at the beginning of this part, combatants and operators will also be assessed as 
individuals potentially liable for LOAC violations under Article 85 (3)965 involving the use of 
AWS. Commanders who are aware that their subordinates or other persons under their control are 
going to commit or have committed a breach of LOAC, shall initiate such steps as are necessary 
to prevent such violations and to initiate disciplinary or penal action against the perpetrators.966 
Under Additional Protocol I, commanders shall not be absolved from penal responsibility, if they 
knew, or ‘had information which should have enabled them to conclude in the circumstances at 
the time’ that their subordinates were committing or they were going to commit a breach of the 
Conventions or Additional Protocol I and the commanders did not take ‘all feasible measures’ to 
prevent or repress the breach.’967 I believe that if it can be proved that he had information regarding 
the deployment of AWS in operations where its capabilities do not enable LOAC compliance, his 
responsibility may be well founded. Yet, on the side, the nature of such information and the 
assessment of such knowledge may prove to be rather intangible as it may be difficult to answer 
how in-depth information he shall possess regarding the capabilities of an AWS. Even if not 
understanding the working of an AWS in its totality, commanders are under a constant obligation 
to exercise precaution, which is expressed by the duty to take all feasible measures to prevent or 
repress a breach. This may entail requiring all available information from staff members expert on 
the subject matter (e.g. a weaponeer, targeteer or engineer). 
 

According to Article 25 of the Rome Statute, individuals are responsible for any criminal 
acts (including war crimes) that they:  

 

                                                 
963 Commentary (1987) para 3558. 
964 Article 87 (1) of Additional Protocol I. 
965 ’In addition to the grave breaches defined in Article 11, the following acts shall be regarded as grave breaches of 
this Protocol, when committed wilfully, in violation of the relevant provisions of this Protocol, and causing death or 
serious injury to body or health: 
a) making the civilian population or individual civilians the object of attack; 
b) launching an indiscriminate attack affecting the civilian population or civilian objects in the knowledge that such 
attack will cause excessive loss of life, injury to civilians or damage to civilian objects, as defined in Article 57, 
paragraph 2 a) iii); 
e) making a person the object of attack in the knowledge that he is hors de combat.’ 
966 Article 87 (3) of Additional Protocol I. 
967 Article 86 (2) of Additional Protocol I. 
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• commit, whether as an individual, jointly with another or through another person, regardless of 
whether that other person is criminally responsible; 

• order, solicit or induce the commission of such a crime which in fact occurs or is attempted; 

• for the purpose of facilitating the commission of such a crime, aids, abets or otherwise assists 
in its commission or its attempted commission, including providing the means for its 
commission; 

• in any other way contribute to the commission or attempted commission of such a crime by a 
group of persons acting with a common purpose. 

 
Article 25 deals with the individual responsibility of a person whether acting alone or 

jointly. The Statute does not only order the punishment of committing a LOAC violation, but it 
also covers facilitating the commission of crimes. Article 25 does not require the perpetrator to 
commit the criminal act as a state agent (as opposed to the state responsibility under ARSIWA). 
In case of military personnel however, obeying superior orders does not in itself absolve the 
subordinate from criminal responsibility.968 This principle has been recognized since the 
Nuremberg trials and today forms part of customary international law.969 What has been 
established regarding Article 30 of the Statute (Mental element) in case of military commanders, 
is equally applicable to combatants and operators.  
 

Every state is obliged to search for persons alleged to have committed war crimes and shall 
bring such persons before its own courts. It is however worth remembering that the Rome Statute 
often operates with framework definitions which provide a wider space for a common law or 
international tribunal judge, whereas a civil law judge may find the general definitions 
restrictive.970 (In all circumstances the accused persons shall benefit from the safeguards of proper 
trial and defence.971) Depending on the gravity of the breach and the law, perpetrators may be held 
accountable for the commission of crimes under certain circumstances by criminal tribunals, too.  
 

According to Article 30 of the Rome Statue (Mental element), persons shall be held 
criminally responsible and liable for punishment if the material elements of the crime are 

                                                 
968 According to Article 33 of the Rome Statute, ‘Superior orders and prescription of law  
1. The fact that a crime within the jurisdiction of the Court has been committed by a person pursuant to an order of a 
Government or of a superior, whether military or civilian, shall not relieve that person of criminal responsibility unless:  
(a) The person was under a legal obligation to obey orders of the Government or the superior in question;  
(b) The person did not know that the order was unlawful; and  
(c) The order was not manifestly unlawful.’  
According to Article 7 of the ICTY Statute, ‘Individual criminal responsibility 
4. The fact that an accused person acted pursuant to an order of a Government or of a superior shall not relieve him of 
criminal responsibility, but may be considered in mitigation of punishment if the International Tribunal determines 
that justice so requires.’ 
969 Amnesty International, ‘Collateral Damage’ or Unlawful Killings? Violations of the Laws of War by NATO during 
Operation Allied Force, 7 June 2000. https://www.amnesty.no/aktuelt/flere-nyheter/arkiv-nyheter/natofederal-
republic-yugoslaviacollateral-damage-or-unlawful-kil  
970 Tamás Vince Ádány, A Nemzetközi Büntetőbíróság joghatósága és a magyar jog in: Pázmány Law Working Papers 
Vol. 2 (2010) p 3. http://plwp.eu/docs/wp/2012/201002.pdf  
971 Article 49 of Geneva Convention I, Article 50 of Geneva Convention II, Article 129 of Geneva Convention III, 
Article 146 of Geneva Convention IV. 
 

https://www.amnesty.no/aktuelt/flere-nyheter/arkiv-nyheter/natofederal-republic-yugoslaviacollateral-damage-or-unlawful-kil
https://www.amnesty.no/aktuelt/flere-nyheter/arkiv-nyheter/natofederal-republic-yugoslaviacollateral-damage-or-unlawful-kil
http://plwp.eu/docs/wp/2012/201002.pdf
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committed with intent972 and knowledge.973 In case of allegations of disproportionate attack, the 
resulting collateral damage is not excessive if a reasonable combatant or operator, could – in the 
prevailing circumstances – conclude that the incidental harm is not excessive. According to 
Sassòli, states deploying AWS shall give their operators ‘clear instructions as to when and under 
what circumstances the robots may be actually be used. The operator need not understand the 
complex programming of the robot, but must understand the result, that is, what the robot is able 
and unable to do.’974  

 
Ideally, a combatant or operator is sufficiently aware of the capabilities of an AWS, the 

operational environment and the parameters of a sortie. However, meeting the requirement of 
knowledge may be problematic since the combatant or operator do not have an oversight with 
regards to the operation as a whole, they are only familiar with the particular attack or sortie they 
are involved with and even it that regard, they may not have comprehensive knowledge. As Jain 
puts it, operating the AWS on the field is ‘effectively supervised by the field soldier who is unlikely 
to fully understand the complex working of the AWS or to have the final word on whether or not 
the action should be carried out.’975 In this case they have to rely on their commander as only he 
has all the information to adequately assess proportionality in light of the operation as a whole and 
ensure that the expected collateral damage is not excessive, i.e. it is within the limit authorized by 
NAC. This would clearly entail the commander’s responsibility. Ekelhof notes in this regard that 
‘the extent of information that is briefed to the pilot depends on the operational context and is 
based on what s/he needs to know. This can be as limited as the coordinates of an area of operations 
within which the operator is supposed to fly during a particular time in order to conduct dynamic 
missions as these arise.’976 Based on this limited knowledge and intent, no operator or combatant 
can be held responsible for disproportionate attack.  
 

Intentionally targeting civilians and those hors de combat however is a completely different 
case. These war crimes can only be committed if the combatant or operator is aware of their 
protected status. Disobeying an order and deliberately attacking civilians or hors de combat would 
clearly make a combatant or operator liable for the attack. However, there may be cases when – 
aware of their obligations under LOAC – the AWS are mistaken in the facts, i.e. wrong about the 
status of the attacked persons or as a result of malfunction it attacks protected persons. In these 
cases, neither intention, nor knowledge (not having foreseen any malfunction) can be established. 
(It is another case when we talk about recurring malfunction that the combatant or operator should 

                                                 
972 Article 30 (2) ’For the purposes of this article, a person has intent where: 
(a) In relation to conduct, that person means to engage in the conduct; 
(b) In relation to a consequence, that person means to cause that consequence or is aware that it will occur in the 
ordinary course of events.’ 
973 Article 30 (3) ’For the purposes of this article, ‘knowledge’ means awareness that a circumstance exists or a 
consequence will occur in the ordinary course of events. ‘Know’ and ‘knowingly’ shall be construed accordingly.’ 
974 Sassòli, Autonomous Weapons and International Humanitarian Law (2014) p 324. 
975 Neha Jain, Autonomous weapons systems: new frameworks for individual responsibility in: Autonomous Weapons 
Systems – Law, Ethics, Policy (Nehal Bhuta, Susanne Beck, Robin Geiß, Hin-Yan Liu, Claus Kreß eds.) Cambridge 
University Press, 2016, p 314. 
976 Ekelhof, Operationalizing meaningful human control (2018).  
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have taken into account, but even in this case it is doubtful whether dolus eventualis can stretch to 
these scenarios.)  
 

The Rome Statute covers only those forms of responsibility, that involve the intention of 
the perpetrator but in my opinion, Article 30 does not imply dolus eventualis and in this regard 
it is worth recalling the concerning ICTY case law, too.977  
 

Based on the above assessment, it can be established that although the most direct (causal) 
link between the acts (violation) and the resulting breach of LOAC is that of the combatant’s or 
operator’s, they may lack the necessary intent and knowledge both in case of disproportionate 
attacks and unlawful attacks, therefore their liability under criminal law cannot be established. I 
believe that the sole exception from liability would be if humans could be left outside the whole 
robotic cycle (design-manufacturing-procurement-programming-targeting). This would 
practically require that AWS design, manufacture and use AWS. According to Glorioso, building 
robots able to replicate and independently learn and release them without the intention to control 
them would be the only way to ‘eliminate humans from the loop completely, […] only then would 
humans really give up their control over robots in an unacceptable way.’978 

 
Concerning individual responsibility, what is crucial to underline is that since AWS cannot 

be held accountable for breaches of LOAC, somebody in the decision chain has to be responsible, 
and no responsibility gap shall be left. 
 

2.3. Command responsibility 
 

Commanders are responsible for preventing violations of the law and for taking necessary 
action.979 The fact that a breach of LOAC was committed by a subordinate does not absolve his 
superior from penal or disciplinary responsibility, as the case may be (if he knew, or had 
information which should have enabled him to conclude in the circumstances at the time) that the 
subordinate was committing or was going to commit a breach and his commander did not take all 
feasible measures within his power to prevent or repress the breach.980 As opposed to the LOAC 
definition, ICL is using the concept of ‘knew or should have known’ which can be regarded as a 
stricter responsibility involving the commander’s failure in exercising control over his 
subordinates. However, as Kirs notes, as of today, the mens rea side of the concept (especially in 
case a commander of ‘should have known’ of a crime) involves complex procedural dilemmas.981 
 

                                                 
977 According to the Trial Chamber Judgment in Delalić, ‘the necessary intent, meaning mens rea, required to establish 
the crimes of wilful killing and murder, as recognised in the Geneva Conventions, is present where there is 
demonstrated an intention on the part of the accused to kill, or inflict serious injury in reckless disregard of human 
life.’ in International Criminal Tribunal for the former Yugoslavia (ICTY), Delalić case, Case No. IT-96-21-T, 
Judgment, Trial Chamber II, 16 November 1998, paras 437 and 439. 
978 Glorioso, Legal and Ethical Aspects of Cyberspace Operations (2016) p 10.  
979 Article 49 of Geneva Convention I, Article 50 of Geneva Convention II, Article 129 of Geneva Convention III, 
Article 146 of Geneva Convention IV. 
980 Article 86 of Additional Protocol I. 
981 Eszter Kirs, Elöljárói felelősség az ICTY gyakorlatában in: Miskolci Jogi Szemle: A Miskolci Egyetem Állam- és 
Jogtudományi Karának Folyóirata XII (2017) p 61. http://www.mjsz.uni-miskolc.hu/201702/6_kirseszter.pdf  

http://www.mjsz.uni-miskolc.hu/201702/6_kirseszter.pdf
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The ICC incorporates an article on command responsibility (indirect responsibility). For 
State Parties to the Rome Statute, Article 28 (a) of the Statute states that a military commander or 
a person “effectively” acting as a military commander is criminally responsible for crimes within 
the jurisdiction of the ICC committed by forces or persons under his effective command and 
control, or effective authority and control, where: 
 
a. he either knew, or owing to the circumstances, should have known that the forces or persons 

were committing or about to commit such crimes; and 
b. he failed to take all necessary and reasonable measures within his power to prevent or repress 

their commission or to submit the matter to the competent authorities for investigation and 
prosecution.982 

 
Article 28 (b) of the Statute regulates other superiors’ responsibility (in a non-military 

relationship with subordinates) for crimes within the ICC’s jurisdiction committed by 
subordinates. Article 28 (b) however is more lenient compared to Article 28 (a) as instead of 
‘knew’ or ‘should have known’ it uses the expression that the superior ‘knew, or consciously 
disregarded information which clearly indicated, that the subordinates were committing or about 
to commit such crimes.’ Based on the text, there is a lesser degree of duty to care under Article 28 
(b). 
 

The most important question regarding Article 28 (a) is how the ‘knew, or owing to the 
circumstances, should have known’ expression can be translated and applied in cases of unlawful 
killing involving AWS and whether Article 28 (a) is in agreement with Article 85 (3) of Additional 
Protocol I considering the intent and knowledge of the perpetrator. Article 85 (3) requires three 
cumulative criteria to be met in order regard acts as grave breaches: wilfullness, violation of the 
relevant provision of Additional Protocol I, and causing death or serious injury to body or health. 
This assessment is facilitated by Article 30 (Mental element) of the Rome Statue. According to 
Article 30, unless otherwise provided, one shall be held criminally responsible for a crime only if 
the material elements are committed with intent and knowledge983 and a person has intent where:  
 
1. In relation to conduct, that person means to engage in the conduct; 
2. In relation to a consequence, that person means to cause that consequence or is aware that it 

will occur in the ordinary course of events. 
 

                                                 
982 In comparison, in Delalić, the Trial Chamber agreed with the Prosecution’s proposition that superior responsibility 
contains three constitutive parts: 
‘(i) the existence of a superior-subordinate relationship; 
(ii) the superior knew or had reason to know that the criminal act was about to be or had been committed; and 
(iii) the superior failed to take the necessary and reasonable measures to prevent the criminal act or punish the 
perpetrator thereof.’ In: International Criminal Tribunal for the Former Yugoslavia (ICTY), Prosecutor v. Zejnil 

Delalić, Case No. IT-96-21-T, Judgment, 16 November 1998, para 346. 
983 According to Article 30 (3), ‘for the purposes of this article, ‘knowledge’ means awareness that a circumstance 
exists or a consequence will occur in the ordinary course of events. ‘Know’ and ‘knowingly’ shall be construed 
accordingly.’ 
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There are two constitutive elements of a crime: an objective or physical (actus reus) which 
is the actual conduct or action and a subjective or mental (mens rea)984 which covers the intent, 
i.e. the will to engage in a particular conduct. In case a military commander knew that a person 
under his command was committing a crime, then both the actus reus and mens rea requirements 
are satisfied and the commander’s liability can be established. In case the commander ‘should have 
known’ about a crime, the actus reus element is fulfilled and for mens rea, it should be assessed 
whether he had all necessary information which he did not take into account or neglected.985 This 
definitely creates a strong incentive for commanders ‘to maintain awareness of the conduct of 
subordinates and to respond promptly to indicators of misconduct with the ranks. In so doing, the 
commander discharges his/her responsibility and, in so doing, renders subsequent LOAC 
violations objectively unforeseeable.’986 In case there is no actual knowledge on the commander’s 
part, ‘should have known’ indicates that even though lacking the direct intent, gross negligence 
may be sufficient to fulfill the mental element (with regards to establishing individual criminal 
responsibility, ‘mere negligence is insufficient to satisfy the mens rea’987). From this, the question 
arises if Article 30 covers recklessness or dolus eventualis. According to Ohlin, ‘dolus eventualis 
was excluded by the framers of the Rome Statute and was nowhere considered by negotiators of 
Additional Protocol I of the Geneva Conventions.’988  
 

The Commentary of the Rome Statute underlines the existence of the different 
interpretations with regards to Article 30 covering (or not covering) recklessness or dolus 

eventualis. The main issue has arisen in respect to Article 30 (2) (b), i.e. to the intent as awareness 
that the result will occur in the ordinary course of events. This effectively refers to the likelihood 
with which the person must have foreseen the result. The Commentary notes that one school of 
thought argued that ‘the default rule of Article 30 of the ICC Statute would not accommodate any 
standard of mens rea below the threshold of knowledge of result in terms of practical certainty,’ 
whereas other voices maintained that also some forms of ‘conscious risk-taking in relation to result 
that in domestic criminal laws satisfy the standards of dolus eventualis or recklessness could meet 
the requirements of Article 30 ICC Statute.’989 
 

The question is further complicated by the fact that Common Law and Civil Law lawyers 
are using different terminology. In Common Law countries intent means a desire to produce certain 
results or being indifferent to the results. Recklessness however is not a form of intent (‘because 

                                                 
984 ‘To establish the mens rea of a disproportionate attack, the Prosecution must prove, instead of the above-mentioned 
mens rea requirement, that the attack was launched wilfully and in knowledge of circumstances giving rise to the 
expectation of excessive civilian casualties.’ In: International Criminal Tribunal for the former Yugoslavia (ICTY), 
Prosecutor v Stanislav Galić, Case No. ICTY-98-29-T, Judgment and Opinion, 5 December 2003, para 59. 
985 For more on the subject, see generally Károly Végh, A közvetett parancsnoki felelősség a Magyar és nemzetközi 
büntetőjog alapján in: 65 Jogtudományi Közlöny 7-8 (2010) pp 351-363. 
986 Corn, Managing the inevitability of ‘taking the man out of the loop’ (2016) p 233. 
987 Ford, Autonomous Weapons and International Law (2017) p 465. 
988 Jens David Ohlin, Targeting and the Concept of Intent in: 35 Michigan Journal of International Law 79 (2013) p 
79. 
989 Mohamed Elewa Badar, Sara Porro, Article 30(2)(b) – Intent in Relation to Result, CMN Case Matrix Network, 
ICC Commentary: Part III. https://www.casematrixnetwork.org/cmn-knowledge-hub/icc-commentary-
clicc/commentary-rome-statute/commentary-rome-statute-part-3/  
 

https://www.casematrixnetwork.org/cmn-knowledge-hub/icc-commentary-clicc/commentary-rome-statute/commentary-rome-statute-part-3/
https://www.casematrixnetwork.org/cmn-knowledge-hub/icc-commentary-clicc/commentary-rome-statute/commentary-rome-statute-part-3/
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acting recklessly is not the same as acting intentionally’990), the threshold required for intent is not 
reached at recklessness (the perpetrator is ‘less culpable’). Common Law is based on the following 
culpability concepts: (1) acting purposely, (2) acting knowingly, and (3) acting recklessly.991 In 
Common Law, recklessness is a ‘culpable mental state infused with awareness […], but it would 
be an exaggeration to equate the conscious aspect of recklessness with the concept of intent.’992  

 
Civil Law lawyers on the other hand are using the expression ‘dolus’ to account for intent: 

(1) dolus directus (direct intent), (2) dolus indirectus (indirect intent), and (3) dolus eventualis 
(foreseeing the possibility of unlawful results but accepting such possibility). Cassese describes 
dolus eventualis as cases where the perpetrator ‘foresees that his or her action is likely to produce 
its prohibited consequences, and nevertheless willingly takes the risk of so acting.’993 The problem 
is that recklessness and dolus eventualis do not cover the same meaning. In Common Law, 
recklessness does not include intent, whereas Civil Law regards it as the weakest form of intent.994 
According to Ohlin, ‘international tribunals […] conclude that, as a matter of law, dolus eventualis 

counts as a form of intent.’995 He identified two possible ways in which dolus eventualis or 
recklessness can be read into Article 30 (acknowledging that the question is far from being 
settled):996 
 
1. The “intent” in Article 30 includes dolus eventualis as a species of intent (dolus) when 

interpreting the concept in the broadest sense, which Civil Law criminal lawyers tend to do.  
2. The “unless otherwise provided” prong envisions that specific international crimes might allow 

lower mental states to qualify for a conviction, provided that this departure from the Article 30 
default mental state requirement is actually codified somewhere. 

 
I believe that the second possibility offered by Ohlin cannot be considered as a backdoor 

for applying dolus eventualis. Although Jessberger underlines in this regard that taking into 
account Article 21 (1), the ‘unless otherwise provided’ clause ‘allows modification of the 
subjective requirements laid out in Article 30’997 through customary international law, I believe 

                                                 
990 Ohlin, Targeting and the Concept of Intent (2013) p 89. 
991 According to the Model Penal Code, ‘a person acts recklessly with respect to a material element of an offense when 
he consciously disregards a substantial and unjustifiable risk that the material element exists or will result from his 
conduct. The risk must be of such a nature and degree that, considering the nature and purpose of the actor's conduct 
and the circumstances known to him, its disregard involves a gross deviation from the standard of conduct that a law-
abiding person would observe in the actor's situation.’ in § 2.02 (2) (a)-(d) in Model Penal Code, Official Draft and 
Explanatory Notes, Complete Text of the Model Penal Code as Adopted at the 1962 Annual Meeting of The American 
Law Institute at Washington, D.C., 24 May 1962, Philadelphia, PA. The American Law Institute, 1985, p 21.  
http://www.icla.up.ac.za/images/un/use-of-force/western-europe-
others/UnitedStatesofAmerica/Model%20Penal%20Code%20United%20States%20of%20America%201962.pdf  
992 Ohlin, Targeting and the Concept of Intent (2013) p 90. 
993  In Cassese’s reading both recklessness and dolus eventualis are less than intent. in Antonio Cassese, International 
Criminal Law (Second Edition) Oxford University Press, 2008, p 58. 
994 Iryna Marchuk, The Fundamental Concept of Crime in International Criminal Law, A Comparative Law Analysis, 
Springer, 2014, p 119. 
995 Ohlin, Targeting and the Concept of Intent (2013) pp 89-90. 
996 Ohlin, The Combatant’s Stance (2016) p 22. 
997 Gerhard Werle, Florian Jessberger, “Unless Otherwise Provided”: Article 30 of the Rome Statute and the Mental 
Elements of Crimes Under International Criminal Law, in: 3 Journal of International Criminal Justice 35 (2005) p 45. 
 

http://www.icla.up.ac.za/images/un/use-of-force/western-europe-others/UnitedStatesofAmerica/Model%20Penal%20Code%20United%20States%20of%20America%201962.pdf
http://www.icla.up.ac.za/images/un/use-of-force/western-europe-others/UnitedStatesofAmerica/Model%20Penal%20Code%20United%20States%20of%20America%201962.pdf
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that – following a more conservative approach and considering that the ICC hears the most serious 
cases – dolus eventualis or recklessness is not covered by Article 30, therefore the military 
commander has to foresee certain consequences of his actions as a certainty, and although 
he does not desire those effects he nevertheless commits the act (and the consequences set 
in).998 
 

Unlike a combatant, an AWS cannot be regarded as a responsible legal agent on the 
battlefield. The concept of command responsibility is normally used with regards to human 
subordinates, yet in this case Article 28 may be interpreted to include autonomous systems as well 
(Article 28 uses the expression ‘forces or persons’ under the commander) in order to ensure 
predictability and prevent any gap in accountability. According to Grut, this would squarely 
address ‘the unique aspect of autonomous systems which makes them so concerning – that rather 
than just being another kind of weapon, they are really replacing the human role of the solider.’999 
Yoo also finds it reasonable to hold commanders responsible for the foreseeable decisions of 
AWS; in his opinion commanders could bear an even closer responsibility for the actions of AWS 
(than for those of human subordinates), ‘which would have less individual discretion to make 
decisions that violate the laws of war.’1000  

 
This concept however is still lacking. AWS is considered a weaponeering solution (an 

instrument) and cannot become an actor under ICL with its own decision. Therefore, I believe it 
would be more appropriate to talk about responsibility for implementing certain decisions. At the 
present state of technology, we cannot attribute free will to on-the-loop and out-of-the-loop 
weapons but we should see them for what they are: a software programmed to carry out tasks 
according to their preprogrammed algorithm and preset percentage of autonomy in critical or non-
critical functions.  
 

Should a commander decide to deploy an AWS ‘blindly’, without the required knowledge 
of its characteristics and limits,1001 he clearly acted without due diligence but with the necessary 
intent and knowledge (regarding the possible consequences). When assessing due diligence or 
reasonableness, according to Thurnher, we should evaluate whether the decision to deploy the 
AWS and the time lapse from launching the system to the actual attack was reasonable under the 
circumstances as in his opinion, these human judgments rather than the autonomous target 
engagement are critical with regards to responsibility.1002 Ford also calls the attention to the 
requirement of understanding the accuracy of the software used (whether the commander properly 

                                                 
998 Johan D. Van der Vyver, The International Criminal Court and the Concept of Mens Rea in International Criminal 
Law in: 12 University of Miami International & Comparative Law Review 57 (2004) p 63. 
999 Grut, The Challenge of Autonomous Lethal Robotics (2013) p 18. 
1000 Yoo, Embracing the Machines (2017) p 487. 
1001 ‘AWS commanders will have significant responsibilities. They should be conversant with machine learning, and 
work with fellow officers and civilian support staff who share this technical expertise. A commander who is familiar 
with AWS and has adequate support staff to cope with the challenges expected should be “on the loop” for any use of 
AWS in the field.  When a case arises in which an AWS has engaged in action that appears to violate IHL, that 
dedicated commander should be accountable.’ In: Margulies, Making Autonomous Weapons Accountable (2016) p 
20.  
1002 Thurnher, Examining Autonomous Weapon Systems (2013) p 10.    
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understood the limitations of the system and whether the deployment happened in an environment 
that was appropriate in light of the environment where the system was tested).1003 Pulling weapons 
with autonomous properties under the scope of Article 28 would also ensure to close the 
‘accountability gap.’ It is also accepted by the ICRC that ‘as long as there will be a human involved 
in the decision to deploy the weapon to whom responsibility could be attributed, there might not 
be an accountability gap.’1004  

 
Another argument used against the ability to assign responsibility for war crimes is that the 

causal chain leading to LOAC violation in certain cases may be too long and complex involving 
many players (from designer to the military commander) which would diminish individual 
responsibility for the crime as may become too difficult to determine individual actions in the 
chain contributing to the commission of war crime as ‘none of the many agents who acted within 
the causal chain may have contributed enough to be held responsible for the resulting war 
crime.’1005 I believe that resorting to the direct responsibility of the commander, this argument can 
easily be refuted. Hundreds of people may be involved in the development and fielding of an AWS 
but the most direct and temporally adequately close relationship with the target engagement is that 
of the commanders. 
 

The fact that there may not be military personnel assigned to control an engagement, does 
not equal to not having a human being responsible for the ‘actions’ of an AWS (LOAC violations). 
In my opinion, this points towards the crime being directly committed by the commander as 
opposed to command responsibility. As Schmitt points out, the commander would be held 
accountable ‘for those war crimes if he or she knew or should have known that the autonomous 
weapon system had been so programmed and did nothing to stop its use, or later became aware 
that the system had been employed in a manner constituting a war crime and did nothing to hold 
the individuals concerned accountable.’1006  
 

Regarding accountability, Corn suggest to shift the focus of command accountability from 
the field commander to the military and civilian officials responsible for procuring and fielding 
these AWS as this would emphasize that it will be ultimately the decision-making officials and 
not LEGADs or technicians who validate the capacity of the emerging technology and would make 
decision-makers more cautious to field such capability, which could mitigate the risks resulting 
from taking human judgment out of the action target engagement decision. 1007 Although it is a 
reasonable concept, propelled by the objective to treat the problem at its root, I believe that it 

                                                 
1003 Ford, Autonomous Weapons and International Law (2017) pp 466-467. 
1004 Convention on Certain Conventional Weapons (CCW) Meeting of Experts on Lethal Autonomous Weapons 
Systems (LAWS) 11-15 April 2016, Geneva Views of the International Committee of the Red Cross (ICRC) on 
autonomous weapon system, 11 April 2016, p 5. https://www.icrc.org/en/document/views-icrc-autonomous-weapon-
system  
1005 Alex Leveringhaus, AWS mini-series: Distance, weapons technology and humanity in armed conflict in: ICRC 
Humanitarian Law & Policy, 6 October 2017. http://blogs.icrc.org/law-and-policy/2017/10/06/distance-weapons-
technology-and-humanity-in-armed-conflict/  
1006 Schmitt, “Out of the Loop” (2013) p 277. 
1007 Corn, Managing the inevitability of ‘taking the man out of the loop’ (2016) pp 234-235. 
 

https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
https://www.icrc.org/en/document/views-icrc-autonomous-weapon-system
http://blogs.icrc.org/law-and-policy/2017/10/06/distance-weapons-technology-and-humanity-in-armed-conflict/
http://blogs.icrc.org/law-and-policy/2017/10/06/distance-weapons-technology-and-humanity-in-armed-conflict/
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places the onus of responsibility too far from the actual deployment with these officials not having 
knowledge of and direct relation to the military operations. 
 

I should also recall here that the removal of humans from the final target engagement 
decision does not act against assigning responsibility as commanders play a substantial role in the 
targeting process. 1008 I believe military commanders are the best situated in the process to have 
situational awareness regarding deployment and under command responsibility to take all 
necessary and reasonable measures to prevent further violations. ‘Such measures may well extend 
to ordering the standing down of the system pending reprogramming/adjustment/tweaking to 
prevent recurrent offenses.’1009 A commander shall have an adequate overview of the operation; 
besides commanders do not belong to junior military personnel, therefore they have possibly long 
years of experience and knowledge – I believe these further attributes also point towards the 
possibility of establishing their responsibility for targeting decisions. 
 
 
  

                                                 
1008 Thurnher, Examining Autonomous Weapon (2013) pp 9-10.   
1009 Tim McFarland & Tim McCormack, Mind the Gap: Can Developers of Autonomous Weapons Systems Be Liable 
for War Crimes? in: 90 International Law Studies 361 (2014) pp 384-385. 
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VII. THE FUTURE OF WARFARE – THE WARFARE OF FUTURE 
 
1. Introduction 
 

In the preceding parts of the dissertation, I intended to touch upon those legal and other 
issues that shape the debate regarding the legality and use of AWS on the battlefield. Many of its 
opposers are fervently fighting to achieve a ban (or at least a moratorium1010) on its research and 
military use. In the following I will assess if such an approach can be supported.  Promoting any 
ban is underlined by the argument (or premise) that LOAC – as it exists today – is not sufficient 
(enough) to regulate the field of AWS. I believe however that when we studying the adequacy of 
LOAC, we have to take into account the targeting procedure as a whole, too, because any field 
application of AWS happens through either a national (US) or NATO targeting process which is 
a complex procedure requiring in-depth assessment of the operational environment, military 
objectives, and the matching capabilities. It is therefore not an arbitrary decision of any military 
personnel to use AWS but the result of a sometimes rather lengthy procedure involving the 
expertise of the military commander, LEGAD, political advisor (POLAD), targeteer, etc. where 
the decision-making authority rests at the highest level (even in case of dynamic targeting). There 
are two mainstream opinions. According to one, a ban would be ‘unwise and unnecessary,’1011 as 
AWS can play an important role in lessening collateral damage by being more accurate in 
targeting.1012 The other group supports a comprehensive ban. 
 
2. To ban or not to ban 
 

History – especially 20th century history – has taught us that weapon ban treaties may arrive 
‘one war late.’1013 Yet, I believe that weapon ban treaties have never proved to be fully successful 
considering the fact that for example chemical and biological weapons that can be found on today’s 
battlefield and numerous arsenals’ include nuclear weapons as well. Research and development 
regarding the underlying technology (autonomy) cannot be halted by those who fear a Terminator 
scenario in the long run. Furthermore, autonomy has a wide commercial availability, being used 
in self-driving cars, smart homes, civilian aviation, or in the medical field. Corn adds that the profit 
potential associated with the development and marketing of AWS, casualty aversion (the desire to 
minimize risk to friendly forces) and rapid crisis management also make the development, 
procurement and fielding of AWS ‘a very likely evolution of modern warfare’ as opposed banning 
or substantially circumscribing the use of such weapons.1014  

 

                                                 
1010 ‘The Special Rapporteur recommends that States establish national moratoria on aspects of LARs, and calls for 
the establishment of a high level panel on LARs [lethal autonomous robotics] to articulate a policy for the international 
community on the issue.’ In: Christof Heyns, Report of the Special Rapporteur on extrajudicial, summary or arbitrary 
executions, United Nations General Assembly, A/HRC/23/47, 9 April 2013. 
1011 Thurnher, Feasible Precautions in Attack (2018) p 101. 
1012 Schmitt, A Reply to Critics (2013); Thurnher, Feasible Precautions in Attack (2018); Reeves, Are You Sure These 
are Killer Robots? (2014). 
1013 Geiß, The International-Law Dimension (2015) p 10.  
1014 Corn, Managing the inevitability of ‘taking the man out of the loop’ (2016) p 217. 
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Another factor acting against any ban would be the fear of falling behind, i.e. the 
presumption that even if one state gives up researching and applying such systems, others may 
still do thereby putting themselves in a disadvantaged position. Or, in case any ban would succeed, 
work would still be performed but clandestinely. As Singer points out, there is ‘just too much 
money to be made, and too many motivated actors, not just for military applications, but in 
everything from transportation and medicine to games and toys, to force robotics and AI research 
to stop anytime soon.’1015 Based on these arguments, I believe that those who support a ban can 
only aim for a treaty limiting the quantity of AWS, regulate or ban their use (but not their research 
and development). Jensen predicts that fully autonomous weapon systems will eventually find 
their way to the battlefield and become the ‘predominant actors’ and points out that ‘controlled 

and regulated use of autonomous weapons systems can provide more reliable responses in many 
cases than relying on human senses and decision making.’1016 Scharre also envisions a ‘mutual 
restraint among nations on how they use this technology’ adding that it certainly would not be 
easy.1017 
 

In the past few years, promoting the ban on AWS gained momentum as the following 
examples are showing: 
 

(1) The HRW,1018 Article 36 (a UK-based non-profit organization)1019 or the Campaign to 
Stop Killer Robots (a global coalition of 76 international, regional, and national NGOs)1020 
have long been voicing ethical and legal concerns1021 regarding the use of AWS, are working 
to preemptively ban fully autonomous weapons and are actively shaping the debate on AWS. 
 
(2) In 2014, the European Parliament adopted a resolution on the use of armed drones1022 in 
which the European Parliament expressed concern over the use of armed drones outside the 
international legal framework and urged the European Union to develop adequate policy 
response at European and global level, which upholds human rights and international 
humanitarian law. The European Parliament called on the High Representative for Foreign 
Affairs and Security Policy, the Member States and the Council of the European Union to 
‘ban the development, production and use of fully autonomous weapons which enable strikes 
to be carried out without human intervention.’ 
 
(3) In 2015, at the opening of the International Joint Conference on Artificial Intelligence 
(IJCAI), an Open Letter was announced on autonomous weapons by AI and robotic 

                                                 
1015 Singer, Wired for War (2010) p 421. 
1016 Eric Talbot Jensen, Future War, Future Law in 22 Minnesota Journal of International Law 289 (2013) p 307. 
1017 Scharre, Army of None (2018) p 332. 
1018 Docherty, Losing Humanity (2012); Docherty, Shaking the Foundations (2014); Docherty, Mind the Gap (2015); 
Docherty, Making the Case (2016). 
1019 Article 36 official website. http://www.article36.org/  
1020 Campaign to Stop Killer Robots official website. https://www.stopkillerrobots.org/2018/03/fiveyears/  
1021 For example ‘fully autonomous weapons would not only be unable to meet legal standards but would also 
undermine essential non-legal safeguards for civilians.’ In: Docherty, Losing Humanity (2012).   
1022 European Parliament, European Parliament resolution on the use of armed drones, 2014/2567(RSP), 25 February 
2014. 
 

http://www.article36.org/
https://www.stopkillerrobots.org/2018/03/fiveyears/
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researchers.1023 The main objective of the letter is to prevent a military AI arms race by a 
ban on offensive autonomous weapons beyond meaningful human control. Those who 
signed the letter point out that AI weapon development may involve a global arms race as 
the needed cheap and easy-to-obtain raw materials make it relatively easy for all significant 
military power to mass-produce. This would also mean that these weapons could end up in 
the hands of terrorists, dictators, and warlords and would make an ideal tool for 
assassinations, destabilizing nations, subduing populations and selectively killing ethnic 
groups.  

 
Notwithstanding the decent and honorable reasons and arguments supporting the call for a 

ban, I believe that it would prove to be futile for many reasons. Unlike in case of chemical or 
biological weapons, there is no consensus on the part of the states that such ban is necessary (those 
states already employing AWS assumably will not sit down to the negotiating table for obvious 
operational and financial reasons). For pro AWS states, a ban would mean that no AWS are 
available even if they would be suitable for the circumstances and the targeted military objective 
(i.e. sufficiently fast and accurate thereby threatening no or less civilians). Thereby, fielding 
traditional weapons instead of AWS may result in more or more extensive collateral damage 
(greater harm). A ban would eliminate the opportunities to employ AWS in situations where 
sophisticated sensors and control system could be capable of greater precision and be ‘more 
discriminatory’ than those of a manned system.1024 Reeves applies similar arguments when he 
states that a preemptive ban may sabotage the overarching intent of LOAC to protect civilians. In 
the absence of civilians, AWS may also ‘reduce the suffering of combatants or even possibly 
eliminate the need for combatants.’1025 Yoo approaches the question from the operators or friendly 
combatants point of view: sending their commands hundreds or thousands of miles away, 
‘unmanned weapons will reduce if not eliminate the risk to drone operators.’1026  
 

Logically, a preemptive ban would seem unnecessary for another reason: if an AWS cannot 
comply with LOAC (including the Article 36 review, Weapons Law, and the Law of Attack), its 
development of fielding would be unlawful under LOAC. This assumes the adequate application 
of the existing law, mostly through the targeting process. Or, as Boothby asks rather ironically, 
how can an explicit ban of autonomous technology increase the unlawfulness that already applies 
(and that is ‘reflected in the likely failure of such systems to pass a weapon review’)?1027 The 
existence of the many international agreements prohibiting certain types of weapons seem to 
contradict such logic. Although using chemical, biological and nuclear weapons are unlawful 
under the LOAC principles, states chose to adopt agreements on the subject. These substances’ 
conventional prohibition strive for strengthening an existing obligation to prohibit such weapons 

                                                 
1023 Autonomous Weapons: An Open Letter from AI & Robotics Researchers, 28 July 2015. 
https://futureoflife.org/open-letter-autonomous-weapons/  
1024 Schmitt, A Reply to Critics (2013) p 25.  
1025 Reeves, Are You Sure These are Killer Robots? (2014) p 26. https://ssrn.com/abstract=2427923  
1026 Yoo, Embracing the Machines (2017) p 488. 
1027 Boothby, The regulation of weapons under IHL (2017) p 40.  
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by providing different mechanisms (e.g. inspection or verification)1028 and reflects the universal 
condemnation of proliferation, as well as the commitment under the UN Charter to maintain 
international peace and security. Such commitment to disarmament and consensus is missing in 
case of AWS; in their case there is no historical prohibition as the dangers of the deployment lie 
not in employing weapons resulting in horrible injuries and suffering but the nature of autonomy 
(or artificial intelligence) being a result of research and development. 

 
Another problem is presented by Szalai in her extensive work on the effects of armed 

conflicts on international agreements.1029 States may withdraw from any possible future legal 
instrument banning the development and production of AWS (not being part of customary law or 
jus cogens1030) during the conduct of hostilities in case a certain situation threatening their most 
vital national interests.  
 

I agree with Thurnher who states that ‘the law will adapt and evolve as needed to the 
challenges autonomous systems present, but, in principle, the law of armed conflict and autonomy 
are not incompatible.’1031 In this regard, it is also worth recalling Kovács, who depicted historical 
features, lack of information and science itself as the most important non-legal difficulties 
regarding the development of international law.1032 In the following I attempt to collect and assess 
those legal and operational requirements that may facilitate that AWS are used in compliance with 
LOAC and offer another alternatives to strengthen LOAC compliance. 
 
3. Facilitating compliance (recommendations) 
 

It is my firm belief that in adequate circumstances AWS can be lawfully used in the 
battlefield. For this however, the constellation of many circumstances is needed. First if all, AWS 
can be lawfully employed under LOAC if its use will realize military objectives which cannot be 
attained by other weapons or weapon systems that would cause less collateral damage.1033 During 
the targeting process, the available capabilities (weaponeering solutions, including AWS) are 
matched to the selected target sets.  
 

                                                 
1028 For example the Chemical Weapon Convention is complementing the obligations taken up by Protocol for the 
Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases, and of Bacteriological Methods of Warfare, 
Geneva, 17 June 1925. 
1029 Anikó Szalai, A fegyveres összeütközések hatása a nemzetközi szerződésekre (doctoral dissertation) Szeged, 
2012, p 94. http://doktori.bibl.u-szeged.hu/1376/1/Szalai_Aniko_PhD_disszertacio.pdf  
1030 For jus cogens generally see Alexander Orakhelashvili, Peremptory Norms in International Law, Oxford 
Monographs in International Law, Oxford University Press, 2006; Malcolm N. Shaw, International Law, Seventh 
Edition, Cambridge University Press, 2014, pp 87-91; Anthony D’Amato, It’s a Bird, it’s a Plane, it’s Jus Cogens in: 
Northwestern University School of Law, Faculty Working Papers (2010); Gábor Kajtár, Jus cogens a 21. század 
nemzetközi jogában – az általános erőszaktilalom feltétlen alkalmazhatósága, Jogtudományi Közlöny, 2016 július–
augusztus, pp 401–407. 
1031 Thurnher, Means and Methods of the Future (2016) p 195. 
1032 Péter Kovács, A nemzetközi jog fejlesztésének lehetőségei és korlátai a nemzetközi bíróságok joggyakorlatában, 
PPKE JÁK Jogtudományi Monográfiák 1, Budapest, 2010, pp 256-267; see also generally Géza Herczegh, 
Development of International Humanitarian Law, Akadémiai Kiadó, Budapest, 1984. 
1033 Schmitt,  “Out of the Loop” (2013) p 261. 

http://doktori.bibl.u-szeged.hu/1376/1/Szalai_Aniko_PhD_disszertacio.pdf
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The targeted military objective is also of crucial importance as the AWS must comply with 
the principle of distinction. AWS may be able to discriminate provided that certain conditions are 
met (the target is a military objective by nature or by location, there is no commingling therefore 
chances for collateral damage are minimal, etc.). The required input (types of targets, e.g. ballistic 
missiles; dimensions; parameters; assigned values; facial features; identities, etc.) shall be 
preprogrammed based on objective parameters or traceable and sufficient intelligence.  
 

Using AWS in a primarily defensive role ensures a conservative approach, i.e. the system 
only attacks when encounters (recognizes) a threat, for example in case of missile defence systems 
where the system’s response is triggered by a signature, sound or emitted heat of objects (e.g. 
ballistic missiles). This generally means targeting easily recognizable and targetable military 
objects by location (e.g. a bridge of strategic importance) or by nature: missiles, tanks, vehicles, 
shells operated by enemy combatants, or by use: in case of civilian objects (e.g. using the enemy’s 
civilian airliner). Identification however may necessitate a simplified, less dynamic operational 
environment. Ideally, intentionally targeting individuals shall only happen in circumstances where 
positive identification of lawful targets is possible, and no civilians are endangered; therefore, the 
chance of collateral damage is excluded.1034 Applying a positivist approach, this would be well 
beyond what is required by LOAC involving restrictive factors outside the realm of LOAC, e.g. 
the sanctity of human life or the influence of IHRL. 
 

Limiting discrimination (and generally targeting) to a predefined combat zone would also 
lessen the chance of incidental injury and collateral damage and therefore could contribute to 
improving compliance with distinction.  
 

Offensive situations also exist where AWS could comply with a lower ability to 
discriminate between lawful and unlawful targets (e.g. in desert warfare, in demilitarized zones or 
underwater).1035 Apart from threatening human life, civilian objects such as nature itself should 
also be taken into account. Therefore, in certain circumstances, the deployment of AWS would be 
lawful and in others unlawful ‘depending on how technologies advance.’1036  
 

Based on the above, in principle, certain AWS may possess the ability to comply with 
distinction (as part of the Law of Attack), but this compliance is dependent on the operational 
environment, the manner or use and on the target itself. In certain cases, AWS may be a better 
weaponeering solution (higher degree of precision, less chance for collateral damage) than other 
weapons. A higher degree of autonomy may be justified in relatively stable, uncluttered 
environments against targets that can be identified without doubt (e.g. incoming missiles), whereas 
a cluttered environment (e.g. urban warfare), where distinction is not possible, necessitates a lower 
degree of autonomy.  
 

                                                 
1034 Otherwise the rights of protected persons to have an adequate protection against the adverse effects of armed 
conflicts, which is the animating purpose of LOAC, are not ensured. This however does not mean the full or absolute 
protection of human life. 
1035 Thurnher, Examining Autonomous Weapon (2014) p 221. 
1036 Anderson, Adapting the Law of Armed Conflict (2014) p 402. 
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Regarding proportionality, it has been established that the concerning decisions are made 
by humans. Collateral damage estimation could be technically carried out by an AWS, yet 
calculating military advantage is problematic considering the present state of technology because 
of its highly contextual nature and exposure to rapid changes. I am confident that it will not be an 
insurmountable barrier in the far future, but until the technology is available, fielding of AWS in 
compliance with proportionality necessitates certain limitations and restrictions (e.g. temporal and 
geographic limitations and use restricted to situations where the risk of collateral damage is non-
existent or low). 
 

The principle of precautions requires military personnel involved in planning, decision-
making, execution regarding operations to take constant care in order to avoid or at least minimize 
the risk of collateral damage. Challenging to program it as it is, if there are more military objectives 
promising similar military advantage, the one involving the least risk of collateral damage shall be 
chosen. The same requirement applies to AWS: the one exposing the least civilian to risk shall be 
selected, without forfeiting military advantage. I believe that this is probably the strongest 
argument against those supporting a ban: in case of a ban, the possibility of lessening the collateral 
damage from armed conflict will be taken away. Military personnel have the responsibility to act 
with the greatest care during targeting, yet, part of this obligation can be complied with by 
programming an AWS to regularly confirm target identity and the proportionality of an attack. 
 

Based on the assessment of present dissertation, AWS are not unlawful per se (based on 
the fact that they incorporate autonomous features). However, AWS that can autonomously select 
and engage targets without direct human control or supervision can be used lawfully only in a 
fairly limited number of circumstances, mostly in simple, static, unchanging environments. In 
cases falling outside these limited circumstances, human operators shall maintain some kind of 
oversight over the AWS (to remain a so-called red card holder with the ability to revoke or change 
any inadequate AWS decision).  
 
4. Future developments 
 

Considering the exponential development of new technologies and weapons, further 
discussions and debate regarding the AWS is unavoidable; what seemed to be science fiction 
yesterday, is the reality of today’s warfare. This process however cannot be limited to 
governments’ intervention; representatives of civil society and NGOs, as well as roboticists, 
scientists, lawyers and ethicists also need to be involved in the process. This could ensure that 
members of the society will have a correct understanding of the implications of applying robotic 
technology in weaponry. Various initiatives have been launched already to clarify the key areas of 
developing and fielding AWS as well as formulating the right questions for the concerning 
research. In the following, I will highlight a few of those questions that may shape the debate: 
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(1) In December 2015, the 32nd International Conference of the Red Cross and Red Crescent 
adopted a resolution on strengthening compliance with international humanitarian law.1037 
The resolution recommended an inclusive, state-driven intergovernmental (consultation) 
process in order to find agreement on features and functions of a potential forum of states 
and to find ways to enhance the implementation of IHL using the potential of the 
International Conference and IHL regional forums.1038 The initiative is co-facilitated by 
Switzerland and the ICRC.1039 Since the adoption, four informal meetings have been held to 
allow for exchange of ideas and identify converging elements for strengthening respect for 
IHL based on proposals and discussions. Yet, in December 2018, the participants failed to 
reach consensus regarding the creation of a forum (mechanism) ‘to discuss IHL 
implementation and respect.’1040 

 
(2) At Convention on Prohibitions or Restrictions on the Use of Certain Conventional 
Weapons Which May be Deemed to be Excessively Injurious or to Have Indiscriminate 
Effects (CCW) Meeting of High Contracting Parties in 2013, participants agreed on a new 
mandate on LAWS, according to which an informal meeting of experts would convene in 
2014 to discuss the questions related to emerging technologies in the area of LAWS ‘in the 
context of the objectives and purposes of the Convention.’1041 During the 2014 informal 
meeting, the need for a clearer understanding of defining elements of LAWS was frequently 
raised. The following annual meeting focused on inter alia the concept of meaningful human 
control, responsibility, predictability, the issues of autonomy regarding context and tasks as 
well as critical functions of LAWS.1042  
 
The 2016 informal meeting of experts, building on the meetings of 2014 and 2015, covered 
specifically the areas of mapping autonomy, a working definition, IHL (including weapons 
review in the context of LAWS), Human Rights, and ethical issues. During the 2016 
discussions, there was a general understanding that (a) a state will bear the legal and political 
responsibility and establish accountability for action by any weapon system used by the 
state’s armed forces according to IL and IHL and (b) ‘views on appropriate human 

                                                 
1037 32nd International Conference of the Red Cross and Red Crescent, Geneva, Switzerland, 8-10 December 2015, 
Strengthening Compliance with international humanitarian law, Resolution 2, 32IC/15/R2. 
http://rcrcconference.org/wp-content/uploads/2015/04/32IC-AR-Compliance_EN.pdf  
1038 ICRC official website. https://www.icrc.org/en/document/outcomes-32nd-international-conference-red-cross-
and-red-crescent  
1039 Jelena Pejic, Strengthening Compliance with IHL: The ICRC-Swiss initiative in: 98 International Review of the 
Red Cross 1 (2016), p 329. 
1040 Helen Durham, Strengthening compliance with IHL: Disappointment and hope in: ICRC Humanitarian Law & 
Policy blog, 14 December 2018. https://blogs.icrc.org/law-and-policy/2018/12/14/strengthening-compliance-with-
ihl-disappointment-and-hope/  
1041 The United Nations Office at Geneva (UNOG), 2014 Meeting of Experts on Lethal Autonomous Weapons 
Systems. 
https://www.unog.ch/80256EE600585943/(httpPages)/A038DEA1DA906F9DC1257DD90042E261?OpenDocumen
t  
1042 Revised annotated programme of work for the informal meeting of experts on lethal autonomous weapons systems 
Geneva, 13 – 17 April 2015, CCW/MSP/2015/WP.1/Rev.1, 11 March 2015. https://documents-dds-
ny.un.org/doc/UNDOC/GEN/G15/042/88/PDF/G1504288.pdf?OpenElement  
 

http://rcrcconference.org/wp-content/uploads/2015/04/32IC-AR-Compliance_EN.pdf
https://www.icrc.org/en/document/outcomes-32nd-international-conference-red-cross-and-red-crescent
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https://www.unog.ch/80256EE600585943/(httpPages)/A038DEA1DA906F9DC1257DD90042E261?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/A038DEA1DA906F9DC1257DD90042E261?OpenDocument
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G15/042/88/PDF/G1504288.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G15/042/88/PDF/G1504288.pdf?OpenElement
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involvement with regard to lethal force and the issue of delegation of its use are of critical 
importance to the further consideration of LAWS.’1043  
 
The Fifth Review Conference of the High Contracting Parties to the CCW held in December 
2016 decided1044 to ‘establish an open-ended Group of Governmental Experts (GGE) related 
to emerging technologies in the area of lethal autonomous weapons systems (LAWS) in the 
context of the objectives and purposes of the Convention.’ The GGE met for the first time 
in November 2017 and in their subsequent report, the Group affirmed inter alia that IHL 
applies to the development and use of LAWS, the next stage of the Group’s discussion shall 
focus on the characterization of the systems under consideration and that there is a need to 
further assess aspects of human-machine interaction in the development, deployment and 
use of emerging technologies in the area of LAWS.1045 The GGE on LAWS met twice in 
2018 (April and August), and according to the concerning reports, different options have 
been presented by the participating states to address the challenges and risks posed by AWS: 
(1) a legally binding instrument (with regulations and prohibitions regarding the use of 
AWS), (2) a political declaration laying down the most important principles (e.g. necessity 
of human control and transparency), or (3) strengthening the existing LOAC obligations 
(including the new weapon review requirements under Article 36 of Additional Protocol 
I).1046  
 
Regarding the GGE meetings of 2018, the Independent noted in a recent article that a group 
of advanced military power (including the US, Russia, South Korea, Israel and Australia) 
‘blocked progress towards a new international treaty to ban fully autonomous weapons 
systems’ following the second meeting of experts and states simply ‘pledged to continue to 
explore options for future work.’1047 From this short overview of the initiative under CCW, 

                                                 
1043 Recommendations to the 2016 Review Conference, Submitted by the Chairperson of the Informal Meeting of 
Experts, Advanced Version, 2016, p 1. 
https://www.unog.ch/80256EDD006B8954/(httpAssets)/6BB8A498B0A12A03C1257FDB00382863/$file/Recomm
endations_LAWS_2016_AdvancedVersion+(4+paras)+.pdf 
1044 Fifth Review Conference of the High Contracting Parties to the Convention on Prohibitions or Restrictions on the 
Use of Certain Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate 
Effects, Final Document of the Fifth Review Conference, CCW/CONF.V/10, 23 December 2016. 
https://www.unog.ch/80256EDD006B8954/(httpAssets)/AF11CD8FE21EA45CC12580920053ABE2/$file/CCW_C
ONF.V_10_23Dec2016_ADV.pdf  
1045 Group of Governmental Experts of the High Contracting Parties to the Convention on Prohibitions or Restrictions 
on the Use of Certain Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have 
Indiscriminate Effects, Report of the 2017 Group of Governmental Experts on Lethal Autonomous Weapons Systems 
(LAWS), CCW/GGE.1/2017/CRP.1, 20 November 2017, p 4. 
https://www.unog.ch/80256EDD006B8954/(httpAssets)/B5B99A4D2F8BADF4C12581DF0048E7D0/$file/2017_C
CW_GGE.1_2017_CRP.1_Advanced_+corrected.pdf  
1046 Group of Governmental Experts of the High Contracting Parties to the Convention on Prohibitions or Restrictions 
on the Use of Certain Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have 
Indiscriminate Effects, Report of the 2018 session of the Group of Governmental Experts on Emerging Technologies 
in the Area of Lethal Autonomous Weapons Systems, CCW/GGE.1/2018/3, 23 October 2018, pp 6-7. 
https://undocs.org/en/CCW/GGE.1/2018/3  
1047 Mattha Busby, Anthony Cuthbertson, ‘Killer Robots’ Ban Blocked by US and Russia at UN Meeting in: The 
Independent, 2 September 2018. https://www.independent.co.uk/life-style/gadgets-and-tech/news/killer-robots-un-
meeting-autonomous-weapons-systems-campaigners-dismayed-a8519511.html  
 

https://www.unog.ch/80256EDD006B8954/(httpAssets)/6BB8A498B0A12A03C1257FDB00382863/$file/Recommendations_LAWS_2016_AdvancedVersion+(4+paras)+.pdf
https://www.unog.ch/80256EDD006B8954/(httpAssets)/6BB8A498B0A12A03C1257FDB00382863/$file/Recommendations_LAWS_2016_AdvancedVersion+(4+paras)+.pdf
https://www.unog.ch/80256EDD006B8954/(httpAssets)/AF11CD8FE21EA45CC12580920053ABE2/$file/CCW_CONF.V_10_23Dec2016_ADV.pdf
https://www.unog.ch/80256EDD006B8954/(httpAssets)/AF11CD8FE21EA45CC12580920053ABE2/$file/CCW_CONF.V_10_23Dec2016_ADV.pdf
https://www.unog.ch/80256EDD006B8954/(httpAssets)/B5B99A4D2F8BADF4C12581DF0048E7D0/$file/2017_CCW_GGE.1_2017_CRP.1_Advanced_+corrected.pdf
https://www.unog.ch/80256EDD006B8954/(httpAssets)/B5B99A4D2F8BADF4C12581DF0048E7D0/$file/2017_CCW_GGE.1_2017_CRP.1_Advanced_+corrected.pdf
https://undocs.org/en/CCW/GGE.1/2018/3
https://www.independent.co.uk/life-style/gadgets-and-tech/news/killer-robots-un-meeting-autonomous-weapons-systems-campaigners-dismayed-a8519511.html
https://www.independent.co.uk/life-style/gadgets-and-tech/news/killer-robots-un-meeting-autonomous-weapons-systems-campaigners-dismayed-a8519511.html
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it seems that although it would offer an adequate framework for AWS discussions, after 
years of deliberation states could not come up with a generally agreed resolution.  
 
Naturally, those countries which are involved in developing and fielding AWS and which 
already have invested a fortune in these activities will not feel inclined to be halted by legal 
and ethical concerns. The GGE could not agree on a definition of LAWS and in this regard 
Ekelhof notes that there is less focus on the context within which meaningful control should 
be exercised and on who should exercise meaningful human control and over what. Also, 
the narrow focus on the operator who controls the weapon ‘does not pay due attention to the 
division of labor between humans and machines […] as it is transposed within the decision-
making process (e.g. the targeting cycle).’1048 Despite its shortcomings, the initiative 
generally applies a holistic approach and encourage the participation of not only member 
states but that of NGOs and other agencies as well (e.g. ICRC, Campaign to Stop Killer 
Robots, Amnesty International, HRW or Center for Autonomy and Artificial Intelligence). 
In 2019, the GGE will carry on the work in order to promote a common understanding on 
concepts and explore inter alia aspects of human-machine interaction, the human element in 
the use of lethal force.1049 

 
(3) DARPA is developing novel approaches to lifelong machine learning and AI to allow 
systems to learn continuously. DARPA’s Lifelong Learning Machines (L2M) program1050 
seeks to develop fundamentally new machine learning approaches that allow systems to 
adapt continually to new circumstances but without forgetting previous learning. The 
program is focusing on learning mechanisms in biological organisms with the aim of 
translating them into computational processes. DARPA is also making headway on 
Collaborative Operations in Denied Environment (CODE), a program that aims to extend 
the capability of unmanned aircraft systems to conduct dynamic, long-distance engagements 
of highly mobile ground and maritime targets in contested or denied battlespaces. In CODE, 
the group of drones finds and engages mobile targets (targets whose locations cannot be 
specified in advance by a human operator). If there is a communications link between the 
drone and the human, then the human could authorize targets for engagement once CODE 
air vehicles find them.1051 The third notable project of DARPA is TRACE (Target 
Recognition and Adaptation in Contested Environment).1052 Where the CODE project aims 
to ‘compensate for poor automatic target recognition (ATR) algorithms by leveraging 
cooperative autonomy’, TRACE attempts to improve ATR algorithms directly.1053 This 

                                                 
1048 Ekelhof, Operationalizing meaningful human control (2018).  
1049 Group of Governmental Experts of the High Contracting Parties to the Convention on Prohibitions or Restrictions 
on the Use of Certain Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have 
Indiscriminate Effects, Agenda, 25 March 2019, CCW/GGE.1/2019/1/Rev.1. 
https://www.unog.ch/80256EDD006B8954/(httpAssets)/884DF349536F790BC12583C8004C3AEB/$file/CCW_G
GE1_2019_1_Rev.1_Agenda_final.pdf  
1050 Defense Advanced Research Projects Agency (DARPA) Researchers Selected to Develop Novel Approaches to 
Lifelong Machine Learning. https://www.darpa.mil/news-events/2018-05-03  
1051 Scharre, Army of None (2018) p 72. 
1052 Defense Advanced Research Projects Agency (DARPA) TRACE (Target Recognition and Adaption in Contested 
Environments). https://www.darpa.mil/program/trace.  
1053 Scharre, Army of None (2018) p 84. 

https://www.unog.ch/80256EDD006B8954/(httpAssets)/884DF349536F790BC12583C8004C3AEB/$file/CCW_GGE1_2019_1_Rev.1_Agenda_final.pdf
https://www.unog.ch/80256EDD006B8954/(httpAssets)/884DF349536F790BC12583C8004C3AEB/$file/CCW_GGE1_2019_1_Rev.1_Agenda_final.pdf
https://www.darpa.mil/news-events/2018-05-03
https://www.darpa.mil/program/trace
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program is also relevant to AWS as pilots normally need to fly close enough to visually 
confirm target identity before weapon release, which means exposing a manned platform to 
extreme risk.  

 
As we have seen, comprehensive and inclusive discussion and cooperation is needed 

between policy-makers, NGOs, civil society, and military practitioners in order to understand the 
implications of developing and fielding AWS. Right now, there seem to be a rift between those 
who want to prevent the use (and proliferation) of AWS based on primarily ethical reasons and 
those (mostly military lawyers) who believe that in certain circumstances AWS can lawfully be 
deployed. I believe governments are somewhere in the crossfire between these two approaches: 
on the one hand they want to avoid unpopular decisions and therefore (influential) NGOs’ and the 
civil society’s concerns shall be adequately addressed by them; on the other hand, governments 
(based on their available resources) want to possess enhanced capabilities. (The latter however 
does not include ’thinking’ weapon systems, which may be difficult to control in the long run.) 
This picture may be further complicated by the respective national military interests to which 
governments can be exposed to, involving a threat to democracies (with arms industries gaining 
considerable power).1054 
 

I believe that the existing LOAC framework is adequate to protect civilians, but in order to 
fulfill its function, adherence to it ought to be ensured. With regards to AWS, judging from the 
CCW experience, advocating a new law (a new protocol under CCW or a binding multilateral 
convention regarding ban or restriction) may not work considering the national interests and 
reluctance of those states who are largely involved in AWS development and use.  
 

Instead of a preemptive ban or a multilateral convention, a framework convention 
may be more successful in drawing the attention to the issue. The concept of a framework 
agreement would be suitable to lay down the least common denominators, principles and general 
objectives of the parties but without the need to agree on and regulate the specific obligations. This 
could circumvent the problem of committing states ‘to a binding agreement before the full (or, at 
least, fuller) capabilities of AWS are known’1055 and could facilitate an open dialogue among states 
(and civil society). Foy also argues for the adoption of a framework convention as it could 
‘combine the positive qualities of a multilateral convention and a more flexible ‘code of conduct’ 
approach.’1056  

 
In order to be feasible and attract as many states as possible, I believe the content of such 

framework convention may include inter alia the following elements: 
 

• at least a broad definition of AWS or states’ common understanding regarding autonomy 

• states’ commitments to strengthen LOAC compliance 

• AWS deployment as a result of human decision-making (selection of weaponry) 

                                                 
1054 See Eisenhower’s address of 17 January 1961 on military-industrial complex. 
www.americanrhetoric.com/speeches/dwightdeisenhowerfarewell.html.   
1055 Petman, Autonomous Weapons Systems (2017) p 68. 
1056 Foy, Taking the human out of the loop (2013) p 32.   

http://www.americanrhetoric.com/speeches/dwightdeisenhowerfarewell.html
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• AWS operating mode selection by human decision-makers  

• AWS deployment in compliance with LOAC (thereby allowing the use and deployment of such 
AWS which are capable of complying with LOAC principles) 

• states’ agreement that deployment of AWS is not happening in a legal vacuum and commanders 
bear the responsibility for authorizing deployment of AWS in accordance with LOAC 

• ensuring the presence of human decision-making in authorizing the deployment of AWS 
throughout the whole targeting chain regardless of the degree of autonomy in the use of deadly 
force 

 
Fully autonomous systems, like the Harpy can already be found in the arsenal of certain 

states, therefore I may not see the opportunity to bring on board these states with a framework 
convention prohibiting the deployment of such weapons, and without them such agreement would 
not reach its objectives. The objective of the convention therefore shall be less ambitious than 
preventing and prohibiting the use of fully autonomous weapons systems.  Instead of such futile 
requirement, the issue should be approached from the requirement of human decision-makers in 
the targeting process, i.e. human decision-making authority in all phases of targeting should be 
maintained.  

 
Applying a different method, Anderson et al are suggesting a comprehensive three-tiered 

approach including:1057   
 

• an international instrument (a new legal instrument, a new protocol under CCW or a manual) 
including some form of interpretative application of LOAC to commanders deploying AWS as 
well as legal and policy rules and guidelines for the development of autonomous systems with 
the aim of reaching consensus in the minimum standards while retaining flexibility for 
international standards and requirements; 

• adopting national rules and policies regarding AWS and sharing best practices by publishing 
general policies; and 

• regulatory process with clear guidance regarding the types of systems defense industry can 
develop and operating procedures, ROEs and other operational and doctrinal level rules for the 
use of AWS for militaries. 

 
Scharre and Yde also recommends militaries to agree on a set of operational guidelines1058 

as to how they expect AWS to interact in environments where there is no human oversight (e.g. if 
you shoot at a robot, expect that it will shoot back).1059 This may be a more feasible solution to 
regulate their use than any convention.  

 
I believe that LOAC (including Weapons Law and the Law of Attack) is adequate and 

flexible enough to accommodate ground-breaking technologies as AWS are, but this does not 
mean that clarifications and common ground are not needed. LOAC contains fundamental rules 

                                                 
1057 Anderson, Adapting the Law of Armed Conflict (2014) pp 406-411. 
1058 Yde, The push towards autonomy (2014) p 19; Scharre, Army of None (2018) pp 328-329. 
1059 Scharre, Army of None (2018) pp 328-329. 
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that can be regarded as the least common denominator; I do not see a chance of its member states’ 
collectively deciding to review and amend it. In case of cyber warfare, this was not necessary 
either: in 2012 and again in 2017, a group of experts collected those rules of International Law 
(Tallinn Manual)1060 that are applicable for the cyber space as well. The Tallinn Manual is not a 
legally binding document but since its publication it has earnt a serious recognition and it is widely 
cited and referenced. Instead of any convention (whose adoption does not seem viable in the near 
future), similarly to the Tallinn Manual, a group of experts may be entrusted with collecting the 

applicable rules of LOAC and IL in general This would not be a new concept, apart from the Tallinn 
Manual, the AMW Manual, which restates the existing IL applicable to air and missile warfare 
was also worked out by an international group of expert and adopted by consensus in 2009.1061  

Should NATO decide to commit itself to the issue, then establishing a NATO accredited 
Centre of Excellence (COE)1062 could reasonably study the new technology or an already existing 
COE (e.g. the Cooperative Cyber Defence COE, the Modelling and Simulation COE or the 
Military Engineering Centre of Excellence) could extend its research to AWS and decide to 
commit itself to collaborating on a manual regarding the IL generally applicable to AWS. COEs 
are permanent establishments (as opposed to the annual meetings under the CCW egis) with 
infrastructure and expertise. And even though Russia, Israel, South Korea etc. are not NATO 
members, if at least NATO countries could agree on the related concepts and the applicable 
rules,1063 that would give impetus to other countries to exchange ideas and share practices. While 
this would not be a solution, it could definitely be regarded a good start. 
 

There are extensive reports in the media regarding disrespect and violations of LOAC. Yet, 
LOAC shaped the way wars are fought for hundreds of years and directed individuals’ behavior 
and nations’ conduct towards the direction where most nations abide by International Law 
including LOAC and the arms control treaties they are parties to. As law ‘deals with precedent and 
explicit legal requirements,’ it is characterized by being backward-looking experiencing ‘some 
temporal lag when confronting novel challenges.’1064 LOAC shaped the conduct of hostilities but 
LOAC was also shaped by the consequences of large-scale conflicts and wars. This change 
however did not touch LOAC’s core principle: protecting those not taking part in the armed 
conflict by constraining the means and methods of warfare. 

                                                 
1060 Tallinn Manual on the International Law Applicable to Cyber Warfare (Michael N. Schmitt General Editor) 
Cambridge University Press, 2013; Tallinn Manual 2.0 (2017). 
1061 HPCR Manual on International Law Applicable to Air and Missile Warfare, Bern, 15 May 2009. 
1062 COEs are international military organizations (in accordance with the NATO Paris Protocol) manned and funded 
by NATO nations that train and educate specialists and leaders from NATO member and partner countries. COEs are 
accredited by NATO and are members of the COE network coordinated by Headquarters Supreme Allied Command 
for Transformation (ACT). COEs are not part of the formal NATO Command Structure. ‘They assist in doctrine 
development, identify lessons learned, improve interoperability and capabilities, and test and validate concepts 
through experimentation. They offer recognised expertise and experience that is of benefit to the Alliance, and support 
the transformation of NATO, while avoiding the duplication of assets, resources and capabilities already present 
within the Alliance.’ In: NATO official website. https://www.nato.int/cps/en/natohq/topics_68372.htm?  
1063 On the absence of regulation regarding cyber warfare, Lattmann notes that based on LOAC principles and, if 
necessary, with extensive interpretation, analogies may be used to establish the applicable legal framework. Tamás 
Lattmann, A nemzetközi jog lehetséges szerepe az informatikai hadviselés területén in: Emlékkötet Herczegh Géza 
születésének 85. évfordulójára, A ius in bello fejlődése és mai problémái (Zsuzsanna Csapó ed.), Pécsi 
Tudományegyetem Állam- és Jogtudományi Kar, 2013, p 216. 
1064 Cook, Ethical Issues in Targeting (2016) p 148. 

https://www.nato.int/cps/en/natohq/topics_68372.htm
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With the technological development we are witnessing today in the field of autonomy and 
AI and the advocacy of human rights and the value of life will inevitably lead us to fielding AWS. 
To develop or possess AWS is ultimately a political decision that may be shaped by society’s 
reluctance and negative opinion. Governments are forming, re-forming, changing and falling in 
the fight for power – they may want enhanced capabilities over their opponents in the battlefield, 
but they definitely do not want to lose control over the acts of their military assets. Therefore, it is 
highly unlikely that politicians and military decision-makers would want to develop truly 
autonomous systems (employing AI) as this would affect their decision-making capabilities on all 
levels (strategic, operational, tactical). Autonomous weapon systems can be the source of 
unthinkable military power and I believe that what we need to do is to get the most out of them 
but keep them under control. This effectively means finding the right balance between human and 
machine using both technical and legal tools. 
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I. A brief summary of the research task  
 

There are numerous ongoing armed conflicts in the world and a perceptible trend of 
militarizing foreign affairs. These conflicts become more and more complex due to the applied 
and deployed technologies. Both the employed weaponry and the relevant legal framework 
became multidimensional in the last decades. There is an intricate and dense web of applicable 
international law (including the law of armed conflict, international human rights law, international 
criminal law) and national laws, as well as political, ethical, and moral expectations from both 
governments and civil society as to how armed conflicts should be fought.  
 

Cyber assets, remote-controlled drones and non-lethal tactics and techniques are introduced 
to all current armed conflicts irrespective of conflicts’ international or non-international nature. In 
this regard, respecting and observing the law of armed conflicts (LOAC) looks challenging as it is 
discernible from the most recent reports of non-governmental organizations, as well as from the 
cases of international criminal tribunals and national courts. The impact of technological 
development on the transformation of conflicts has recently captured the attention of lawyers and 
academics, too. Interest and research in the fields of cyber and military technology in addition to 
robotics has thrust autonomous weapon technologies into the limelight.  
 

The development and deployment of lethal autonomous weapon systems (AWS) presents 
multifaceted (legal, military, political and moral) challenges. Governmental research, UN experts 
as well as scholars and military lawyers are all bound by the endeavour to find a common 
denominator regarding the basic concept and characteristics of AWS. In order to understand what 
capabilities, opportunities, advantages and risks AWS may represent as well as the related legal 
issues, the underlying concept of autonomy (as the most distinctive feature of AWS, distinguishing 
them from any other (traditional) type of weapons) shall be introduced. An AWS can be defined 
from various perspectives; one can assess its objective technical characteristics, its relationship 
with humans (based on a human-machine interface enabling their ‘interaction’) as well as its level 
or degree of autonomy. The outcome of any legal analysis will boil down to how we define AWS 
according to these angles. 
 

The general purpose of this dissertation is to assess the legality of AWS through a legal 

positivist view, cleared as much as possible from moral and political influences. The research 
intends to show where the law stands today and assess whether it is adequate to answer the 
challenges posed by autonomous weapon technologies. One of the animating purposes of LOAC 
is to protect life and therefore, it cannot be fully separated from ethical questions and principles 
expressing moral values. These are however generally interiorized and articulated by the 
fundamental principles of LOAC (the principle of military necessity, the principle of distinction, 
the principle of proportionality, the principle of humanity and the principle of precautions). 
 

The contemporary discussion of autonomous technologies is characterized by a rift 
between consequentialists and deontologists – between technological optimism and pessimism. 
The consequentialist approach is very much result-oriented, whereby the pre-established 
objectives necessitate the matching means including the use of autonomous systems. Deontologists 
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on the other hand emphasize the possible breach of the right to dignity and the disregard towards 
ethical norms. Among these contradicting accounts, objective (data-based, descriptive) and 
subjective (personal and biased) perceptions and accounts often become blurred and tangled.  
 

The interdisciplinary and complex nature of the subject matter requires the assessment of 
the relevant legal instruments of different but closely related regimes (LOAC, international human 
rights law and international criminal law), but the bulk of the dissertation is a LOAC and targeting 

based analysis.  

  

The most important quest of the dissertation is to examine the legality of the use of AWS 
in the conduct of hostilities. This analysis has to be divided into the study of legality under the 
Law of Attack (as the segment of LOAC regulating the conduct of hostilities with regards to the 
means and methods that can be employed) and within the practical context of targeting. 
Concerning the legality of AWS under the Law of Attack, the central questions are related to the 
principles of LOAC. Can combatants, weapon operators, and military commanders comply with 
LOAC principles when deciding to employ weapon systems with autonomy in critical functions 
including the discriminating between civilians and lawful military objectives (principle of 
distinction)? Are AWS legally and technically able to effectively distinguish between lawful and 
unlawful targets? Can adherence to the principle of proportionality be ensured when the respective 
decision is delegated to a machine? Can a mathematical algorithm make adequate calculation with 
regards to accounting for collateral damage in relation to military advantage? What precautionary 
measures do military personnel have to take during the planning and execution of operations when 
selecting AWS as a means of attack under the principle of precaution?  
 

Based on the above legal challenges, the second goal of the research is to analyse the 
employment of AWS in the targeting process. This can be regarded as the ‘operationalization’ of 
the LOAC principles. In this regard, the dissertation is focusing on the different aspects of 
translating general LOAC principles into the specific language of operations.  
 

For the purposes of the dissertation, my basic premise is to regard AWS as weapons (i.e. a 
means of warfare) in the legal sense as opposed to treating it as an entity capable of independent 
decisions. Either as a tangible, inanimate object or as an algorithm, AWS lack legal personality, 
i.e. weapon systems cannot be regarded as addressees of obligations under LOAC. AWS are not 
human, they cannot be considered as combatants, units or forces (comprising of persons), and, 
apart from certain exceptions, they cannot be regarded as methods of warfare either, since methods 
cover certain manners of how to use means of warfare. 
 

To follow the application of AWS on the battlefield from the planning until the conduct of 
operations, the dissertation also examines state responsibility, as well as individual and command 
responsibility in case of LOAC violations involving AWS. Regarding the latter, accountability 
will require the existence of the action (violation) and the intent of perpetrators, which in most 
case may be difficult to prove. This hurdle may nevertheless be offset by the existence of 
situational awareness and adequate overview over the operations, as well as by sufficient 
experience and knowledge on the side of the prospective perpetrators.  
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II. Methodological approach of the dissertation  
 

The objective of the dissertation is to strip the substance from the surrounding 
misperceptions and misinterpretations and introduce the question from a mainly positivist legal 

point of view with only touching upon ethical questions.  
 

Based on Article 38 of the Statute of the International Court of Justice, the most important 
sources of present research are international conventions (most notably, Protocol I additional to 
the 1949 Geneva Conventions) and international customary law regarding the LOAC. This is 
naturally complemented by other (subsidiary) sources of international law including scholarly 
publications and judicial decisions although with regards to the latter, it should be noted that, thus 
far there exist only a few decisions concerning the use of autonomous technologies.  
 

Apart from the sources of international law, the assessment of NATO documents and 
national military manuals is also necessary in order to study the applicable rules and regulations 
on targeting. Regrettably, targeting documents are often missed by authors deliberating over the 
subject of AWS, although these documents are in fact the most important reflections on the 
interpretation of LOAC, bridging black-letter law and practice. These military manuals and 
different training materials for state armed forces are especially relevant because they can be 
considered a part of state practice or evidence of opinio juris and thereby may indicate the 
evolution of customary norms. While it is common to refer to the general principles of attack 
(distinction, proportionality, precautions), their translation into the strategic, operational and 
tactical level of targeting through NATO and national military manuals should also be quoted and 
referenced. The subject of AWS can be assessed comprehensively only when one appreciates the 
way these weapon systems fit into – and maybe one day even replace parts of – the targeting 
process.  
 

Commentary or travaux préparatoires to LOAC documents, if any, shall also be carefully 
read as they may contain valuable references as to the direction of negotiations, intent of parties 
and the different interpretations considered during the discussions. Further valuable sources 
include LOAC-related books and scholarly articles as well as the contribution that the International 
Committee of the Red Cross and different non-governmental organizations (for example the 
Human Rights Watch, Amnesty International, or Article 36 NGO) are making through their 
comprehensive reports, accounts, interpretations, and recommendations. 
 

This dissertation is informed by and created from an IL and LOAC point of view. The 
examination of autonomy in weapon systems could touch upon different disciplines: ethics, 
robotics, military science, philosophy, and legal studies. Although the subject’s interdisciplinary 
nature is acknowledged, this paper is written from a legal point of view, introducing only those 
technicalities (basic technical concepts and terminology regarding AWS) that are necessary for the 
legal appreciation of the subject.  
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Based on positivist methodology, the dissertation is built on the content of conventional 
law and customary rules, where conventions and treaties are assessed in light of the Vienna 
Convention on the Law of Treaties, according to which, treaties shall be interpreted together with 
other relevant rules of international law applicable in the relation between the parties.  
 

The dissertation intends to identify and assess the applicable law and to highlight possible 
legal uncertainties as the basic methodological approach which is complemented with the 
examination of a possible demand for new or amended legislation. This methodology includes the 
introduction and explanation of the competing interpretations and concepts, as well as providing 
(mostly NATO and US) examples to highlight how LOAC conventional rules and customary 
principles are rendered operational by Allied and national documents.  
 

The dissertation intends to analyse LOAC, the available NATO documents, national 
military manuals and other relevant documents in order to: 

 

• assess AWS’ legality under international law,  
• see where and how the choice and employment of AWS can fit into the targeting process, and 

• identify and highlight the existing guarantees in the process that ensure the exclusion of 
unnecessary, disproportional or for any other reason unlawful use of such weapons.  

 
The applied methodology will identify if there are any uncertainties in law, in order to 

decide whether LOAC and NATO documents as well as selected national documents provide 
sufficient protection to avoid the use of unlawful AWS or the unlawful use of otherwise lawful 
AWS or alternatively, whether an AWS-specific regulation might be needed in the future. The 
assessment of the possibility of a future regulation covers the study of the prospect and reality of 
a ban, too.  
 

The most important purposes of LOAC are to protect those who are not, or no longer 
participating directly in hostilities and to regulate the conduct of hostilities. This examination will 
stay within the framework of jus in bello, i.e. it will focus on how and in what circumstances AWS 
can be used in the conduct of hostilities following the commencement of an armed conflict. Jus in 

bello (LOAC) is to be distinguished from jus ad bellum which is the legal framework regulating 
the right of states to use force against other states or non-state actors.  
 

From the legal point of view, the subject of the dissertation is limited to the examination of 
those norms of LOAC that regulate the conduct of hostilities. Lethal AWS may have serious 
implications regarding several human rights (e.g. right to life, right to human dignity, right to 
security, right to respect for family life, freedom of expression or freedom of assembly), but this 
writing will touch upon only the right to life, and other conducts (e.g. detention, interrogation or 
belligerent occupation) concerning human rights that are outside the battlefield context (e.g. right 
to dignity, prohibition of torture) are not covered.  
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III. Outcome of the research and its possible applications  
 
General remarks – autonomy  
 

LOAC, as part of international law, is a flexible, contextual, and intrinsically human 
decision-based regime. The dissertation examines AWS and autonomy through the prism of 
LOAC and determine if AWS, as a novel technology, can be used in compliance with the principles 
and rules of LOAC. It is also subject of the assessment whether resorting to AWS would limit or 
at least make the concerning LOAC rules seem rigid, since a human being can interpret the rules 
in light of a particular situation and, as a result, no two assessments can be the same, however, this 
flexibility may be lost when decisions are made by algorithms. This may result in stiff, although 
predictable outcomes that may not fit the specific circumstances of the situation. 
 

From the practical point of view, weapon systems are a combination of weapons and the 
related computer technology, platform and the personnel necessary for its operation. At the very 
heart of AWS lies the control system (software) as the precondition to the autonomous capabilities 
of the weapon system (e.g. navigation, movement, obstacle avoidance, mapping the environment, 
identifying, selecting and tracking targets, engaging targets). Autonomy is probably the most 
distinct feature of the control system of an AWS, the ‘cognitive engine’ that powers machines. 
With regards to AWS however, the main question is not whether to have autonomy or not. Rather, 
the degree of autonomy should be emphasized which is determined by the sophistication of the 
related computer technology (sensing software and control system). Autonomy can be defined as 
the capability of an AWS to perform a task without human intervention, according to its 
programming. An autonomous system is using probabilistic reasoning, i.e. based on the data 
collected by the sensors, it makes guesses about the best possible courses of action. What separates 
an AWS from automatic and automated systems is its capability to decide a course of action, from 
a number of alternatives, without depending on human control, although that may still be present. 
Unquestionably, the most important research field with regards to AWS will be that of autonomy 
and the basic research areas will include inter alia machine learning, natural language processing, 
computer vision, problem solving, logical reasoning, or human-machine interaction. 
 

So far, there are no reports on developing (and employing) weapons systems that are 
capable of learning and adapting to their environment, i.e. using artificial intelligence. According 
to scientific research and media accounts, only partial artificial intelligence capabilities have been 
developed and true artificial intelligence probably will not be available in the coming years. Yet, 
technology has reached a point where the deployment of such systems will be practically feasible 

within a short period of time. Some military and robotics experts predict that fully autonomous 
weapons that could select and engage targets without human intervention could be developed 
within 30 years. The employment of such system would definitely mark a paradigm shift in the 
conduct of hostilities.  
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The theory (LOAC principles) 
 

Although the Geneva Conventions and their Additional Protocols are the products of a 
different era that aimed to solve the puzzling questions relevant at the time, they had also 
anticipated the technological challenges parties to a conflict may face in future. If we add to the 
equation the exponentially accelerating pace of developing unanticipated technological solutions, 
the question still arises if legal concerns regarding AWS can be addressed by the existing body of 
LOAC. Can AWS be considered legal per se and can be used legally under LOAC? Can we treat 
AWS as we would treat any other weapon and thereby disregarding the high autonomy it may have 
in certain critical functions? Can we trust decision-making by an algorithm written for an AWS 
that is probably too complex for any end-user (combatant, operator or military commander) to 
comprehend in its totality? With regards to the above questions, the dissertation explores whether 
general LOAC principles are flexible enough to deal with the challenges posed by AWS including 
the serious ramifications deriving from delegated decision-making. The basic premise of the 
dissertation for studying the principles of LOAC is that LOAC is applicable to AWS as a means 
of warfare.  
 

The first studied principle (the principle of military necessity) limits the right of the parties 
to the conflict to choose any means and methods. The modern concept of military necessity 
requires using only that kind and degree of force that is required to achieve the anticipated military 
advantage. At the heart of the concept lies the criterion that no defence shall be provided in the 
event of unlawful actions; on the contrary: a balanced principle of military necessity fosters 
gaining military advantage while also manifesting the humanitarian requirements of law. Own 
force protection (including both military personnel and weaponry) shall be considered a military 
advantage, therefore, the lawful use of autonomous technology on the battlefield under the 
principle can be more conveniently decided in light of the anticipated military advantage. In this 
case, the requirement that military objectives yield some military advantage would make any 
separate condition for military necessity unnecessary. The employment of AWS shall not be 
considered unlawful under the principle, for the reason that unlike manned systems, they can attack 
the enemy without placing an operator at risk (own force protection). Based on the above, the 
concept of military necessity does not in itself seem to render AWS unlawful, since there exist 
situations in which they are valuable militarily. The immaterial nature of the principle of military 
necessity seems too elusive to give us an indication as to AWS can be regarded lawful or unlawful 
under its provisions.  
 

The Martens Clause as the transposition of the principle of humanity cannot be called a 
LOAC principle as such. It can rather be regarded as a guidance for positioning LOAC (including 
the rules of the conduct of hostilities) in the system of international law. It ensures that LOAC 
does not become a self-contained regime as it opens up the possibility to interpret its norms and 
mechanisms in the context of other norms of IL. Therefore, the Martens Clause does not provide 
us with a principle directly applicable in the conduct of hostilities, but it sets the norms of LOAC 
into the larger framework of IL. The Martens Clause implies that principles of general IL apply 
during armed conflicts even if there is no particular provision in the concerning treaty law. With 
LOAC being silent on a certain matter, the Martens Clause may serve as a backdoor that ensures 
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that other sources of IL may provide protection to persons intentionally involved in the hostilities 
(e.g. combatants) and those who unintentionally found themselves in crossfire.  
 

Apart from being prohibited by a special convention, to call any weapon (including AWS) 
unlawful per se, it must be non-compliant with the rules of Weapons Law as contained in LOAC. 
Regarding non-compliance with the concerning rules of Weapons Law, not having any rule a 

contrario, my fundamental premise is still that those rules that apply to conventional weapons 
(understood as widely used weapons such as small arms and light weapons, mines, bombs, shells, 
missiles, cluster munitions, etc. that are not weapons of mass destruction) equally apply to AWS 
as a new, unconventional type of weapon system. (Apart from the Martens Clause, the principle 
of humanity also requires the study of those rules of LOAC that prohibit inter alia the deployment 
of weapons causing superfluous injury or unnecessary suffering, the use of uncontrollable means 
and effects or weapons without the capability to discriminate between civilian and military objects 
but these refer to specific effects of weapons and the autonomy of any weapon system cannot be 
interpreted in light of these rules.) 
 

As previously highlighted, neither the existing AWS, nor the possible truly autonomous 
systems of the future shall be seen as actors under LOAC. This premise will have a significant role 
to play when assessing the principle of distinction. The first and foremost objective of the principle 
is the prohibition of indiscriminate attacks. It generally requires military commanders and 
combatants to distinguish between the following categories in the area of operation: 

 

• civilians – combatants   

• civilians – civilians taking a direct part in hostilities 

• combatants hors de combat – combatants  

• civilian objects – military objects. 
 

Applying this second principle to AWS, the central question will be whether AWS used 
against lawful military objectives can be used in such a way that personnel involved in the 
decision-making regarding its use or involved in its use can comply with the principle of 
distinction, i.e. whether AWS is capable of discriminating between lawful military objectives and 
unlawful targets. In this regard, the AWS’s ability to effectively and reliably distinguish between 
military and civilian objectives will depend on the sophistication of its control system (algorithms), 
but the operational environment, the circumstances of the attack, the attacked military objectives 
and the length of deployment will also play an important role in the assessment. 
 

What complicates the assessment is that Additional Protocol I was drafted with a special 
attention to the effects of an indiscriminate attack (civilians and civilian objects being attacked) 
and not the implications and level of autonomy in the decision-making. AWS are means of 
warfare: weapon systems that can be employed by human decision-makers. These types of 
weapons require human beings (designer, programmer, military commander, operator, combatant, 
etc.) to design, program, activate and use them, therefore, they should not and cannot be seen as 
‘persons’ (addressees of LOAC) aiming themselves. Based on their limited level of autonomy, my 
earlier starting point, that LOAC apply to AWS similarly as they apply to conventional warfare 
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and conventional weapons (manned platforms) is still valid. Activation of an AWS is always a 
result of human decision-making and human judgment supposing that the AWS in question is 
capable of distinguishing thereby the persons responsible for its employment and use do not breach 
the principle of distinction (selecting and engaging only lawful targets).  
 

One of the most important underlying questions the decision-maker has to deal with is 
whether the AWS to be selected has the sufficient capability to recognize and assess the nature 
and characteristics of targets (based on the circumstances) or not. The human judgment regarding 
the selection and activation of an AWS may well indicate that the level of AWS ability to 
discriminate is adequate and may also be decisive in addressing the concerns regarding 
responsibility. Assessing adherence to the principle require a twofold review: (1) investigating the 
possibility of positive identification of military objectives including combatants, civilians taking a 
direct part in hostilities as well as different military objects by AWS and (2) assessing whether an 
AWS can be aimed with an acceptable level of distinction. I believe, lawfulness will require 
positive answers to both questions. This presupposes the assessment of certain objective data and 
criteria (e.g. uniforms, distinctive clothing, insignia, in case of known persons, facial and body 
images) that can be measured as well as the AWS’s ability to ascertain intent from human 
behaviour. AWS may comply with the first requirement, but the second one (interpreting intent) 
may prove to be challenging. Currently, softwares and algorithms are in most cases inadequate for 
understanding the context (circumstances) which is subject to change, yet comprehending its 
implications is a prerequisite for adhering to the principle of distinction.  
 

In principle, certain AWS may possess the ability to comply with distinction in certain 
circumstances, but this compliance is dependent on the operational environment, the sophistication 
of the sensors and control system, as well as on the military objective to be identified 
(distinguished).  

 
In certain cases, an AWS may be a better weaponeering solution (with a higher degree of 

precision and less chance for collateral damage) than other weapons but to make an informed 
decision, it is critical to determine first the type of environment where AWS are planned to be 
used, because the demand on the AWS to distinguish will depend on it. A higher degree of 
autonomy may be justified in a relatively stable, uncluttered environment against targets that can 
be identified without doubt (e.g. incoming missiles in desert warfare), whereas a lower degree of 
autonomy is needed in cluttered environment (e.g. in urban warfare), where distinction on the 
tactical level is not always possible. In the latter case employing AWS with high autonomy may 
prove to be unlawful. 
 

The principle of proportionality enjoys a close relationship with the principle of military 
necessity and distinction (the latter is a prerequisite to the proportionality analysis as distinction is 
necessary for assessing collateral damage). The most important purpose of the principle is to 
protect civilians from excessive injuries and damages. The term ‘excessive’ is of crucial 
importance here as we will see, since it indicates that there will always be a certain risk of 
unintentional injury and death and collateral damage in civilian objects. The principle provides 
legal validation for the infliction of suffering that would be intolerable in peacetime. There is no 
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rule in LOAC according to which all collateral damage is prohibited, yet, minimizing incidental 
injury and collateral damage limits potential international condemnation, supports proportionality 
and contributes to peace-making and rebuilding efforts. Under the principle, military personnel 
have to evaluate and measure two significantly different categories. On one side of the scale are 
the adverse effects (collateral damage), which are measured against the concrete and direct military 
advantage anticipated from the attack.  
 

The most important question that arises regarding this principle is that if military advantage 
is subjective, contextual and changing as military operations are progressing (and thereby difficult 
to discern even for an experienced decision-maker), how can an AWS assess the proportionality 
of an attack? Regarding distinction, the crux of the problem is the inherent ability to 
recognize/identify lawful military objectives. As for proportionality, accepting that the assessment 
of collateral damage can be carried out by an AWS, the problematic issue is assessing the military 
advantage expected from the attack (as a whole) in a dynamic environment. Certain parameters 
can be written into an AWS’s algorithm but positive identification of a lawful military target in 
itself is not enough – the military advantage expected from attacking it (at the time) necessitates 
an incredibly high degree of situational awareness, in-depth understanding of strategic, operational 
and tactical objectives (required end state) as well as an ability to assess and process all available 
information. I believe that it can only be achieved if the AWS has a sufficiently sophisticated 
algorithm and is able to receive and interpret continuous updates regarding the operation. Right 
now, the abstract thinking necessary for implementing distinction in a complex and rapidly 
changing operational environment seems to be possessed only by humans.  
 

On the technical level, it would be feasible for an AWS to operate according to 
preprogrammed values. This effectively means that operators can set the values in light of the pre-
determined excessive (unacceptable) collateral damage for the military objective to be attacked. 
In case constant update is not possible, these values shall be set at a conservative (low) level. The 
chances of the need to adjust the pre-set values can be significantly lowered if the use of AWS is 
restricted to a geographically limited, uncluttered environment for a shorter period of time. In this 
case, it is less likely that any adjustment is needed.  
 

The technical possibility of pre-setting values for unacceptable collateral damage however 
does not mean that an AWS is able to address the qualitative judgment needed to comply with the 
principle of proportionality. In order to use AWS in populated area (consistent with the principle 
of proportionality), humans should set a value for the allowed civilian casualties, injuries and 
damage to civilian objectives for each type of military objective. In this case humans would do the 
military necessity and proportionality calculation and the AWS would call off the attack should 
the number of civilian casualties would exceed the predetermined allowable number. 
 

For the time being, humans make the decisions regarding proportionality, thereby being 
responsible for compliance with the principle. Humans provide the highest level command 
regarding the deployment of an AWS (based on the operational environment) and guidance 
concerning the values to be set as maximum collateral damage. It is however not insurmountable 
that with technological advancement, algorithms would enable AWS to adjust these base levels in 
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order to address the changes in the operational environment. To allow for these adjustments, 
continuous data feed has to be ensured. On the other hand, it may also be (at least technically) 
possible that an AWS can learn to apply the principle on the basis of feeding it with scenarios and 
the correct answers regarding proportionality. Nevertheless, until such time as this may come, I 
believe that the use of AWS in compliance with proportionality necessitates certain limitations and 
restrictions (e.g. temporal and geographic limitations and use restricted to situations where the risk 
of CD is non-existent or low). 
 

The principle of precaution basically requires those who plan, decide and execute an attack 
to take constant care in order to avoid or at least minimize the risk of collateral damage. This will 
include inter alia to select a weapon or weapon system and a military objective that involves the 
least risk for collateral damage as well as to cancel or suspend the attack in case of unlawful 
(civilian) targets and the breach of proportionality. The precautionary principle would prohibit to 
use AWS in cases when other feasible weapons are available that pose less risk for collateral 
damage and promise the same military advantage. Lawful military objectives shall be attacked by 
weapons that expose civilians to the least possible harm (without forfeiting military advantage) – 
if this weapon is an AWS, then it shall be selected as a matter of law. In this regard, an outright 
ban on AWS would act against compliance with the principle of precaution and may have a 
counterproductive effect.  
 

Precaution shall also be applied post-attack too, as long as the physical possibility exists to 
suspend or abort an attack if it is expected to cause excessive collateral damage, i.e. becomes 
disproportionate. The addressees of LOAC are human beings, and under the precautionary 
requirement, military personnel have to do everything feasible to act with the greatest care. With 
regards to AWS, this means the use of its sensors’ capabilities to the largest extent possible in 
order to recognize targets.  
 

The requirement also implies the optimal match of weaponeering solutions to the selected 
military objectives, i.e. choosing weapons that will cause the least collateral damage yet deliver 
the military advantage anticipated. An AWS can also operate with the greatest possible care – 
according its algorithm. If an AWS can be programmed to run regular checks (in order to confirm 
target identity and the proportionality of the attack), I believe that under the principle it has to be 
programmed to run theses checks in order to ensure that the military personnel is compliant with 
all LOAC principles. 
 
Operationalizing LOAC principles 
 

Following the theoretical analysis, the assessment of how the above principles and rules 

are put to practice is also necessary (i.e. how they are operationalized during the targeting 
process). Understanding how these rules guide targeting is insurmountable to the analysis of the 
adequacy of how LOAC today deliver its functions and to deciding on whether any new law is 
needed as an answer to the challenges posed by AWS. It may also serve as a reminder that stringent 
practices are for a long time in place to give effect to the principles and rules of LOAC. 
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The contemporary concept of targeting evolved only after the introduction of airpower in 
World War I and the targeting process has been shaped by technological developments, 
organizational structures as well as an inter-service competition for scarce resources.  
 

Notwithstanding the growing number of studies and scholarly articles on AWS in light of 
LOAC, the targeting process (especially the targeting cycle followed by NATO and the US, being 
the most detailed available documents on targeting doctrine) is generally understated. Any 
employment of AWS on the battlefield today is effectively happening through the targeting 
process, therefore, it is vital to understand how it ‘operationalizes’ distinction, proportionality and 
precautions, i.e. how the process ensures compliance with these principles on the strategic, 
operational, and tactical level.  
 

Targeting is a process of selecting targets and choosing the appropriate weapon to attack 
them with an aim to achieve the desired operational effects in support of the commander’s 
objectives. Adherence to the LOAC principles shall be ensured throughout the whole targeting 
process and by all military personnel involved. Precaution with regards to the selected means and 
methods of warfare shall be taken into consideration in all phases of targeting. The proportionality 
analysis can be carried out only if the lawful target is already developed (selected and vetted) and 
an AWS has been chosen as a weaponeering tool. Under LOAC, the lawfulness of attacks 
involving AWS must be ensured and assessed by the person launching the weapon or ordering the 
weapon to be launched. Not being an addressee of LOAC, the assessment of LOAC compliance 
(lawfulness of the attack) cannot be delegated to an AWS.  
 

The phases of the targeting process are described in the targeting doctrines. The targeting 
process links strategic-level guidance (desired end state) with tactical targeting activities on the 
battlefield through the targeting cycle. As future autonomous technology developments unfold, 
what may become a question is what functions (or tasks under the targeting phases) AWS can take 
over from the activities covered by the phases of targeting.1065 With the improving imaging, target 
recognition, and data processing capabilities, the attention may turn towards carving a slice of ISR 
(intelligence, surveillance, reconnaissance) as this field is knowingly struggling with the extremely 
high data load. These data are collected not only from ISR activities but also available from open 
sources such as databases or social media. These capabilities could certainly facilitate the target 
development (target vetting, target validation) in the future. 
 

Regarding the LOAC principles, on the strategic and operations level, distinction in 
targeting is adhered to within the target development, force planning and assignment, as well as 

                                                 
1065 Generally, the phases of targeting are: 

PHASE 1: political and strategic direction, establishing objectives and desired end state 
PHASE 2: target development, collateral damage estimation 
PHASE 3: capabilities analysis, collateral damage estimation 
PHASE 4: force planning and assignment, approval of prioritized targets 
PHASE 5: mission planning, force execution, positive identification, target validation 
PHASE 6: targeting assessment (effects) 
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force execution targeting phases. The requirement of taking feasible precautions permeates the 
whole targeting process from the planning phase until battle damage assessment.  
 

It is imperative however to question when these feasible precautionary measures should be 
taken (based on the targeting phases, at (1) target development (selecting military objectives), (2) 
capabilities analysis (weaponeering: selecting the most adequate means and methods of warfare 
that match the targets), (3) force planning and assignment (assigning operative units), as well as 
(4) force execution (verifying the military nature of target, assessing proportionality, cancelling or 
aborting mission).  The principle of proportionality covers the collateral damage estimation (CDE) 
and the assessment of the anticipated military advantage. The CDE is closely tied to the principle 
of distinction as estimating collateral damage is only possible if one is aware whom and what we 
can regard as civilian or civilian object. In CDE therefore, distinction and the proportionality test 
overlap.  
 
Violating the right to life  
 

The most important purposes of LOAC are to regulate the conduct of hostilities and to 
protect those who are not or no longer participating directly in hostilities (e.g. civilians, hors de 

combat, shipwrecked, PoW). While LOAC’s roots go back hundreds of years, human rights are 
relatively young in comparison. The dissertation assesses only one human rights with regards to 
employing AWS on the battlefield: the right to life. In order to assess whether the right to life 
under international human rights law (IHRL) is applicable in armed conflicts, one shall examine 
the concepts existing under IHRL and LOAC.  
 

The notion of arbitrary deprivation of life is not used in LOAC, instead the LOAC regime 
applies the unlawful killing concept. To connect the two concepts, the prohibition of arbitrary 
deprivation of the right to life under IHRL also encompasses unlawful killing in the conduct of 
hostilities, i.e., the killing of civilians and persons hors de combat not justified under the rules on 
the conduct of hostilities. This certainly includes the death of civilians as a result of violating 
distinction, proportionality and precaution. Generally, the determination of a possible violation of 
the right to life (guaranteed by IHRL) shall happen only with reference to the LOAC concept of 
arbitrary deprivation of life.  
 

Notwithstanding the differences in the protected values, applicability, and terminology 
between LOAC and IHRL, there seems to be no inherent contradiction between their respective 
provisions regarding the right to life. There is a definite overlap between the provisions of IHRL 
and LOAC with the latter being more detailed and context-specific (as opposed to the general 
principles of IHRL). In order to ensure the maximum available protection afforded by both 
branches of international law, IHRL should be seen as supplementing LOAC provisions for the 
purposes of adequate application. For this to materialize however, hierarchy and interpretation 
should be agreed upon.  
 

I believe the violation of the right to life shall be assessed under LOAC as unlawful killing. 
Unlawful killing can indeed be ‘committed’ by employing an AWS. In case of man in the loop 
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weapons, an AWS is clearly instrumental, and target engagement is controlled by the operator. 
However, an AWS has to ‘pass’ multiple tests before being included in a state’s weapon arsenal 
in order to ensure that the weapon is not unlawful per se.  
 

Considering an AWS lawful as it is, only its application in a particular way may violate 
LOAC and result in unlawful killing (e.g. deploying an AWS designed to desert warfare in close-
in urban warfare where it cannot comply with the principle of distinction or where its employment 
results in death or personal injury excessive compared to the anticipated military advantage).  This 
only underlines the responsibility of the commander to ensure the AWS’s adequate application (in 
light of the circumstances and the operational environment).  
 
State and individual responsibility 
 

There are two main types of responsibility: state and individual responsibility (including 
the individual responsibility of a person and command responsibility). The dissertation focuses 
primarily on command responsibility.  
 

Under common Article 1 the Geneva Conventions, parties undertake to respect and to 
ensure respect for the Convention in all circumstances. This provision may also be regarded as 
basis for state responsibility although its scope of application is narrower: the obligation applies 
in respect of other states party to Geneva Conventions. Article 1 not only enables states to control 
the conduct of their bodies and persons acting on behalf of them, but it also makes the 
responsibility of the states to ensure that these bodies and persons respect the Conventions in all 
circumstances. Not adhering to this obligation may entail the responsibility of the state under 
international law. I believe that the concept of state responsibility cannot provide meaningful 
accountability. It is questionable how willing governments would be to enter into any discussion, 
negotiation or dispute settlement regarding claims arising from the use of AWS as the development 
and deployment of such weapons (not to mention their design and specification) may not be an 
information they want to disclose. Furthermore, in cases of covert operations, the lack of political 
acceptability may be another issue states could face. It has to be carefully measured by 
governments and military commanders alike whether anticipated benefits of resorting to AWS 
overweigh the possible loss of support in case things go wrong in the operational theatre. AWS 
are not addressees of LOAC and clearly, they are not organs of a state or state agents either, 
therefore, the persons whose actions will be attributable to a state is probably the commander 
deciding on its use and its operator. A state would also be held responsible when using an AWS 
that it has not, or has inadequately, tested or reviewed prior to deployment.  
 

Individual responsibility has a different legal base than that of state responsibility as it is 
mostly based on international criminal law (ICL). It entails two different types of responsibility: 
that of an individual (for example a combatant or weapon system operator) and that of the 
commander (command responsibility). The latter can be indirect when an individual commits a 
violation of LOAC and the commander is not exercising sufficient oversight over the person 
responsible for carrying out his orders. In case of an AWS, this is definitely complicated by the 
fact that an AWS cannot be regarded as a person responsible for following the orders of a 



284 
 

commander. Command responsibility can also be direct when the commander is ordering the 
violation.  
 

One of the crucial questions regarding the use of AWS will be that of assigning criminal 
accountability in case of an unlawful killing resulting from the violation of LOAC. This require us 
to examine the actions and intent of perpetrators in order to find someone accountable.  
 

For the purposes of present dissertation, alleged perpetrators will include only combatants, 
operators, and military commanders, and individual responsibility (the responsibility of military 
personnel operating an AWS, i.e. combatants, operators, or military commanders) and command 
responsibility (the indirect or direct responsibility of a military commander) is distinguished.  
 

Assigning individual responsibility is easier in case there is only a low degree of autonomy 
in critical functions (human-in-the-loop AWS). In this case the causal relation between the 
activation or operation and the violation is rather close, facilitating decision with regards to 
responsibility for LOAC violations. For AWS with a high degree of autonomy, assigning 
responsibility may be problematic, and this may be further hindered by any time lapse between the 
decision to activate the weapon or activation and the unlawful act.  
 

In case of a direct perpetration by a commander (e.g. intentionally deploying an AWS in 
circumstances where it is incapable to adhere to LOAC), we cannot talk about command 
responsibility, but direct perpetration with a direct perpetrator (therefore his responsibility cannot 
be indirect). In these cases, both actus reus (violation) and mens rea (mental element or intent) can 
be established (the commander making the decision regarding deployment is aware of the strong 
possibility of the violation). The lack of mens rea however raises the question whether a 
responsibility gap exists preventing liability to be imposed on a commander. I believe this question 
should be answered in the negative, taking into consideration that the military commander has 
indirect control over the action of the AWS and he exercises judgment when deciding (based on 
legal and targeteer advice) which means and methods of attack to choose in order to match the 
targeted military objective. This is further underlined by the precautionary requirement, under 
which the commander has to make sure that the most adequate means and methods are chosen 
with the least risk of collateral damage. If the commander is unfamiliar with a particular AWS’s 
potential capabilities and limits, under the principle of precaution he has do everything feasible to 
get acquainted with its specifics in order to make a well-informed decision regarding employment.  
I believe that the sole exception from liability would be if humans could be left outside the whole 
robotic cycle (design-manufacturing-procurement-programming-targeting). This would 
practically require that AWS design, manufacture and use AWS.  
 

Commanders are responsible for preventing violations of the law and for taking necessary 
action. The fact that a breach of LOAC was committed by a subordinate does not absolve his 
superior from penal or disciplinary responsibility, as the case may be (if he knew, or had 
information which should have enabled him to conclude in the circumstances at the time) that the 
subordinate was committing or was going to commit a breach and his commander did not take all 
feasible measures within his power to prevent or repress the breach.  
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International Criminal Law (Rome Statute) is using the concept of ‘knew, or owing to the 
circumstances should have known’ which can be regarded as a stricter responsibility involving the 
commander’s failure in exercising control over his subordinates. The most important question 
regarding this requirement is how the ‘knew, or owing to the circumstances, should have known’ 
expression can be translated and applied in cases of unlawful killing involving AWS and whether 
the criteria is in agreement with the concerning provision of Additional Protocol I on the intent 
and knowledge of the perpetrator.  
 

I believe it would be more appropriate to talk about responsibility for implementing certain 
decisions. At the present state of technology, we cannot attribute free will to autonomous weapons 
but we should see them for what they are: a software programmed to carry out tasks according to 
their preprogrammed algorithm and preset percentage of autonomy in critical or non-critical 
functions. We should also recall here that the removal of humans from the final target engagement 
decision does not act against assigning responsibility as commanders play a substantial role in the 
targeting process. I believe military commanders are the best situated in the process to have 
situational awareness regarding deployment and under command responsibility to take all 
necessary and reasonable measures to prevent violations. A commander shall have an adequate 
overview of the operation; besides commanders do not belong to junior military personnel, 
therefore they have possibly long years of experience and knowledge – I believe these further 
attributes also point towards the possibility of establishing their responsibility for targeting 
decisions. 
 
The future of warfare – the warfare of future 
 

In the dissertation, I intended to touch upon those legal and other issues that shape the 
debate regarding the legality and use of AWS on the battlefield. Many of its opposers are fervently 
fighting to achieve a ban (or at least a moratorium) on its research and military use. It is 
questionable whether such an approach can be supported (promoting any ban is underlined by the 
argument (or premise) that LOAC – as it exists today – is not sufficient (enough) to regulate the 
field of AWS). I believe however that when we study the adequacy of LOAC, we have to take into 
account the targeting procedure as a whole, too, because any field application of AWS happens 
through either a national or NATO targeting process which is a complex procedure requiring in-
depth assessment of the operational environment, military objectives, and the matching 
capabilities. It is therefore not an arbitrary decision of any military personnel to use AWS but the 
result of a sometimes rather lengthy procedure involving the expertise of the military commander, 
legal advisor, political advisor, targeteer, etc. where the decision-making authority rests at the 
highest level.  
 

Notwithstanding the reasons and arguments supporting the call for a ban, I believe that it 
would be counterproductive. A ban would mean that no AWS are available even if they would be 
suitable for the circumstances and the targeted military objective (i.e. sufficiently fast and accurate 
thereby threatening no or less civilians). In this case, fielding traditional weapons instead of AWS 
may result in more or more extensive collateral damage (greater harm).  
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Logically, a preemptive ban is unnecessary for another reason: if an AWS cannot comply 
with LOAC, its development of fielding would be unlawful under LOAC which makes any ban 
redundant. This assumes the adequate application of the existing law, mostly through the targeting 
process.  
 

In principle, LOAC and autonomy are not incompatible, and compliance can be facilitated 
certain legal and operational requirements. First, AWS can be lawfully employed under LOAC if 
its use will realize military objectives which cannot be attained by other weapons or weapon 
systems that would cause less collateral damage. During the targeting process, the available 
capabilities (weaponeering solutions, including AWS) are matched to the selected target sets. 
Second, the targeted military objective is also of crucial importance as the AWS must comply with 
the principle of distinction. For this, the required input (types of targets, e.g. ballistic missiles; 
dimensions; parameters; assigned values; facial features; identities, etc.) shall be preprogrammed 
based on objective parameters or traceable and sufficient intelligence. Third, using AWS in a 
primarily defensive role ensures a conservative approach, i.e. the system only attacks when 
encounters (recognizes) a threat, for example in case of missile defence systems where the 
system’s response is triggered by a signature, sound or emitted heat of objects (e.g. ballistic 
missiles). Ideally, intentionally targeting individuals shall only happen in circumstances where 
positive identification of lawful targets is possible, and no civilians are endangered; therefore, the 
chance of collateral damage is excluded. Fourth, limiting discrimination (and generally targeting) 
to a predefined combat zone would also lessen the chance of incidental injury and collateral 
damage and therefore could contribute to improving compliance with distinction. Based on the 
above, in principle, certain AWS may possess the ability to comply with distinction, but this 
compliance is dependent on the operational environment, the manner or use and on the target itself.  
 

Regarding proportionality, the concerning decisions are made by humans. Collateral 
damage estimation could be technically carried out by an AWS yet calculating military advantage 
is problematic considering the present state of technology because of its highly contextual nature 
and exposure to rapid changes. I am confident that it will not be an insurmountable barrier in the 
far future but until the technology is available, that fielding of AWS in compliance with 
proportionality necessitates certain limitations and restrictions (e.g. temporal and geographic 
limitations and use restricted to situations where the risk of collateral damage is non-existent or 
low). 
 

The principle of precautions requires military personnel involved in planning, decision-
making, execution regarding operations to take constant care in order to avoid or at least minimize 
the risk of collateral damage. Challenging to program it as it is, if there are more military objectives 
promising similar military advantage, the one involving the least risk of collateral damage shall be 
chosen. The same requirement applies to AWS: the one exposing the least civilian to risk shall be 
selected, without forfeiting military advantage. I believe that this is probably the strongest 
argument against those supporting a ban: in case of a ban, the possibility of lessening the collateral 
damage from armed conflict will be taken away. Military personnel have the responsibility to act 
with the greatest care during targeting, yet, part of this obligation can be complied with by 
programming an AWS to regularly confirm target identity. 
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Based on the assessment of the dissertation, AWS are not unlawful per se (based on the 
fact that they incorporate autonomous features). However, AWS that can autonomously select and 
engage targets without direct human control or supervision can be used lawfully only in a fairly 
limited number of circumstances, mostly in simple, static, unchanging environments.  
 

In cases falling outside these limited circumstances, human operators shall maintain some 
kind of oversight over the AWS (to remain a so-called red card holder with the ability to revoke 
or change any inadequate AWS decision).  
 
Law is in the air? 
 

Considering the exponential development of new technologies and weapons, further 
discussions and debate regarding the AWS is unavoidable; what seemed to be science fiction 
yesterday, is the reality of today’s warfare. This process however cannot be limited to 
governments’ intervention; representatives of civil society and NGOs, as well as roboticists, 
scientists, lawyers and ethicists also need to be involved in the process. This could ensure that 
members of the society will have a correct understanding of the implications of applying robotic 
technology in weaponry. Right now, there seem to be a rift between those who want to prevent the 
use (and proliferation) of AWS based on primarily ethical reasons and those (mostly military 
lawyers) who believe that in certain circumstances AWS can lawfully be deployed. I believe 
governments are somewhere in the crossfire between these two approaches: on the one hand they 
want to avoid unpopular decisions and therefore (influential) NGOs’ and the civil society’s 
concerns shall be adequately addressed by them; on the other hand, governments (based on their 
available resources) want to possess enhanced capabilities.  
 

I believe that the existing LOAC framework is adequate to protect civilians, but in order to 
fulfill its function, adherence ought to be ensured. With regards to AWS, advocating a new law (a 
binding multilateral convention regarding ban or restriction) may not work considering the 
national interests and reluctance of those states who are largely involved in AWS development 
and use. Instead of a preemptive ban or a multilateral convention, a framework convention may 
be more successful in drawing the attention to the issue. This could circumvent the problem of 
committing states to a binding agreement before the full capabilities of AWS are known and could 
facilitate an open dialogue among states (and civil society). Alternatively, states may choose to 
agree on a set of operational guidelines as to how they expect AWS to interact in environments 
where there is no human oversight (e.g. if you shoot at a robot, expect that it will shoot back). This 
would be a more feasible solution to regulate their use than any convention. Or, similarly to the 
Tallinn Manual, a group of experts may be entrusted with collecting the applicable rules of LOAC 
and International Law in general. Should NATO decide to commit itself to the issue, then 
establishing a NATO accredited Centre of Excellence (COE) could reasonably study the new 
technology or an already existing COE (e.g. the Cooperative Cyber Defence COE, Modelling and 
Simulation COE or Military Engineering Centre of Excellence) could extend its research to AWS 
as well.  
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I believe that the recent technological developments in the field of autonomy and artificial 
intelligence and the need to address the different defence interests of states will inevitably lead to 
the fielding of a growing number of sophisticated AWS. To develop or possess AWS is ultimately 
a political decision that may be shaped by society’s reluctance and negative opinion. Autonomous 
weapon systems can be the source of unthinkable military power. What is needed is to harvest the 
benefits their use offer, while keeping them under effective and tight control. This means finding 
the right balance between human and machine using both technical and legal tools. 
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I. A kitűzött kutatási feladat rövid összefoglalása  
 

Számtalan fegyveres konfliktus van jelenleg a világon és fokozatosan erősödik a 
külpolitika militarizálására irányuló tendencia. Ezek a konfliktusok egyre összetettebbé válnak az 
alkalmazott és a bevetett technológiák tekintetében. Az elmúlt évtizedekben nemcsak az 
alkalmazott fegyverzet, hanem az alkalmazandó jogi keret is többdimenziós lett. A hatályos 
nemzetközi jog (beleértve a fegyveres konfliktusok jogát, a nemzetközi emberi jogi normákat és a 
nemzetközi büntetőjogot), a nemzeti jogrendek, valamint a politikai, etikai és erkölcsi elvárások 
bonyolult és sűrű hálózatot alkotnak, amelyet átszőnek a kormányok és a civil társadalom elvárásai 
azzal kapcsolatban, hogy hogyan kellene a fegyveres konfliktusok során eljárni.  
 

A nem-kormányzati szervezetek legfrissebb jelentései, valamint a nemzetközi 
büntetőbíróságok és a nemzeti bíróságok jogesetei alapján látható, hogy a fegyveres konfliktusok 
jogának tiszteletben tartása, figyelemmel kísérése kihívásnak tűnik. A technológiai fejlődés 
fegyveres konfliktusok átalakulására gyakorolt hatása csak az utóbbi időben keltette fel a jogászok 
és a kutatók figyelmét. A konfliktusok nemzetközi, vagy nem nemzetközi jellegétől függetlenül, 
minden aktuális fegyveres konfliktusban megtalálhatóak a kibereszközök, távirányítású drónok és 
halált nem okozó taktikák, illetve technikák. A kibernetikai és katonai technológia, valamint a 
robotika iránti érdeklődés és kutatás ráirányította a figyelmet az autonóm fegyvertechnológiákra. 
 

A halált okozó autonóm fegyverrendszerek (a továbbiakban: autonóm fegyverrendszerek) 
kifejlesztése és telepítése számos kihívást (jogi, katonai, politikai és erkölcsi) rejt magában. A 
kormányzati kutatások, az ENSZ szakértői, valamint a tudósok és a katonai jogászok mind meg 
akarják találni az autonóm fegyverrendszerek alapvető koncepciójának és jellemzőinek közös 
nevezőjét. Annak érdekében, hogy megértsük, milyen képességei vannak egy autonóm 
fegyverrendszernek, milyen lehetőségeket, előnyöket és kockázatokat jelent, továbbá milyen 
kapcsolódó jogi kérdéseket vet fel, az „autonómia” fogalmát kell tisztáznunk. Ez a fogalom az 
ugyanis az autonóm fegyverrendszerek legegyedibb jellemzője, ez különbözteti meg minden más, 
hagyományos fegyvertípustól. Az autonóm fegyverrendszerek különböző szempontok szerint 
definiálhatók: objektív műszaki jellemzők, az emberekkel való kapcsolat (egy ember-gép interfész 
alapján, amely lehetővé teszi az „interakciójukat”), továbbá az autonómia szintje vagy mértéke 
alapján. Bármely jogi elemzés megállapításainak lényeges eleme, hogy hogyan határozzuk meg 
az autonóm fegyverrendszereket ezen szempontok figyelembe vételével. 
 

Az értekezés alapvető célja az autonóm fegyverrendszerek jogszerűségének vizsgálata 
jogpozitivista nézőpontból (erkölcsi és politikai hatások lehetőség szerinti figyelmen kívül 
hagyásával), továbbá annak bemutatása, hogy hol tart e témában a mai jogrendszer, valamint annak 
megvizsgálása, hogy alkalmas-e a jogrendszer az autonóm fegyvertechnológiák jelentette 
kihívások megfelelő kezelésére. A hadijog egyik alapvető célkitűzése az élet védelme, ezért 
elemzése során nem választható el teljesen a kapcsolódó etikai kérdésektől és morális értékeket 
kifejező alapelvektől. Ezeket a morális kérdéseket a hadijog alapelvei interiozálják és artikulálják. 
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Az autonóm technológiákról szóló vitákat jelenleg a konzekvencialisták technológiai 
optimizmusa és az egyes cselekmények helyességét morális szempontból értékelő deontológusok 
pesszimizmusa közötti szakadék jellemzi. A konzekvencialista megközelítés nagyon 
eredményorientált, amely szerint az előre meghatározott célok szentesítik a megfelelő eszközöket, 
beleértve az autonóm rendszerek használatát. A deontológusok ugyanakkor az emberi 
méltósághoz való jog lehetséges megsértése és az etikai normák figyelmen kívül hagyása ellen 
tiltakoznak. Ezen ellentmondó megközelítések közül az objektív (adat-alapú, leíró jellegű) és a 
szubjektív (személyes és elfogult) észlelések és beszámolók gyakran bizonyulnak homályosnak és 
zavarosnak. 
 

A téma interdiszciplináris és összetett jellege megköveteli a hatályos jogi eszköztár 
értékelését, amelyben megtalálhatóak a különböző, de egymással szorosan összefüggő rendszerek 
(hadijog, nemzetközi emberi jogok és a nemzetközi büntetőjog), azonban a disszertáció nagyobbik 
részét a hadijog és a célképzésen (célpont kijelölésen) alapuló elemzés teszi ki. 
 

A disszertáció legfontosabb célkitűzése annak vizsgálata, hogy az autonóm 
fegyverrendszerek fegyveres konfliktusok során történő használata mennyiben jogszerű. Ez az 
elemzés két fő részből áll: egyrészt annak vizsgálatból, hogy a hadijogon belül a támadásra 
vonatkozó szabályok fényében mennyiben jogszerű használatuk (mivel a hadijog ezen szegmense 
szabályozza az ellenséges magatartás során alkalmazandó hadviselési eszközöket és módokat), 
másrészt a célpont meghatározásának gyakorlati megfontolásainak áttekintéséből. A támadásra 
vonatkozó előírások tükrében, az autonóm fegyverrendszerek jogszerűségét illetően, a 
legfontosabb kérdések a hadijogi alapelvekre vonatkoznak. Megfelelhetnek-e kombattánsok, 
fegyvereket irányító operátorok és a katonai parancsnokok a hadijog elveinek akkor, amikor arról 
döntenek, hogy kritikus funkciókban is döntéshozatalra képes autonóm fegyverrendszereket 
alkalmaznak, beleértve azon helyzeteket, amikor polgári személyek és jogszerű katonai célpontok 
között kell különbséget tenni (megkülönböztetés elve)? Képes-e egy autonóm fegyverrendszer 
jogilag és technikailag is hatékonyan különbséget tenni jogszerű és a jogszerűtlen katonai 
célpontok között? Biztosítható-e az arányosság elvének történő megfelelés akkor, ha a vonatkozó 
döntés jogát egy gépnek (algoritmusok alapján működő irányító rendszernek) delegálták? 
Megfelelő számítást tud-e végezni egy matematikai algoritmus egy adott támadásból eredő 
személyi sérülés és járulékos veszteség, valamint az attól várt katonai előnyének értékelése során? 
Milyen óvintézkedéseket kell tennie a katonai állománynak az elővigyázatosság elve alapján a 
katonai műveletek tervezése és végrehajtása során, ha az autonóm fegyverrendszert támadási 
eszközként kívánják bevetni? A fenti jogi kihívásokat alapul véve, a kutatás további célja az 
autonóm fegyverrendszerek alkalmazásának célképzési eljáráson keresztül történő vizsgálata, 
amely a hadijogi alapelvek gyakorlati leképezésének tekinthető. E tekintetben a disszertáció a 
hadijogi alapelvek gyakorlatba történő átültetésének különböző aspektusaira összpontosít. 
 

Bár a kutatók egy kisebb része kétségbe vonja helyességét, az értekezés megírása során 
alaptézisem, hogy jogi értelemben az autonóm fegyverrendszerek a hadijog alkalmazásában 
fegyvernek (hadviselési eszköznek) minősülnek. Akár élettelen tárgynak, akár algoritmusnak 
tekintjük, egy autonóm fegyverrendszer nem rendelkezik jogi személyiséggel, vagyis nem 
tekinthető a hadijog szerinti kötelezettségek alanyának.  
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Nem ember, nem tekinthető kombattánsnak, harcoló egységnek vagy erőnek (amelyek 
emberekből állnak) és – bizonyos kivételektől eltekintve – nem tekinthető hadviselési módnak 
sem, mivel ezen kategóriába  a hadviselés eszközeinek használatára vonatkozó különböző 
eljárások tartoznak. 
 

Annak érdekében, hogy az autonóm fegyverrendszerek alkalmazását a disszertáció végig 
kövesse a műveleti tervezéstől egészen annak lefolytatásáig, megvizsgálom az állam felelősségét, 
valamint az egyéni és a parancsnoki felelősséget is a hadijog megsértésének vonatkozásában. Ez 
utóbbi tekintetében az elszámoltathatóság megköveteli a cselekményt (jogsértés) és az elkövetők 
szándékát, amelyeket a legtöbb esetben lehetetlen bizonyítani, de ezt kiegyensúlyozhatja a 
helyzetfelismerés és a hadműveletek megfelelő áttekintésének megléte, csakúgy mint az elegendő 
tapasztalat és tudás a lehetséges elkövetők részéről. 
 

II. A kutatás során alkalmazott tudományos módszerek és elvégzett elemzések  
 

Az értekezés fontos célkitűzése, hogy eloszlassa a témával kapcsolatos félreértéseket, téves 
értelmezéseket és alapvetően jogpozitivista szempontból mutassa be azt, az etikai kérdések 
érintésével, de mélyebb elemzése nélkül.  
 

A Nemzetközi Bíróság Alapokmányának 38. cikke alapján a kutatás legfontosabb forrásai 
a nemzetközi egyezmények (leginkább az 1949-es genfi egyezmények I. Kiegészítő 
Jegyzőkönyve) és a fegyveres konfliktusok jogával kapcsolatos nemzetközi szokásjog. Ezt 
természetesen kiegészítik a nemzetközi jog egyéb (másodlagos) forrásai is, ideértve a tudományos 
publikációkat és bírósági határozatokat is, bár ez utóbbival kapcsolatban meg kell jegyezni, hogy 
az autonóm technológiák alkalmazásával kapcsolatban napjainkig csak elszórtan foglalkoztak 
bírói döntések. 
 

A nemzetközi jog forrásain kívül a NATO-dokumentumok és a nemzeti katonai 
kézikönyvek elemzése is szükséges, különösen a katonai célpontok kijelölésére vonatkozó 
szabályok és előírások megvizsgálása tekintetében. Sajnálatos módon a célpontok kijelöléséről 
szóló dokumentumokkal gyakran nem foglalkoznak az autonóm fegyverrendszerek témájában 
alkotó kutatók, pedig valójában ezek a hadijog alkalmazásának legfontosabb forrásai, mivel 
összekötik a hadijogi követelményeket és a gyakorlatot. Ezek a katonai kézikönyvek és az állami 
fegyveres erők különböző képzési dokumentumai azért is bírnak különösen jelentőséggel, mivel 
az állami gyakorlatok részének, illetve az opinio juris bizonyítékának tekinthetők, és ezáltal 
szokásjogi normák fejlődését jelezhetik. Bár bevett gyakorlat a támadás általános elveire 
(megkülönböztetés, arányosság, elővigyázatosság) történő hivatkozás, az ezek stratégiai, műveleti 
és taktikai szinten történő megvalósulását tartalmazó NATO dokumentumokat és nemzeti katonai 
kézikönyveket is idézni és hivatkozni kell. Az autonóm fegyverrendszerek témáját csak akkor 
lehet átfogóan értékelni, ha annak elemzésére is sor kerül, hogy ezek a fegyverrendszerek hogyan 
illeszkednek a célképzési folyamatba, és talán egy nap hogyan helyettesíthetik az emberi döntést 
a folyamat egyes fázisai során. 
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A hadijogi dokumentumokról szóló kommentárokban vagy – ha elérhetőek – az előkészítő 
anyagokban (travaux préparatoires) foglaltakat szintén gondosan kell mérlegelni, mivel értékes 
utalásokat tartalmazhatnak a tárgyalások irányára, a felek szándékára és a megbeszélések során 
figyelembe vett eltérő értelmezésekre vonatkozóan. További értékes forrásokat jelentenek a 
hadijogi témájú könyvek és tudományos cikkek, valamint a Vöröskereszt Nemzetközi Bizottsága 
és különböző nem-kormányzati szervezetek (pl. a Human Rights Watch, az Amnesty International 
vagy a 36. cikk nevű nem-kormányzati szervezet) hozzájárulásai, amelyek átfogó jelentéseket, 
beszámolókat, értelmezéseket és ajánlásokat készítenek. 
 

Ez az értekezés ugyanakkor elsősorban nemzetközi jogi és hadijogi szempontból készült. 
A fegyverrendszerek autonómiájának vizsgálata különböző tudományágakat érinthet, többek 
között az etikát, robotikát, hadtudományt, filozófiát és jogot. Bár elismert a téma interdiszciplináris 
jellege, ez a disszertáció jogi szempontból íródott, és csak a téma jogi szempontú megértéséhez 
szükséges technikai részleteket (az autonóm fegyverrendszerek felépítésének és működésének 
alapfogalmait és terminológiáját) tartalmazza. Valamennyi, a disszertáció megírása során érintett 
egyezmény a Szerződések jogáról szóló bécsi egyezmény szellemében került értékelésre, amely 
alapján a szerződések értelmezése a felek kapcsolatában alkalmazandó egyéb releváns nemzetközi 
jogi szabályokkal összhangban kell, hogy történjen. 
 

Az értekezés célja az alkalmazandó jog azonosítása és értékelése, valamint a lehetséges 
jogi bizonytalanságok kiemelése (mint alapvető módszertani megközelítés), amely kiegészül az 
újonnan létrehozandó vagy módosítandó jogszabályok esetleges igényének vizsgálatával. Ez a 
módszertan magában foglalja a versengő értelmezések, fogalmak bemutatását és magyarázatát, 
valamint azon, főleg NATO-s és egyesült államokbeli példák bemutatását, amelyek alapján 
megvizsgálható, hogy a hadijog alapvető szabályai és alapelvei hogyan működnek egyes 
szövetséges és nemzeti dokumentumok alapján. 
 

Az értekezés célja a hadijog, a rendelkezésre álló NATO dokumentumok, a nemzeti katonai 
kézikönyvek és egyéb releváns dokumentumok elemzése annak érdekében, hogy:  
 

• értékelje az autonóm fegyverrendszerek jogszerűségét a nemzetközi jog keretében, 
• tanulmányozza, hogy melyik fázisban és hogyan lehet egy autonóm fegyverrendszert 

kiválasztani és alkalmazni a célképzés folyamatában, és 

• azonosítsa azokat a garanciákat, amelyek biztosítják, hogy az ilyen fegyverek ne legyenek 
feleslegesen, aránytalanul vagy bármely más okból jogellenesen alkalmazva. 

 
Az alkalmazott módszertan meghatározza, vannak-e jogi bizonytalanságok annak 

eldöntése érdekében, hogy a hadijog forrásai és a NATO dokumentumok, valamint a kiválasztott 
(nyilvánosan elérhető) nemzeti dokumentumok elegendő védelmet nyújtanak-e a jogellenes 
autonóm fegyverrendszer létének, vagy az egyébként jogszerű autonóm fegyverrendszer 
jogellenes használatának elkerüléséhez, továbbá, megmutatja, hogy alternatívaként a jövőben 
szükség lehet-e egy autonóm fegyverrendszerekre „szabott” specifikus szabályozásra. A jövőbeli 
szabályozás lehetőségének felmérése kiterjed a tilalom elvi lehetőségének és a tilalom 
valóságalapjának tanulmányozására is. 
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A hadijog legfontosabb célja egyrészt az, hogy megvédje azokat, akik nem, vagy már nem 
vesznek részt közvetlenül az ellenségeskedésben, másrészt, hogy szabályozza a konfliktusok során 
alkalmazandó magatartást. Ez a vizsgálat a jus in bello keretén belül marad, vagyis arra fog 
összpontosítani, hogy hogyan és milyen körülmények között lehet alkalmazni autonóm 
fegyverrendszereket a fegyveres konfliktus megkezdését követően. (A jus in bello-t (hadijogot) 
meg kell különböztetni a jus ad bellum-tól, amely az államok azon jogának keretét adja, hogy 
fegyveres erőt alkalmazzanak más államok vagy nem állami szereplők ellen.) 
 

Jogi szempontból a disszertáció tárgya a hadijog azon normáinak vizsgálatára korlátozódik, 
amelyek szabályozzák az ellenségeskedések során tanúsítható magatartást. A halált okozó 
autonóm fegyverrendszerek alkalmazása súlyos következményekkel járhat számos emberi joggal 
kapcsolatban (pl. az élethez való jog, az emberi méltósághoz való jog, a kínzás tilalma, a 
biztonsághoz való jog, a családi élet tiszteletben tartásához való jog, a szólásszabadság vagy a 
gyülekezési szabadság), de a disszertáció csak az élethez való jogra fókuszál, más, harctéren kívül 
megvalósuló (emberi jogokat érintő) magatartások (pl. fogva tartás, kihallgatás vagy megszállás) 
értékelésére nem terjed ki. 
 

III. A kutatás eredményei és lehetséges alkalmazásai 
 
Általános megjegyzések – autonómia 
 

A hadijog a nemzetközi jog részeként rugalmas, kontextuális és lényegében emberi 
döntésen alapuló rendszer. A disszertáció az autonóm fegyverrendszereket és az autonómiát a 
hadijog prizmáján keresztül vizsgálja, és így kívánja meghatározni azt, hogy ezen 
fegyverrendszerek, mint egy új technológia képviselői, a hadijog alapelveivel és szabályaival 
összhangban alkalmazhatók-e. Az értékezés tárgya továbbá, hogy az autonóm fegyverrendszerek 
igénybe vétele korlátozza-e, vagy legalábbis a vonatkozó hadijogi szabályok ezen 
fegyverrendszerek kapcsán merevnek minősülnek-e, tekintettel arra, hogy döntéshozatalban 
résztvevő emberek mindig egy adott helyzet fényében értelmezik a szabályokat, és ennek 
eredményeként, két értékelés sosem lehet azonos. Azonban ez a rugalmasság elvész, ha a 
döntéseket algoritmusok hozzák. Ez merev, bár kiszámítható eredményekhez vezethet, amelyek 
azonban nem feltétlenül felelnek meg az adott helyzet sajátos körülményeinek. 
 

Gyakorlati szempontból a fegyverrendszerek nem mások, mint a fegyverek és a hozzá 
kapcsolódó számítógépes technológia, platform, valamint a működésükhöz szükséges katonai 
állomány kombinációja. Az autonóm fegyverrendszerek lényege az irányító rendszer (szoftver), 
amely a fegyverrendszer autonómiájának előfeltétele (pl. autonómia a navigáció, mozgás, 
akadályok elkerülése, környezet feltérképezése, célpont kiválasztása és nyomon követése, elérése 
terén). Az autonómia a fegyverrendszer vezérlőrendszerének legjellemzőbb sajátossága, az a 
bizonyos „kognitív motor”, amitől a gép működésbe lép. Az autonóm fegyverrendszerek 
tekintetében azonban a fő kérdés nem az, hogy rendelkeznek-e autonómiával vagy sem. Inkább az 
autonómia fokában ragadható meg lényegük, amelyet a kapcsolódó számítógépes technológia 
(érzékelő szoftver és vezérlőrendszer) fejlettsége határoz meg.  
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Az autonómia fogalmát úgy definiálhatjuk, mint a fegyverrendszer azon képességét, amely 
alapján emberi beavatkozás nélkül végez el egy feladatot, a programozásának megfelelően. Az 
autonóm rendszer probabilisztikus érvelést alkalmaz, azaz az érzékelők által összegyűjtött adatok 
alapján becsléseket végez a lehetséges legjobb intézkedésekre vonatkozóan. Ami megkülönbözteti 
az autonóm fegyverrendszert az automatikus és automatizált rendszerektől, az az a képessége, 
hogy számos alternatívából határoz meg cselekvéssort, anélkül, hogy az emberi ellenőrzéstől és 
behatástól függne, jóllehet ez utóbbi jelen lehet. Az autonóm fegyverrendszerek szempontjából a 
legfontosabb kutatási terület az autonómia, az alapvető kutatási területek magukba foglalják 
többek között a gépi tanulást, a természetes nyelv (beszéd) feldolgozását, az automatizált látást, a 
problémamegoldást, a logikai érvelést vagy az ember-gép kölcsönhatást. 
 

Jelenleg nincsenek információk arról, hogy olyan fegyverrendszerek lennének kifejlesztve 
és alkalmazva, amelyek képesek tanulni és a környezetükhöz alkalmazkodni, azaz amelyek 
mesterséges intelligenciát használnának. A tudományos kutatások és a média beszámolói szerint 
eddig csak részleges mesterséges intelligencia képességeket fejlesztettek ki és az valódi 
mesterséges intelligencia valószínűleg nem lesz elérhető az elkövetkező években. A technológia 
azonban elérte azt a pontot, ahol az ilyen rendszerek bevezetése gyakorlatilag rövid időn belül lesz 
megvalósítható. Néhány katonai és robotikával foglalkozó szakértő megjósolta, hogy 30 éven 
belül valóban autonóm fegyvereket hozhatnak létre, amelyek emberi beavatkozás nélkül 
kiválaszthatják és likvidálhatják a katonai célpontokat. Az ilyen rendszerek bevezetése 
egyértelműen paradigmaváltást jelentene az katonai konfliktusok kezelésében. 
 
Elméleti háttér (hadijogi alapelvek) 
 

Jóllehet a genfi egyezmények és a Kiegészítő Jegyzőkönyvek egy, a maitól teljesen 
különböző időszak termékei, amelyek az akkori időszak releváns kérdéseire igyekeztek választ 
adni, azokat a technológiai kihívásokra is figyelemmel szövegezték meg őket, amelyekkel a részes 
felek egy távolibb jövőben szembesülhetnek. Ha ehhez hozzáadjuk a technológiai megoldások 
korábban elképzelhetetlenül felgyorsult ütemű fejlődését, felmerül a kérdés, hogy a jelenleg létező 
hadijog képes-e az autonóm fegyverrendszerekkel kapcsolatos jogi kihívások megválaszolására.  
 

Az autonóm fegyverrendszereket önmagukban jogszerűnek tekinthetjük a hadijog alapján? 
Kezelhetjük az autonóm fegyverrendszereket úgy, mint más fegyvereket, figyelmen kívül hagyva 
az egyes kritikus funkciókban meglévő magas szintű autonómiát (döntési jogosultságot)? 
Bízhatunk-e egy olyan, autonóm fegyverrendszer részére írt algoritmus által meghatározott 
döntéshozatalban, amely túl összetett bármely felhasználó (kombattáns, operator vagy katonai 
parancsnok) részére, hogy azt mélységében megértse? Ezen kérdésekkel kapcsolatban a 
disszertáció célja, hogy megvizsgálja, vajon a hadijogi alapelvek elég rugalmasak-e ahhoz, hogy 
az autonóm fegyverrendszerek által generált kihívásokat (különösen a delegált döntéshozatalt) 
kezelni tudja. A hadijogi alapelvek tekintetben a disszertáció egyik alapvetése, hogy a hadijog az 
autonóm fegyverrendszereket, mint a hadviselés eszközének tekinti. 
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Az első hadijogi alapelv (katonai szükségesség elve) lényege, hogy korlátozza a hadviselő 
felek jogát ahhoz, hogy bármilyen hadviselési módot és eszközt válasszon. A katonai szükségesség 
modern koncepciója csak olyan fajtájú és mértékű erő alkalmazását teszi lehetővé, amely a 
támadástól várható katonai előny megszerzéséhez szükséges. Az alapelv jellemzője, hogy 
jogszerűtlen cselekményeknek nem szolgálhat igazolásul; kiegyensúlyozott alkalmazása elősegíti 
a katonai előny megszerzését, ugyanakkor a humanitárius követelményeknek is megfelel. A saját 
erők védelme (ideértve mind az állományt, mind a fegyvereket) szintén katonai előnynek minősül, 
ezért az autonóm technológiák hadszíntéren történő jogszerű használatának problematikája 
könnyebben megközelíthető az elvárt katonai előny tükrében. Ebben az esetben az a követelmény, 
hogy a katonai célpontoknak valamilyen katonai előnnyel kell bírniuk, feleslegessé teszi a katonai 
szükségesség feltételeinek külön vizsgálatát. Autonóm fegyverrendszerek alkalmazása nem 
minősül jogszerűtlennek a katonai szükségesség elve alapján már csak azért sem, mert az ellenség 
támadása alkalmazásuk esetén úgy lehetséges, hogy az operátort nem teszik ki veszélynek (saját 
erő védelme). A föntiek alapján a katonai szükségesség koncepciója az autonóm 
fegyverrendszerek alkalmazását önmagában nem teszi jogszerűtlenné, tekintve hogy azok 
katonailag értékesnek (katonai előnynek) minősülnek. Az alapelv immateriális természete nem 
bizonyul tehát kellőképp konkrétnak ahhoz, hogy az előírás alapján ezen fegyverrendszerek 
jogszerűnek vagy jogszerűtlennek minősíthetően legyenek. 
 

A Martens klauzula, mint az emberségesség elvének megjelenítése nem tekinthető 
önmagában egy hadijogi alapelvnek. Sokkal inkább morális iránymutatásként szolgál a hadijog 
(ideértve az ellenségeskedések mikéntjére vonatkozó szabályok) nemzetközi jogon belül történő 
elhelyezéséhez. Biztosítja, hogy a hadijog ne váljon különálló rendszerré, továbbá annak 
lehetőségét, hogy a hadijogi szabályokat és szokásokat a nemzetközi jog más szabályaival 
összhangban értelmezzék. Ezért a Martens klauzula nem tekinthető egy, az ellenségeskedések 
során közvetlenül alkalmazható alapelvnek, hiszen rendeltetése, hogy a hadijogi szabályokat a 
nemzetközi jog keretében helyezze el. A Martens klauzula lényege, hogy a nemzetközi jog 
általános szabályai fegyveres konfliktus esetén is alkalmazandók, még akkor is, ha nincsen 
kifejezetten a fegyveres konfliktusra vonatkozó előírás egy adott nemzetközi jogi jogforrásban. 
Amennyiben pedig a hadijog is „hallgat” bizonyos helyzetekkel, cselekményekkel kapcsolatban, 
a Martens klauzula szolgál egyfajta hátsó ajtóként, amely biztosítja, hogy a nemzetközi jog más 
forrásai védelmet nyújtsanak a fegyveres konfliktusban akarva (pl. kombattáns) vagy akaratlanul 
(pl. polgári személyek) részt vevő személyeknek. 
 

Eltekintve attól a helyzettől, amikor egy egyezmény tiltja egy fegyver alkalmazását, 
bármely fegyver (ideértve az autonóm fegyverrendszereket) önmagában jogszerűtlennek 
minősítésének feltétele, hogy a hadijogon belül a hadviselési eszközökre vonatkozó szabályokkal 
ellentétben álljon (mind nemzetközi, mind nem nemzetközi fegyveres konfliktus esetében). Ezzel 
kapcsolatban – tekintve, hogy nincs erre vonatkozó a contrario szabály –  alapvető előfeltevésem 
továbbra is az, hogy azok a szabályok, amelyek a konvencionális fegyverekre (széles körben 
használt fegyverekre, mint például egyéni lőfegyver, bomba, rakéta, stb.) vonatkoznak, ugyanúgy 
alkalmazandók autonóm fegyverrendszerek, mint új, nem konvencionális fegyverek esetében is. 
(A Martens klauzulán kívül az emberségesség elve ugyancsak megköveteli a hadijog azon 
szabályainak vizsgálatát, amelyek többek között azon fegyverek alkalmazását tiltják, amelyek 
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fölösleges károkat vagy szükségtelen szenvedést okoznak, kontrollálhatatlan hadviselési eszközök 
és módok, valamint olyan fegyverek alkalmazása, amelyek nem képesek a polgári személyek és 
javak, valamint katonai célpontok között megkülönböztetésre, de ezen szabályok a fegyverek 
különleges hatásaira vonatkoznak, ezért bármely fegyverrendszer autonómiája nem értelmezhető 
ezek tükrében.) 

 
Ahogy azt korábban is kiemeltem, sem a ma létező autonóm fegyverrendszerek, sem a 

lehetséges jövőbeni teljesen autonóm rendszerek nem tekinthetők jogalanyoknak a hadijog 
alapján. Ez a premissza fontos szerepet játszik a megkülönböztetés elvének az elemzésekor is. Az 
alapelv legfontosabb célkitűzése a megkülönböztetés nélküli támadások megelőzése, amelynek 
előfeltétele, hogy a katonai parancsnokok és kombattánsok megkülönböztessék az alábbi nem 
támadható és támadható kategóriákat a műveleti területen: 
 

• polgári személyek – kombattánsok 

• polgári személyek – az ellenségeskedésben közvetlenül részt vevő polgári személyek 

• harcon kívüli (hors de combat) kombattánsok – kombattánsok  

• polgári célpontok – katonai célpontok. 
 

Az alapelv autonóm fegyverrendszerekre történő rávetítésének központi kérdése az lesz, 
hogy ezen, jogszerű katonai célpontok ellen alkalmazhatók-e autonóm fegyverrendszerek oly 
módon, hogy az azok használatáról döntő vagy a használatában részt vevő katonai állomány az 
alapelvben megfogalmazott követelményeknek megfeleljen, azaz a fő kérdés, hogy az autonóm 
fegyverrendszer alkalmazása során lehetséges-e a jogszerű és jogszerűtlen célpontok közötti 
különbségtétel. E tekintetben az autonóm fegyverrendszer azon képessége, hogy hatékonyan és 
megbízhatóan megkülönböztesse a katonai és polgári célpontokat, elsősorban az irányító rendszer 
(algoritmus) fejlettségétől, kifinomultságától függ, de emellett a műveleti környezet, a támadás 
körülményei, a támadott katonai célpontok, illetve az alkalmazás időtartama is fontos szerepet 
játszik az értékelésben. 
 
 

Ami megnehezíti az értékelést, az az, hogy az I. Kiegészítő Jegyzőkönyv megszövegezése 
során a hangsúly a megkülönböztetés nélküli támadás hatásain volt és nem a döntéshozatal során 
delegált autonómia szintjének jelentőségén. Az autonóm fegyverrendszerek hadviselési eszköznek 
tekintendők: fegyverrendszerek, amelyek alkalmazása a célkiválasztásban résztvevő emberek 
döntéshozatalától függ. Tekintettel arra, hogy ezen fegyverrendszerek különböző személyek 
(például tervező, programozó, katonai parancsnok, operátor, kombattáns) közreműködését 
igénylik a tervezés, programozás, aktiválás és használat során, ezen rendszerek nem tekinthetők a 
hadijog alanyának, amely képes a katonai célpont önálló célbavételére. Tekintve az ezen 
fegyverrendszereket jellemző korlátozott szintű autonómiát, korábbi kiinduló pontom, amely 
szerint a hadijog ugyanúgy alkalmazandó az autonóm fegyverrendszerek esetén, mint a 
konvencionális (ember által irányított) fegyverek és hadviselés esetében, továbbra is érvényes.  
Egy autonóm fegyverrendszer aktiválása mindig emberi döntéshozatal és értékítélet eredménye, 
feltételezve, hogy a kérdéses fegyverrendszer képes a megkülönböztetésre, és ezáltal a 
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kiválasztásáért és alkalmazásáért felelős személyek nem sértik meg a megkülönböztetés elvét 
(csak jogszerű célpontok kiválasztása és támadás történik). 
 

Az egyik legfontosabb kérdés, amellyel egy döntéshozónak foglalkoznia kell, hogy az 
alkalmazni tervezett fegyverrendszer megfelelő képességekkel bír-e a célpontok felismerésére, 
természetük és jellemzőik értékelésére az alkalmazási környezetben vagy sem. Az autonóm 
fegyverrendszer kiválasztására és aktiválására vonatkozó döntés és értékítélet jelzi, hogy a 
fegyverrendszer azon képessége, hogy megkülönböztesse a jogszerű célpontokat megfelelő-e és 
ez fontos szerepet játszhat az alapelv megsértéséért való felelősséggel kapcsolatos aggályok 
megválaszolásában is. Az alapelvnek való megfelelés vizsgálata kétlépcsős: (1) a katonai 
célpontok (kombattánsok, ellenségeskedésben közvetlenül részt vevő polgári személyek, valamint 
katonai célpontok) pozitív beazonosításának képessége az autonóm fegyverrendszer által, 
valamint (2) annak elemzése, hogy a fegyverrendszer képes-e a célpont megfelelő szintű 
megkülönböztetését követő célbavételére. Ez a vizsgálat feltételezi bizonyos objektív és mérhető 
adatok és feltételek (például egyenruha, jelzések, arcfelismerés) vizsgálatát, valamint a 
fegyverrendszer azon képességét, hogy az emberi viselkedésből következtessen a szándékra. Az 
első, objektív követelménynek egy autonóm fegyverrendszer elvileg eleget tud tenni, de a második 
(szándék értelmezése) nagy kihívást jelent a programozók számára. Jelenleg a szoftverek és 
algoritmusok a legtöbb esetben nem megfelelőek az esetenként gyorsan változó kontextus 
(körülmények) értelmezésére, jóllehet jelentőségének megértése a megkülönböztetés elvének való 
megfelelés előfeltétele. 
 

Elméletileg bizonyos autonóm fegyverrendszerek rendelkeznek azzal a képességgel, hogy 
meghatározott körülmények között megfeleljenek a megkülönböztetés elve által támasztott 
követelményeknek, de ezen megfelelés a műveleti környezettől, a szenzorok érzékenységétől és a 
fegyverrendszer irányító rendszerétől, valamint az azonosítandó katonai célpont természetétől 
függ. Egyes esetekben a fegyverrendszer jobb választásnak bizonyulhat (magasabb fokú 
precizitás, kisebb esély a járulékos kárra), mint más fegyverek, de a megalapozott döntéshozatal 
során a műveleti terület ismerete, amelyben a fegyverrendszer alkalmazása tervezett, kritikus lehet, 
tekintettel arra, hogy megkülönböztetés képességét nagymértékben befolyásolhatja. Magasabb 
fokú autonómia alkalmazása igazolt lehet egy viszonylag stabil, nem zsúfolt környezetben olyan 
katonai célpontok ellen, amelyek azonosítása minden kétséget kizáróan megtörténhet (pl. egy 
sivatagi hadviselés során kilőtt rakéta elhárítása esetén), ugyanakkor alacsonyabb szintű 
autonómia lehet megengedett zsúfolt környezetben (pl. városi hadviselés esetén), ahol a taktikai 
szintű megkülönböztetés nem mindig lehetséges. Utóbbi esetben a kritikus funkciókban nagyfokú 
autonómiával bíró fegyverrendszerek alkalmazása jogszerűtlennek minősülhet. 
 

Az arányosság elve szorosan kapcsolódik a katonai szükségesség és megkülönböztetés 
elvéhez. Ez utóbbi előfeltétele az arányossági elemzésnek, tekintettel arra, hogy a 
megkülönböztetés alkalmazása a járulékos kár elemzésének előfeltétele. Az alapelv legfontosabb 
célja, hogy a polgári személyeket és lakosságot védje az aránytalan (a támadástól várt katonai 
előny mértékét meghaladó) sérüléstől és károktól.  
 



302 
 

Az aránytalan jelzőnek e kontextusban kiemelkedő szerep jut, mert azt juttatja kifejezésre, 
hogy polgári személyekben és javakban nem szándékos sérülés és kár okozásának kockázata 
mindig fennáll, de a sérülés és kár nem minden esetben minősül aránytalannak. Általában véve az 
alapelv olyan szenvedés, sérülés és kár okozásának szolgál igazolásul, amely arányos a várt 
katonai előnnyel, de amely békeidőben megengedhetetlen lenne. Nincsen olyan hadijogi szabály, 
amely alapján valamennyi személyi sérülés és járulékos kár tiltott lenne, ugyanakkor, a nem 
szándékos sérülés és kár minimalizálása korlátozza a nemzetközi közvélemény elítélését, 
támogatja az arányosságot és hozzájárul a béketámogató és újraépítési erőfeszítéseket. Az alapelv 
alapján a katonai állománynak két alapvetően különböző kategóriát kell mérnie és értékelnie. A 
mérleg egyik oldalán a támadással járó, előrelátható, de nem szándékos hátrányos 
következmények (polgári személyek sérülése és polgári javakban keletkezett kár) található, 
amelyet a támadástól várható konkrét és közvetlen katonai előnyhöz kell mérni. 
 

Az alapelvvel kapcsolatos legfontosabb kérdés, hogy ha a katonai előny szubjektív, 
kontextus függő és művelet előrehaladtával változik (ezért egy gyakorlott döntéshozónak is nagy 
kihívást jelent), hogyan képes egy autonóm fegyverrendszer egy támadás arányosságát értékelni. 
A megkülönböztetés elvénél a probléma lényege a fegyverrendszer (irányító rendszer) inherens 
képessége a jogszerű katonai célpontok felismerésére, azonosítására. Az arányosság esetében 
azonban, elfogadva, hogy egy autonóm fegyverrendszer képes a járulékos kár elemzésének 
végrehajtására, a középpontban egy dinamikus környezetben a támadástól várható katonai előny 
elemzése áll. Bizonyos paraméterek programozhatóak, azonban a jogszerű katonai célpontok 
pozitív azonosítása önmagában nem elég – az adott időben a támadástól várható katonai előny 
értékeléséhez az adott szituáció átfogó és alapos ismerete, a stratégiai, műveleti és taktikai 
célkitűzések (az elérendő állapot), valamint az elérhető információk feldolgozásának és 
értékelésének képessége is szükséges. Úgy gondolom, hogy ez csak akkor valósítható meg a 
gyakorlatban, ha az autonóm fegyverrendszer megfelelőképp fejlett algoritmussal rendelkezik, 
valamint képes a művelettel kapcsolatos, megfigyelésből és hírszerzésből eredő friss információk 
fogadására és értelmezésére. Jelenleg az arányosság elvének alkalmazásához szükséges absztrakt 
„gondolkodás” képességével egy összetett és gyorsan változó környezetben csak az emberek 
rendelkeznek. 
 

Technikai szinten megvalósítható, hogy egy autonóm fegyverrendszer előre programozott 
értékek alapján működjön. Ez azt jelenti, hogy az operátorok előre meghatároznak a megtámadni 
tervezett katonai célponthoz egy aránytalan (elfogadhatatlan) járulékos kár értéket, amelyet nem 
lehet túllépni a támadás során. Amennyiben a folyamatos frissítés (művelettel kapcsolatos hírek 
áramlása) nem lehetséges, egy konzervatív (alacsony) érték meghatározása szükséges. Annak 
esélye, hogy az előre programozott érték módosítása szükséges legyen, meglehetősen alacsony, ha 
az autonóm fegyverrendszer alkalmazása egy földrajzilag és időben limitált, nem zsúfolt 
környezetben történik. Ebben az esetben kevés a valószínűsége annak, hogy az értékeken állítani 
kell. Ugyanakkor az aránytalan járulékos kár értéke előre rögzítésének gyakorlati lehetősége 
korántsem jelenti azt, hogy egy autonóm fegyverrendszer képes arra az értékítéletre, amelyet az 
arányosság elve megkíván.  
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Annak érdekében, hogy a fegyverrendszer lakott területen is alkalmazható legyen (az 
arányosság elvével összhangban), a programozónak meghatározott értéket kell rendelnie a polgári 
személyek életéhez, sérüléséhez, valamint a polgári javakban esett kárhoz is valamennyi katonai 
célpont esetében. Ebben az esetben ugyanakkor a közreműködő emberek (pl. az értéket 
meghatározó katonai parancsnok) végzik el a katonai szükségességre és arányosságra vonatkozó 
kalkulációt és a fegyverrendszer megszakítja a támadást, amennyiben a támadástól várható 
személyi sérülés meghaladja az előre meghatározott értéket. 
 

Ma még emberek hozzák a támadás arányosságával kapcsolatos döntéseket, ezáltal az 
alapelvnek való megfelelés felelőssége őket terheli. A legmagasabb szintű parancsnokság dönt egy 
autonóm fegyverrendszer alkalmazásáról (a műveleti környezettől függően) és nyújt iránymutatást 
a járulékos kár legfelső értéke vonatkozásában. Ugyanakkor a technikai fejlődés előrehaladtával 
nem elképzelhetetlen, hogy idővel az algoritmusok lehetővé tehetik a fegyverrendszer számára, 
hogy a meghatározott bázisértékeket a műveleti környezet változásaira reagálva módosítsa. Ezen 
módosítás ugyanakkor folyamatos adatáramlást, update-et igényel. Más részről viszont 
technikailag az is lehetségessé válik idővel, hogy egy autonóm fegyverrendszer „megtanulja” az 
alapelv alkalmazását oly módon, hogy különböző szcenáriókat és az azokhoz tartozó, arányosságra 
vonatkozó helyes válaszokat „tanítanak” neki. Amíg azonban ez nem következik be, úgy vélem, 
hogy az autonóm fegyverrendszerek arányosság elvével összhangban való alkalmazása csak 
korlátozott esetben és szigorúan meghatározott környezetben lehetséges (pl. időbeli és földrajzi 
korlátozásokkal, olyan műveletek esetében, amikor járulékos kárnak nincs, vagy csak nagyon 
alacsony az esélye). 
 

Az elővigyázatosság elvének legfontosabb követelménye, hogy azok, akik a támadás 
tervezésében, az arról való döntésben, valamint végrehajtásában részt vesznek, a lehető 
legnagyobb elővigyázatossággal járjanak el annak érdekében, hogy elkerüljék, de legalábbis a 
minimálisra csökkentsék a személyi sérülés és járulékos kár kockázatát. Ez magában foglalja 
többek között a megfelelő fegyver vagy fegyverrendszer kiválasztását, olyan katonai célpont 
kiválasztását, amely a lehető legkevesebb járulékos kár kockázattal jár, valamint a támadás 
törlésének vagy felfüggesztésének követelményét, amennyiben jogszerűtlen (polgári) célpontokat 
támadnának, vagy a támadás az arányosság elvének megsértésével járna.  

 
Az elővigyázatosság elve alapján tilos autonóm fegyverrendszer alkalmazása olyan 

esetben, amikor más, olyan fegyver is elérhető, amely alacsonyabb kockázattal jár a járulékos kár 
tekintetében, de ugyanazon katonai előny elérésével kecsegtet. Jogszerű katonai célpontok csak 
olyan fegyverrel támadhatók, amely a polgári lakosságot a lehető legkisebb veszélynek teszi ki 
(anélkül, hogy a katonai előny elveszne) – ha ez a fegyver egy autonóm fegyverrendszer, akkor a 
hadijog alapján azt kell hadviselési eszközként kiválasztani. E tekintetben egy kifejezett tilalom az 
autonóm fegyverek alkalmazására vonatkozóan az elővigyázatosság elvének való megfelelés ellen 
hatna és kontraproduktív hatással járna. 
 

Az elővigyázatosság elvét a támadást megkezdését követően is folyamatosan alkalmazni 
kell, addig ameddig egy támadás törlésének vagy megszakításának fizikai lehetősége fennáll, 
amennyiben annak hatására aránytalan járulékos kár keletkezne. A hadijog címzettjei emberek és 
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az elővigyázatosság követelménye alapján a katonai állománynak minden lehetséges intézkedést 
meg kell tennie annak érdekében, hogy a legnagyobb elővigyázatossággal járjon el. Autonóm 
fegyverrendszerek esetében ez azt jelenti, hogy a fegyverrendszer képességeit a lehető legnagyobb 
mértékben ki kell használni annak érdekében, hogy a célpontot azonosítsák. Az alapelv 
alkalmazása ugyancsak magában foglalja a kiválasztott katonai célpont támadásához 
legoptimálisabb fegyver kiválasztását, azaz amely megvalósítja az elérni kívánt katonai előnyt és 
a lehető legkisebb járulékos kárral jár. Egy autonóm fegyverrendszer is „eljárhat” a legnagyobb 
elővigyázatossággal – az alkalmazott algoritmustól függően. Ha egy fegyverrendszer 
programozható úgy is, hogy rendszeres ellenőrzéseket hajtson végre (annak érdekében, hogy 
ismételten azonosítsa a katonai célpontot és a támadás arányosságát figyelemmel kísérje), úgy 
gondolom, hogy az elővigyázatosság alapelve alapján ezen ellenőrzések végrehajtása kötelező 
annak érdekében, hogy döntéshozatalban résztvevő katonai állomány az alapelvekben 
foglaltaknak megfeleljen. 
 
A hadijogi alapelvek gyakorlati alkalmazása 
 

A disszertáció megírása során annak vizsgálata is szükséges volt, hogy a fönti alapelvek és 
szabályok hogyan érvényesülnek a gyakorlatban, azaz a célképzési (célkiválasztási) eljárás során 
hogyan működnek. Annak megértése, hogy ezen szabályok hogyan irányítják a célkiválasztást 
elengedhetetlen annak vizsgálatához, hogy a hadijog hogyan képes ma megfelelni funkcióinak és 
annak eldöntéséhez, hogy szükség van-e jogalkotásra az autonóm fegyverrendszerek jelentette 
kihívásokra válaszul. E tekintetben fontosnak tartom felhívni a figyelmet arra, hogy célképzési 
szabályok régóta léteznek annak érdekében, hogy a hadijogi alapelvek és szabályok a gyakorlatban 
is érvényesüljenek. 
 

A célképzés modern koncepciója a légierő első világháborús térnyerését követően alakult 
ki és a célképzési eljárást többek között a technológiai fejlődés, a szervezeti struktúrák mikéntje, 
valamint a különböző haderőnemek szűkös forrásokért való versenye formálta. Leszámítva azon 
tanulmányokat és cikkeket, amelyek az autonóm fegyverrendszereket a hadijog tükrében elemzik, 
a célképzési eljárás (különösen a NATO és az Egyesült Államok által alkalmazott célképzési 
folyamat (ciklus), amelyek a jelenleg nyilvánosan elérhető legrészletesebb célképzési 
dokumentumok) általában nem kerül bemutatásra és elemzésre a hadijogra vonatkozó tudomány 
művekben. Az autonóm fegyverrendszerek bármely környezetben történő alkalmazására 
ugyanakkor a célképzési eljáráson keresztül kerül sor, ezért álláspontom szerint elengedhetetlen 
annak megértése, hogy az hogyan “fordítja le” a megkülönböztetés, arányosság és 
elővigyázatosság alapelveit, azaz az eljárás hogyan biztosítja a hadijogi alapelveknek való 
megfelelést mind a stratégiai, mind a műveleti, mind pedig a taktikai szinten. 
 

Célképzésnek vagy célkiválasztásnak nevezzük azon eljárást, amely során a katonai 
célpontokat kiválasztják, valamint olyan fegyver alkalmazásáról döntenek, amely megfelelő a 
kiválasztott célpontok elleni támadáshoz azzal a céllal, hogy a parancsnoki célkitűzések 
támogatása céljából a meghatározott műveleti hatásokat elérjék. A hadijogi alapelvekkel való 
összhangnak a teljes célképzési eljárás során érvényesülnie kell, azok betartásáért valamennyi 
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részt vevő katonai állomány felel. A kiválasztandó hadviselési eszközök és módok tekintetében az 
elővigyázatosság elvének a teljes célképzési eljárás során érvényesülnie kell.  

 
Az arányossági elemzés végrehajtására csak akkor kerülhet sor, ha a jogszerű katonai 

célpont kiválasztása és ellenőrzése megtörtént, és ennek kapcsán egy autonóm fegyverrendszer 
alkalmazásáról döntöttek. A hadijog alapján az autonóm fegyverrendszerek alkalmazásával járó 
támadás jogszerűségét a fegyverrendszer alkalmazásáról döntő vagy azt működtető személyeknek 
biztosítani és értékelni kell. Tekintve, hogy egy autonóm fegyverrendszer nem tekinthető a hadijog 
címzettjének (alanyának), az alkalmazás hadijoggal történő összhangjáról (a támadás 
jogszerűségéről) történő döntés nem delegálható le a fegyverrendszernek. 
 

A célképzési eljárás fázisait a célképzési doktrínák írják le. Az eljárás a célképzési cikluson 
keresztül kapcsolja össze a stratégiai szintű iránymutatást (az elérni kívánt végcélt) a műveleti 
területen végzett taktikai szintű célkiválasztási cselekménnyel. A jövő autonóm technológiáinak 
fejlődésével a kérdés arra fog irányulni, hogy mely funkciókat (vagy célképzési fázisokat) fog 
tudni egy autonóm fegyverrendszer átvenni a jelenlegi célkiválasztási eljárás által lefedett 
cselekmények közül. 1066 A képalkotási, célfelismerési és adatfeldolgozási képességek fejlődésével 
a figyelem valószínűleg a hírszerzési, megfigyelési és felderítési tevékenységek felé fordul majd, 
tekintettel arra, hogy ez a terület küzd leginkább az elképesztő mennyiségű adatfeldolgozás 
nehézségével. Ezek az adatok nemcsak a hírszerzési, megfigyelési és felderítési tevékenységekből 
erednek, hanem nyílt internetes forrásokból, mint például adatbázisok vagy közösségi média. Ezen 
képességek fejlődése egyértelműen hozzájárulnának és megkönnyíthetnék a célképzést (a célpont 
átvilágítását, hitelesítését) a jövőben. 
 

A hadijogi alapelveket tekintve – a stratégiai és műveleti szinten – a célképzés során történő 
megkülönböztetés a 4. és 5. fázisban történik, az erőalkalmazás tervezése, végrehajtó egységek 
kiválasztása, valamint a művelet végrehajtása során. Az elővigyázatosságra vonatkozó 
követelménynek a célképzési eljárás egészét áthatja, a tervezési fázistól egészen a hatásvizsgálatig. 
Ezzel kapcsolatosan különösen fontos annak vizsgálata, hogy az elővigyázatossági intézkedésekre 
mikor kell, hogy sor kerüljön (a célképzési fázisok alapján a célképzés/célkiválasztás során, 
amikor a katonai célpontok kiválasztása megtörténik (2. fázis), a meglévő képességek elemzése 
során, amikor a célponthoz a megfelelő harcviselési eszközök és módok kiválasztása történik (3. 
fázis), az erőalkalmazás tervezése és a végrehajtó egységek kiválasztása során (4. fázis), valamint 
a művelet végrehajtása során, amikor a katonai célpont megerősítése, az arányossági elemzés, 
valamint a bevetés esetleges törlése vagy megszakítása történik (5. fázis)). Az arányosság elve a 
járulékos kár, valamint az elérni kívánt katonai előny értékelésén keresztül valósul meg. A 
járulékos kár becslése természetesen szorosan kapcsolódik a megkülönböztetés elvéhez, hiszen a 

                                                 
1066 A célképzési fázisok általánosságban: 

1. fázis: politikai és stratégiai iránymutatás, célkitűzések és megkívánt végállapot meghatározása 
2. fázis: célképzés/célkiválasztás, járulékos kár becslése 
3. fázis: meglévő képességek (harcviselési eszközök) elemzése, járulékos kár becslése 
4. fázis: erőalkalmazás tervezése, végrehajtó egységek kiválasztása, különösen fontos célpontok jóváhagyása 
5. fázis: művelet tervezése és végrehajtása, célpont pozitív azonosítása és megerősítése 
6. fázis: célképzés értékelése (hatásvizsgálat) 
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becslés csak akkor lehetséges, ha a cselekményt végző személy tudatában van annak, hogy kit 
lehet polgári személynek és mit lehet polgári javaknak tekinteni. Ezért a járulékos kár becslése 
kapcsán a megkülönböztetés és arányosság elve egymással átfedésben érvényesül. 
 
Az élethez való jog megsértése  
 

A hadijog legfontosabb funkciói az ellenségeskedések mikéntjének szabályozása, valamint 
azok védelme, akik nem vagy már nem vesznek részt közvetlenül az ellenségeskedésekben (pl. 
polgári személyek, sebesült kombattánsok, hadifoglyok). Miközben a hadijog gyökerei 
évszázadokra visszanyúlnak, az emberi jogok egy meglehetősen fiatal jogterület. Jóllehet az 
ellenségeskedések során több emberi jog is sérülhet, a disszertáció csak egy emberi jog elemzésére 
vállalkozik az autonóm fegyverrendszerek műveletek során történő alkalmazásával kapcsolatban, 
mégpedig az élethez való jogéra. Annak elemzéséhez, hogy az élethez való jog, mint emberi jog 
alkalmazható-e fegyveres konfliktusok során, az élethez való jog koncepciójának az emberi jogok 
és hadijog szabályainak tükrében történő vizsgálata szükséges. 
 

Az élettől való önkényes megfosztás fogalmát a hadijog nem ismeri, helyette a jogtalan 
emberölés koncepcióját alkalmazza. A két fogalom összekapcsolása érdekében, az emberi jogok 
rendszerén belül az élettől való önkényes megfosztás tilalma magában kell, hogy foglalja az 
ellenségeskedések során történő jogtalan emberölést, azaz polgári személyek és az 
ellenségeskedésben rész nem vevő más személyek megölését, amely a hadijog alapján nem 
igazolható. Ez kétség kívül magában foglalja polgári személyek megkülönböztetés, arányosság és 
elővigyázatosság elvének megszegésével történő megölését. Általában véve, az emberi jogok által 
garantált élethez való jog lehetséges megsértésének a megállapítása csak a hadijogban alkalmazott 
jogtalan emberölés koncepciójára való utalással történhet. 
 

A védett értékekben, alkalmazhatóságban és terminológiában való különbségeket 
leszámítva, nincsen feloldhatatlan ellentmondás a hadijog és az emberi jogok között az élethez 
való jog kapcsán. Egyértelmű átfedések vannak az emberi jogi és hadijogi előírásokban, amelyek 
az utóbbi esetében tartalmaznak részletesebb és tartalomspecifikusabb szabályokat (ellentétben az 
emberi jogok általánosan megfogalmazott alapelveivel). Annak érdekében, hogy az elérhető 
védelem legmagasabb szintje biztosítva legyen a nemzetközi jog mindkét jogága által, álláspontom 
szerint az emberi jogokra, mint a hadijog „kiegészítő” szabályaira kell tekinteni. Ennek 
megvalósítása érdekében ugyanakkor az alkalmazandó szabályok hierarchiája és értelmezése 
kapcsán a jogalkotónak és jogalkalmazónak egyetértésre kell jutnia. 
 

A disszertáció megállapítása, hogy az élethez való jog megsértése csak a hadijogi 
szabályok alapján értékelhető, mint jogtalan emberölés. Jogtalan emberölés pedig elkövethető 
autonóm fegyverrendszerek alkalmazása által. Amennyiben olyan autonóm fegyverrendszerről 
van szó, amelynek alkalmazása végig ellenőrizhető és irányítható az operátor által, a 
fegyverrendszer bármilyen jogtalan cselekmény elkövetésében pusztán instrumentális szerepet 
játszik. Ugyanakkor egy autonóm fegyverrendszernek több teszten kell „átmennie” mielőtt egy 
állam fegyverarzenáljában rendszeresítik annak érdekében, hogy biztosítsák, nem kerül 
rendszeresítésre egy önmagában jogszerűtlennek minősülő fegyver.  
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Amennyiben ugyanakkor egy autonóm fegyverrendszer per se jogszerűnek minősül, csak 
meghatározott módon történő alkalmazása sértheti a hadijogot és eredményezhet jogtalan 
emberölést (pl. egy sivatagi hadviseléshez kifejlesztett autonóm fegyverrendszer városi 
hadviselésben történő alkalmazása, ahol a megkülönböztetés elvével összhangban történő 
alkalmazás nem lehetséges vagy ahol az alkalmazása aránytalan személyi sérüléshez és járulékos 
kárhoz vezet). Ez ráirányítja a figyelmet a parancsnoki felelősségre a fegyverrendszer adott 
műveleti környezetben és körülmények között történő, megfelelő alkalmazásának biztosításáért. 
 
Állami és egyéni felelősség 
 

A disszertáció a jog két fő felelősségi alakzatának vizsgálatára vállalkozik: az állam és 
egyén felelősségének elemzésére, ahol ez utóbbi magában foglalja az állomány tagjainak egyéni 
felelősségét, valamint a parancsnoki felelősséget. Ezen felelősségi formák közül a parancsnok 
felelőssége jelenik meg a disszertációban hangsúlyosabban. 
 

A genfi egyezmények közös 1. cikke alapján a hadviselő felek tiszteletben tartják és 
biztosítják az egyezmények tiszteletben tartását minden körülmények között. Ezen előírás 
tekinthető az állami felelősség megalapozásának, jóllehet alkalmazási köre meglehetősen szűk, 
tekintettel arra, hogy az csak a genfi egyezmény részes feleit kötelezi. Az 1. cikk nemcsak 
biztosítja a jogot a részes államok számára, hogy a nevében eljáró szervek/szervezetek és 
személyek cselekményei fölött ellenőrzést gyakoroljon, de ez egyúttal kötelezettsége is, amelynek 
megszegése az állam nemzetközi jog alapján megállapított felelősségét eredményezheti. Úgy 
gondolom, hogy az állami felelősség koncepciója nem elégséges a jogsértés esetén megkívánt 
hatékony elszámoltatáshoz. Kérdéses ugyanis, hogy az autonóm fegyverrendszereket alkalmazó 
kormányok mekkora hajlandóságot mutatnának arra, hogy a fegyverrendszer alkalmazásából 
eredő igények esetén vitarendezési egyeztetéseket, tárgyalásokat folytassanak, tekintettel arra, 
hogy az autonóm fegyverrendszerrel kapcsolatos információkat (fejlesztés, alkalmazása, dizájn, 
részletes technikai információk) nem akarnák bármely személy vagy más állam tudomására hozni. 
Továbbá, fedett műveletek esetében a politikai elfogadottság hiánya további kellemetlen 
kérdéseket vethet fel. E tekintetben mind a kormányoknak, mind a katonai parancsnokoknak 
óvatosan kell mérlegelni, hogy az autonóm fegyverrendszer alkalmazásából eredő várható előnyök 
nagyobbak-e, mint egy konfliktusban vagy műveletben való részvétel támogatottságának 
elvesztése, ha a műveleti területen jogilag és erkölcsileg aggályos cselekmények történnek. Az 
autonóm fegyverrendszerek nem a hadijog címzettjei és nyilvánvalóan nem tekinthetők állami 
szervnek vagy ügynöknek sem, ezért azon személyek, akik cselekménye egy adott államnak 
betudható lesz valószínűleg az alkalmazásról döntő személy vagy a fegyverrendszer operátora 
lesz. Állam akkor vonható felelősségre egy autonóm fegyverrendszer alkalmazása esetén, ha nem 
vagy nem megfelelően gondoskodott a fegyverrendszer alkalmazást megelőző teszteléséről és 
felülvizsgálatáról. 
 

Az egyéni felelősség megállapításának jogalapja eltér az állami felelősségétől, 
megállapításának alapját a nemzetközi büntetőjog képezi. Az egyéni felelősség két kategóriát 
foglal magában: az állomány tagjának (pl. kombattáns vagy fegyverrendszer operátor) egyéni 
felelősségét és a parancsnok felelősségét. Ezen belül a parancsnoki felelősség lehet közvetett, 
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amikor az állomány egy tagja (a parancsnok beosztottja) követ el jogsértést és a parancsnok nem 
gyakorol hatékony ellenőrzést a parancsai végrehajtásáért felelős személy fölött. Autonóm 
fegyverrendszer esetében a követelmény azonban nem alkalmazható, tekintettel arra, hogy egy 
fegyverrendszer nem tekinthető a parancsnok parancsainak végrehajtásáért felelős személynek.  

 
A parancsnok felelősség másik esetében közvetlen parancsnoki felelősségről beszélünk, 

amikor a jogsértést maga a parancsnok követi el. 
 

Az autonóm fegyverrendszerek alkalmazásával kapcsolatos egyik alapvető kérdés a 
büntetőjogi felelősség megállapítása lesz, amennyiben a fegyverrendszer alkalmazása 
eredményeképp a hadijogi szabályok megsértésére kerül sor. Ez az elkövető szándékának és a 
jogsértő cselekménynek a vizsgálatát igényli. Jelen disszertáció esetében az egyéni felelősség 
esetében a feltételezett elkövetők köre csak kombattánsokat, operátorokat és katonai 
parancsnokokat foglal magában, míg a parancsnoki felelősség esetében a katonai parancsnok 
közvetett vagy közvetlen felelősségét különbözteti meg és vizsgálja. 
 

Az egyéni felelősség megállapítása kevesebb kihívást tartogat olyan esetekben, amikor az 
autonóm fegyverrendszer alacsony fokú autonómiával rendelkezik a kritikus funkciókban. Ebben 
az esetben a bekapcsolás vagy alkalmazás és a jogsértő cselekmény közötti kauzális kapcsolat 
meglehetősen közeli, megkönnyítve a jogsértésért történő felelősségre vonást. Nagyfokú 
autonómiával bíró autonóm fegyverrendszer esetén a felelősség megállapítása azonban 
problematikus lehet, amelyet a bekapcsolásról való döntés és a bekapcsolás, valamint a jogsértő 
cselekmény elkövetése között eltelt idő hosszúsága is tovább hátráltathat. 
 

A katonai parancsnok által közvetlenül elkövetett bűncselekmény esetében (pl. autonóm 
fegyverrendszer alkalmazásáról való döntés annak tudatában, hogy az adott körülmények között a 
hadijogi szabályoknak való megfelelés nem biztosított), nem parancsnoki felelősségről, hanem 
közvetlen elkövetésről beszélünk, amely esetben tehát a felelősség sem lehet közvetett. Ebben az 
esetben mind az actus reus (a jogsértő cselekmény), mind pedig a mens rea (a mentális elem vagy 
szándék) megállapítható: a parancsnok hozza a döntés a fegyverrendszer alkalmazásáról a 
jogsértés valószínűségének tudatában). A mens rea hiánya ugyanakkor felveti a kérdést, vajon 
beszélhetünk-e egy létező „felelősségi résről”, amely megakadályozza a parancsnok felelősségre 
vonását. Úgy vélem, a kérdésre nemleges a válasz, figyelembe véve, hogy egyrészt a kiválasztott 
katonai célpontokhoz illeszkedő hadviselési eszközök és módok alkalmazásáról (jogi és célképzési 
tanács birtokában) való döntést/értékítéletet a katonai parancsnok hozzá, másrészt pedig közvetett 
ellenőrzéssel rendelkezik a fegyverrendszer fölött. Ezt erősíti az elővigyázatosság követelménye, 
amely alapján a katonai parancsnoknak biztosítania kell, hogy a legmegfelelőbb hadviselési 
eszközök és módok kerülnek kiválasztásra a célképzés során, amelyek a lehető legkisebb 
kockázattal járnak a járulékos kár tekintetében. Amennyiben egy katonai parancsnok nincs 
tisztában egy adott autonóm fegyverrendszer lehetséges képességeivel és határaival, az 
elővigyázatossági alapelv alapján minden lehetséges intézkedést meg kell tennie annak érdekében, 
hogy megértse a fegyverrendszer működését és hatásait annak érdekében, hogy megalapozott 
döntést hozhasson az alkalmazásával kapcsolatban. Úgy gondolom, hogy az autonóm 
fegyverrendszerek alkalmazása során az emberi felelősség csak abban a hipotetikus esetben nem 
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lenne megállapítható, ha az emberek teljes mértékben hiányoznának a fegyver alkalmazásának 
körforgásából (a tervezésből, gyártásból, beszerzésből, programozásból, célképzésből, 
alkalmazásból). Ez ugyanakkor csak akkor valósulna meg, ha autonóm fegyverrendszerek 
(algoritmusok) lennének a „döntéshozók” valamennyi folyamat során. 
 

A katonai parancsnokokat felelősség terheli a jogsértések megakadályozásáért és az ehhez 
szükséges intézkedések megtételéért. Az a tény, hogy a hadijog megsértése egy alárendelt által 
történt, nem menti fel a katonai parancsnokot a fegyelmi és büntetőjogi felelősség alól, ha az 
alárendelt elkövetett vagy elkövetni tervezett egy jogsértést és a parancsnok nem tett meg minden 
tőle elvárható intézkedést annak megakadályozására vagy visszaszorítására (ha tudta, vagy olyan 
információ birtokában volt, amely alapján tudnia kellett volna a jogsértő cselekményről az akkori 
körülmények között). A nemzetközi büntetőjog (Római Statútum) a „tudta, vagy az akkori 
körülmények között tudnia kellett volna” koncepciót alkalmazza, amely szigorúbb felelősségnek 
tekinthető, tekintettel a katonai parancsnok nem gyakorolt megfelelő ellenőrzést alárendeltjei 
fölött.  
 

A kérdés e tekintetben az, hogy a „tudta, vagy az akkori körülmények között tudnia kellett 
volna” kitétel hogyan fordítható le és alkalmazható olyan esetekben, amikor a jogtalan emberölést 
autonóm fegyverrendszerek alkalmazása eredményeképp követték el, és hogy vajon a jogszabályi 
követelmény összhangban van-e az I. Kiegészítő Jegyzőkönyv idevágó, elkövető tudomására és 
szándékára vonatkozó rendelkezéseivel.  
 

Úgy gondolom, hogy e tekintetben racionálisabb lenne a kérdés döntésvégrehajtásért 
történő felelősség oldaláról történő megközelítése. A technológia jelen állása szerint autonóm 
fegyverrendszereknek nem tulajdonítható szabad akarat, helyette annak kell tekintenünk e 
rendszereket, amik a lényegüket alkotják: szoftvernek, amelyet arra programoztak, hogy 
meghatározott feladatokat, előre beállított szintű, kritikus vagy nem-kritikus funkciókban 
meghatározott autonómiával végrehajtsanak. Arra is érdemes visszaemlékezni, hogy az ember 
hiánya a végső célképzési döntésből (támadásból) nem hat a felelősség hiánya irányában, hiszen a 
katonai parancsnokok kiemelten fontos szereppel bírnak az egész célképzési eljárás során (a 
tervezéstől kezdődően). Álláspontom szerint a katonai parancsnokok vannak a legmegfelelőbben 
„pozícionálva” az eljárásban ahhoz, hogy helyzeti tudatossággal (helyzetismerettel) 
rendelkezzenek az alkalmazás kapcsán és a parancsnoki felelősség alapján minden szükséges, 
ésszerű és elvárható intézkedést megtegyenek a jogsértések megakadályozása érdekében. A 
katonai parancsnok rendelkezik átfogó ismerettel az adott műveletről, emellett a katonai 
parancsnokok hosszú idő tapasztalatával rendelkező, széleskörű tudással rendelkező, gyakorlott 
katonai vezetők (főtisztek, tábornokok). Úgy gondolom ezen attribútumok szintén a célképzési 
döntésekért való felelősségük megállapítása irányába mutat. 
 
A hadviselés jövője – a jövő hadviselése 
 

A disszertáció írása során elsősorban azokat a jogi és egyéb jellegű problémákat 
igyekeztem érinteni, amelyek az autonóm fegyverrendszerek jogszerűségéről és hadszíntéren 
történő alkalmazásáról szóló vitákat formálják. Sok ellenző érvel szenvedélyesen az ezen 
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fegyverrendszerekkel kapcsolatos kutatások, valamint alkalmazásuk előzetes betiltása vagy 
moratórium mellett. Véleményem szerint erősen kérdéses ezen megközelítés támogathatósága (a 
tilalom előmozdítását gyakran indokolják azzal az érvvel vagy előfeltevéssel, hogy a hadijog 
jelenlegi állapotában nem elégséges ahhoz, hogy az autonóm fegyverrendszerek területét 
szabályozza).  

 
Ezzel kapcsolatban meggyőződésem, hogy a hadijog megfelelőségének tanulmányozás a 

csak a célképzési eljárás egészének a figyelembevételével történhet, hiszen az autonóm 
fegyverrendszerek hadszíntéren történő alkalmazása vagy a nemzeti vagy a NATO célképzési 
eljárás alapján történik, amely egy rendkívül összetett folyamat, magában foglalva a műveleti 
környezet, a katonai célpontok, valamint az azokhoz illeszkedő hadviselési eszközök és módok 
alapos elemzését. Mindezek alapján tehát nem tekinthető az autonóm fegyverrendszerek 
alkalmazása a katonai állomány vagy annak bármely tagja önkényes döntésének, hanem egy 
gyakran meglehetősen hosszú folyamat eredményének, amely támaszkodik a katonai parancsnok, 
jogi és politikai tanácsadó, célkiválasztási szakértelemmel rendelkező állomány, stb. szaktudására, 
ahol a döntéshozatali jogkör a lehető legmagasabb szinten található. 
 

A disszertáció következtetése, hogy az autonóm fegyverrendszerek tilalma kontra 
produktívnak bizonyulhat. Egy tilalom eredményeképp az autonóm fegyverrendszerek nem 
tartozhatnának a fegyverarzenálba és nem kerülhetnének kiválasztásra, mint hadviselési eszközök 
a célképzési eljárásban még akkor sem, ha a tervezett támadást körülményei és a kiválasztott 
katonai célpontok ismeretében a legmegfelelőbb fegyverek lehetnének (megfelelőképp gyors és 
pontos fegyverek, amelyek alkalmazása adott esetben nem járna polgári személy 
veszélyeztetésével vagy kevesebb polgári személy veszélyeztetésével járna). Ebben az esetben az 
autonóm fegyverrendszer helyett más (hagyományos) fegyver alkalmazása több sérelemmel és 
járulékos kárral járna a polgári személyek és javak tekintetében. A megelőző tilalom már csak 
azért is szükségtelennek tekinthető, mert ha egy autonóm fegyverrendszer kapcsán nem 
beszélhetünk a hadijogi szabályokkal való összhangról, azoknak való megfelelésről, annak 
fejlesztése és alkalmazása a hadijogból kifolyólag jogellenes lenne, ami bármilyen tilalmat 
feleslegessé tesz. Ez ugyanakkor feltételezi és igényli a hadijog megfelelő alkalmazását – 
leginkább a célképzési eljáráson keresztül. 
 

Elméletileg a hadijog és az autonómia nem tekinthetők inkompatibilisnek és a hadijognak 
való megfelelést bizonyos jogi és műveleti követelmények megállapítása elősegítheti. Először is, 
egy autonóm fegyverrendszer akkor alkalmazható jogszerűen a hadijog alapján, ha alkalmazása 
olyan katonai célkitűzést valósít meg, amely más fegyverrel vagy fegyverrendszerrel csak 
magasabb járulékos kár árán lehetne megvalósítható. A célképzési eljárás során a fegyverarzenálba 
tartozó hadviselési eszközöket (pl. autonóm fegyverrendszerek) kapcsolják, társítják a kiválasztott 
katonai célpontokhoz. Másodszor, a kiválasztott katonai célpont vizsgálata ugyancsak 
kiemelkedően fontos, tekintettel arra, hogy a fegyverrendszer alkalmazása során a 
megkülönböztetés elvének meg kell felelni. Ennek érdekében a szükséges input (katonai célpont 
fajtája (pl. ballisztikus rakéta), fizikai kiterjedése, paraméterei, az ahhoz rendelt érték, méret, 
arcvonások, stb.) előre beprogramozandó – objektív paraméterek és megfelelő hírszerzés 
birtokában. Harmadszor, autonóm fegyverrendszerek elsősorban védelmi szerepben (támadásra 



311 
 

adott válaszul) történő alkalmazása konzervatív megközelítést biztosít, azaz ebben az esetben a 
rendszer csak akkor támad, ha veszélyt érzékel, például a rakétaelhárító rendszerek esetében a 
fegyverrendszer válaszát a támadó rakéta hang- vagy hőkibocsátása, stb. váltja ki. Ideális esetben, 
személyek szándékos támadása is csak olyan körülmények között történhet, amikor a jogszerű 
katonai célpont (ellenséges kombattáns vagy ellenségeskedésben közvetlenül részt vevő polgári 
személyek) pozitív azonosítása lehetséges, és ártatlan polgári személyek veszélyeztetésére nem 
kerül sor.  
 

Végül negyedszer, a megkülönböztetés és a támadás meghatározott hadműveleti övezetre 
történő korlátozása szintén hozzájárul a személyi sérülés és járulékos kár kockázatának 
csökkentéséhez, és így a megkülönböztetés elvének hatékonyabb alkalmazásához. Fenti 
követelmények alapján, elméletileg, bizonyos autonóm fegyverrendszerek alkalmazása történhet 
a megkülönböztetés elvével összhangban, ugyanakkor ez a megfelelés a műveleti környezettől, az 
alkalmazás mikéntjétől és a kiválasztott katonai célponttól függ. 
 

Az arányosság kapcsán fontos leszögezni, hogy a kapcsolódó döntéseket emberek hozzák. 
Jóllehet a járulékos kár elemzése technikailag elvégezhető egy autonóm fegyverrendszer által, a 
katonai előny felmérése, értékelése már erősen problematikus még a jelenlegi technológiai 
fejlettséggel, tekintettel annak helyzetfüggő természetére és gyors változásnak való kitettségére. 
Meggyőződésem ugyanakkor, hogy a távoli jövőben ez nem jelent majd leküzdhetetlen akadályt, 
de amíg a technológia nem teszi lehetővé a katonai előny értékelését, az arányossági elvvel 
összhangban történő alkalmazás korlátozásokat igényel (pl. időbeli és földrajzi korlátok, olyan 
helyzetekben történő alkalmazás, amikor a járulékos kár esélye alacsony vagy nem létező).  
 

Az elővigyázatosság elvének alkalmazás megköveteli a tervezésben, döntéshozatalban és 
végrehajtásban résztvevő katonai állomány részéről, hogy minden ésszerűen elvárható intézkedést 
megtegyenek annak érdekében, hogy elkerüljék, de legalábbis minimalizálják a járulékos kár 
kockázatát. Még ha az ehhez kapcsolódó programozás rendkívüli kihívásokkal jár, ha több katonai 
célpont ígéri hasonló katonai előny megszerzését, azt kell választani, amelyik a legkevesebb 
kockázattal jár a személyi sérülés és járulékos kár tekintetében. Ez a követelmény autonóm 
fegyverrendszerek alkalmazása esetén ugyancsak alkalmazandó: azt a fegyvert vagy 
fegyverrendszert kell kiválasztani az adott katonai műveletre, amelyik – a katonai előny 
megtartásával – a lehető legkevesebb polgári személyt teszi ki sérülés kockázatának. Úgy vélem, 
hogy ez utóbbi a legerősebb érv a tilalmat szorgalmazó vélemények ellen: általános tilalom esetén 
a járulékos kár csökkentésének lehetősége elvész. A teljes katonai állományt felelősség terheli, 
hogy a célképzés során a lehető legnagyobb gondossággal járjon el, ugyanakkor e kötelezettségnek 
részben eleget lehet tenni azzal, hogy az autonóm fegyverrendszert úgy programozzák, hogy a 
támadásig rendszeres időközönként végezze el a célpont ismételt azonosítását. 
 

A disszertáció megírásához elvégzett kutatás eredményeképp, álláspontom szerint az 
autonóm fegyverrendszerek nem tekinthetők per se jogellenesnek pusztán azon tény alapján, hogy 
bizonyos funkciók kapcsán autonómiával bírnak. Ugyanakkor, azon autonóm fegyverrendszerek, 
amelyek képesek a célpontok önálló kiválasztására és támadására (közvetlen emberi ellenőrzés és 
felügyelet nélkül) csak meglehetősen behatárolt körülmények között alkalmazhatóak jogszerűen, 
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leginkább egyszerű, statikus körülmények között. Ettől eltérő műveleti környezetben való 
alkalmazásuk esetén álláspontom szerint az operátornak mindenképp rendelkeznie kell bizonyos 
fokú ellenőrzéssel a fegyverrendszer fölött (ebben az esetben az operátor, illetve katonai 
parancsnok marad az ún. “red card holder”, aki a fegyverrendszer nem megfelelőnek ítélt 
“döntése” esetén közbe léphet).  

 
Az autonóm fegyverrendszer specifikus jogalkotás lehetősége 
 

Figyelembe véve a robotika és haditechnika exponenciális fejlődését, az autonóm 
fegyverrendszerekre vonatkozó további dialógus és vita elkerülhetetlen és elengedhetetlen. Ami 
tegnap fikciónak tűnt csupán, mára a hadviselés realitásává vált. A vita azonban nem korlátozódhat 
pusztán a nemzetek, illetve kormányok véleménycseréjére; a civil társadalom képviselőinek, a 
különböző nem-kormányzati szervezeteknek, robotikai szakembereknek, tudósoknak, 
jogászoknak és filozófusoknak is részt kell venni a folyamatban. Ez az átfogó részvétel képes csak 
annak biztosítására, hogy a vitán keresztül a társadalom tagjai is megérthetik és megismerhetik a 
robottechnológia harcászat területén való alkalmazásának gócpontjait, illetve következményeit.  
 

Jelenleg egy erőteljes törés figyelhető meg azok között, akik elsősorban erkölcsi érvelésre 
támaszkodva az autonóm fegyverrendszerek alkalmazása és terjedése ellen hívnak föl, valamint 
azok között (elsősorban katonai jogászok), akik azt az álláspontot képviselik, hogy bizonyos 
körülmények között ezen fegyverrendszerek jogszerűen alkalmazhatók. Úgy tűnik, hogy a 
kormányok ezen két megközelítés kereszttüzében állnak: egyrészt el kívánják kerülni a 
népszerűtlen döntéseket és próbálják a befolyásos nem-kormányzati szervezetek, valamint a civil 
társadalom témával kapcsolatos aggodalmait kezelni, másrészről, a kormányok (elérhető forrásaik 
tükrében) nemzetbiztonsági, nemzetvédelmi okokból kiterjedt katonai képességek birtoklására 
törekednek.  
 

Álláspontom szerint a hadijog jelen állapotában megfelelő a polgári személyek védelme 
tekintetében, de funkciójának betöltése érdekében a szabályaival való összhang biztosítása 
elengedhetetlen. Az autonóm fegyverrendszerek tekintetében, új, specifikus joganyag megalkotása 
(jogilag kötelező multilaterális egyezmény a tilalomról vagy korlátozásról) nem feltétlenül érné el 
a célkitűzését, tekintettel a különböző nemzeti érdekekre és azon államok vonakodására, amelyek 
érdekeltek autonóm fegyverrendszerek fejlesztésében és alkalmazásában. Egy megelőző tilalom 
vagy multilaterális egyezmény helyett egy keretegyezmény több sikerrel kecsegtethet a téma iránti 
figyelem felkeltésére. Ez megkerülhetővé tenné azt a problémát is, hogy államok egy jogilag 
kötelező egyezmény keretében vállaljanak kötelezettséget az autonóm fegyverrendszerek pontos 
és teljes képességeinek ismerete nélkül és elősegítené az államok (és a civil társadalom tagjai) 
közötti nyílt dialógust is. 
 

Alternatívát jelenthet az is, ha az államok egyet tudnak érteni különböző működési 
iránymutatásokban az autonóm fegyverrendszerek működését illetően műveleti környezetben, 
ahol nincsen emberi ellenőrzés (pl. amennyiben megtámadnak egy fegyverrendszert, az tüzet fog 
nyitni a támadóra). Ez járhatóbb megoldásnak bizonyulhat működésük szabályozására, mint egy 
nemzetközi megállapodás. Vagy, a Tallinn Manual-hoz hasonlóan, szakértők egy csoportja 
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kaphatna megbízást arra, hogy az autonóm fegyverrendszerek esetében a hadijog és az általános 
nemzetközi jog alkalmazandó szabályait összegyűjtse. Amennyiben a NATO ilyesfajta 
kutatómunka mellett kötelezné el magát, egy NATO által akkreditált kiválósági központ 
létrehozása megalapozhatná a téma tudományos feldolgozását vagy egy már létező kiválósági 
központ (pl. a Kibervédelmi Kiválósági Központ, a Modellezés és Szimulációs Kiválósági 
Központ vagy a Hadmérnök Kiválósági Központ) terjeszthetné ki kutatási körét a tárgykörre. 

 
A napjainkban az autonómia és mesterséges intelligencia területén megfigyelt technológiai 

fejlődés, az emberi jogok érvényesítése, az államok nemzetvédelmi érdekei, valamint általában 
véve az emberi élet alapvető értékébe vetett hit kétségtelenül az autonóm fegyverrendszerek 
hadszíntéren történő alkalmazásához vezet majd. Az autonóm fegyverrendszerek fejlesztése és 
birtoklása végső soron politikai döntés eredménye, amelyre kihat egy társadalom vonakodása és 
elítélő véleménye. Az autonóm fegyverrendszerek elképzelhetetlen katonai erő forrásai lehetnek, 
ezért úgy gondolom úgy kell kihozni az alkalmazásukban rejlő legtöbb előnyt, hogy mellette 
megmarad fölöttük az ember hatékony és szoros ellenőrzése is. Ez az ember és gép közötti 
legmegfelelőbb egyensúly megtalálását igényli – felhasználva mind a jog, mind a technika 
eszközeit. 
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