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Veri�cation of Component-Based Software with Model Checking

1 Introduction

1.1 Component based software development (CBSD)

In today's fast-paced world the opportunities to use conventional software engineer-
ing methods like for instance the waterfall-approach are considerably diminishing.
The looming deadlines force application developers to work in parallel on smaller
projects. As a consequence, it is necessary for those projects to be handled inde-
pendently of each other [37]. This concept led to the emergence of CBSD methods
[21, 29, 31, 38, 42, 43, etc.]. Component-Based Software Development builds around
two basic concepts [26]:

� Reuse, which means the use of preexisting software with or without modi�ca-
tions.

� Evolution, which keeps the costs of a highly componentized system low by
enabling the replacement of certain components without a�ecting the func-
tionality of other parts.

There are three conditions that need to be satis�ed in order to use the driving forces
of reuse and evolution for developing component-based systems:

� Component library

� Component model

� Software Architecture

1.2 Basic concepts of model checking

Model checking is an algorithmic way of verifying software systems formally [16, 20,
35, etc.]. This can be done automatically by verifying whether a speci�c model meets
the expectations of a formal speci�cation. The speci�cation is usually available as a
set of temporal logic formulas describing given properties of a system.
The model is preferably given as a source code description in a special-purpose lan-
guage. Such a program corresponds to a Finite State Machine (FSM), usually a
directed graph consisting of nodes and edges. A set of atomic propositions is asso-
ciated with each node. The nodes represent states of a system, the edges represent
possible transitions which may alter the state, while the atomic propositions repre-
sent the basic properties that hold at a point of execution. In some cases in�nite
systems may also be veri�ed using model checking in combination with various ab-
straction and induction principles.
The main challenge in applying model checking in real-world problems is dealing
with the state space explosion problem. This problem occurs in systems with many
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components that can make transitions in parallel. During the past few years a consid-
erable progress has been made using the following approaches: symbolic algorithms
[13, 33, etc.], partial order reduction [25, 36, 41, etc.], abstraction [15, 19, 22, 23, 30,
etc.], symmetry [24, 27, 28, 34, etc.], Bounded Model Checking (BMC) [17], Open
Incremental Model Checking (OIMC) [39, 40, etc.]. Model checking tools use their
own speci�cation languages, but most of them support the temporal logic languages
Linear Temporal Logic (LTL) and Computational Tree Logic (CTL).

2 The structure of the thesis

In Section 2 we examine the granularity of the components of software systems by
using formal methods, and point out that while granularity is helping our struggle
to narrow the state space, it can also yield conceptual faults. In Section 3 we propose
a new method that is able to reduce the state space by exploiting the structure of
systems consisting of many similar components. In Section 4 we are exploring the
possibilities of extending component-based systems. We propose a new tool we have
developed which is able to support the algorithm of OIMC, and we compare the
OIMC to our method. In Section 5 we approach the formal veri�cation of network
protocols from a new perspective, exploiting the similarities between component-
based systems and the layered structure used in networking. In Section 6 we provide
an overview of the related works, highlighting the points of possible connection with
our research. In Section 7 we summarize the carried out research.

3 Results achieved

3.1 On the granularity of components

De�ning the range of component granularity can also be di�cult because several
factors (level of abstraction, likelihood of change, complexity of a component, etc.)
have to be considered while designing components. A component should not be
too small as the interaction between smaller components requires more time and
resources, in addition a component should not be too large as it provides more
complex interfaces, is subject to more frequent changes and makes a system using
it less �exible. That is why it is essential to �nd a balance between the factors of
cohesion and coupling [42].
In Section 2.2 we have created examples manually by a synthesis method sug-
gested by G. R. Andrews [14]. Employing the synthesis method we have created
the producer-consumer speci�cation and its general and scalable NuSMV model
with which we could prove the proper functioning of the system in Section 2.3. Our
original model had to be revised after discovering that a special case of starvation
was hidden by the fairness constraints.
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Thesis 1. With the examination of formal methods we have highlighted that the com-
prehensive usage of abstraction can diminish the risks of state explosion in complex
systems, while improper granularity can yield faults hidden on conceptual levels.

3.2 A simple method proposed to improve the model check-
ing of a system consisting of many similar components

Building a system from many similar components can help to reduce the state space
by making it unnecessary to check a subset of formulas in the local speci�cation of
components, as we have shown it in a life-like example in Section 3.3.
We have recognized that the advantages of structural similarities between compo-
nents can be exploited to reduce the number of formulas in the local speci�cation
of each component.
The novelty of this approach consists in our restructuring the speci�cation formu-
las of formal system models with regard to their exclusive reference to component
internal states. The formulas having met the set conditions and parameters have
been temporarily removed from the scope of model control and veri�ed on one sin-
gle occasion at the end of the process. This step actually resulted in raising the
model checking at class level, which consequently leads to economizing on time and
resources. The method is presented through plain examples and supported by ex-
periment results in Sections 3.3.1 and 3.3.2.
Applying the reduction rules of our method to force the model checker to ignore the
relevant formulas revealed the following results. The number of formulas checked,
the size of the state space, just like the time and memory needs of model checking
are seemingly down. The proportional reduction in the numbers of allocated nodes
in case of 2, 3 and 4 airplanes are 34%; 26%; 23% respectively. The pattern is too
small to provide su�cient base for further conclusions, but the fact of the reduction
in the state space is demonstrated well.

Thesis 2. The underlying steps of our method are the following:

1. The solution of a system is given for the simplest case. For instance, the solu-
tion is worked out for one of the components only.

2. Model checking is executed on the system. If the process is successful, we move
to Step 3. Should the model checker return with a failure, the solution needs
to be revised and modi�ed accordingly. Then model checking is executed again
until we get the expected results.

3. The solution is analyzed from a new perspective, namely whether the speci�ca-
tion can be decomposed to local and global parts.

4. A model of the system is given for more components. The global and local
speci�cations are separated from one another. The latter ones are excluded,
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as model checking is executed for the global speci�cation only. If we get the
expected results, the entire system should be considered correct with respect to
both global and local speci�cations. Otherwise, the solution needs to be revised
and modi�ed accordingly.

3.3 Comparing OIMC with our method

It is not easy to compare the method we have proposed with OIMC as neither of
these approaches have been implemented in practice yet. Although we can rely on the
number of calculated nodes of a system model to some extent, we have determined
other factors to consider: cost of calculation, performance, educational aspect.
We have endeavored to support with research data the empirical usability and e�-
ciency of the OIMC method, resulting in a roughly 78% reduction of the state space
in our airport example presented in Section 4.5.3.
Meanwhile we have also highlighted its current limits, such a constraint is for in-
stance the mutual exclusion within real system models, which we propose to over-
come by suggesting an approach using the greatest �xed point, a tool we are currently
in the process of developing.
We have also shown how important it is to properly de�ne the su�cient conditions
for a minimally safe system in Section 4.5.2. This phenomenon sheds light on some
of the problems of modeling a system as an insu�cient speci�cation or the use of
bad formulas may lead to unsafe systems undermining the main advantage of formal
methods, namely the guarantee that there are no hidden errors left in the model
and in the code.

Thesis 3. Based on our experimental statistics from Sections 3.3 and 4.5 we suspect
that there is no signi�cant di�erence between the e�ciency of these two algorithms
in the case of system models consisting of similar or identical components.

The reason for that is quite simple; while OIMC uses a more complicated algorithm
to generate and compare the closures, our method requires more accurate prepara-
tory job when analyzing and restructuring the formulas. But it is also important to
point out that OIMC is a more generally applicable solution as it has no prerequisites
for the components such as whether they have to be similar or identical.

3.4 Proposing JanKo, a tool supporting the use of OIMC

The algorithm of OIMC has not been implemented yet, therefore we have devel-
oped a simple Java application named JanKo, which is able to support the use of
the aforementioned incremental model checking method. Although the tool is fully
functional, it should still be considered a work in progress. The ultimate goal is to
integrate the functionality of our tool into the NuSMV model checker.
JanKo automatically extracts and displays only the valid formulas from the input
�les. It recognizes both CTL and LTL formulas, but allows only one type to be
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processed at a time (with the help of a radio button on the central panel). It is
important to point out that our tool can process LTL formulas as well, though the
original Open Incremental Model Checking does only support CTL temporal logic
language.
Although JanKo still requires human interaction to decide whether interoperability
is possible between two components (represented by the input �les or formula sets
manually entered), the tool is already a signi�cant step to automatize the use of
OIMC in practice.
We are currently working on the integration of JanKo into the NuSMV model
checker. As a �rst step the tool is being prepared to support input �les as com-
mand line parameters. We have also contacted the research & development group
featuring Roberto Cavada et al. to initiate a joint research on this topic [18].

Thesis 4. The tool we have developed automatically completes the �rst steps of the
OIMC algorithm by using �les as an input containing the model checking results of
both the base component and the extension, then it extracts the speci�cation formulas,
and �nally generates their respective closures. The algorithm generating the closures
has also been developed by us. The tool enables the visual comparison of the closures
of formula sets derived from the two components. The source code of the tool can be
found in Appendix A.

3.5 Formal veri�cation of network protocols

Network protocols have all the characteristics of large and complex software systems,
therefore they are organized into hierarchical layers (e.g. ISO/OSI reference model)
built on each other. The layered structure enables the independent de�nition of
speci�c communication functions, and the separate development of these, based on
di�erent standards. A protocol belonging to a speci�c layer operates similarly to a
black box that provides services to the layer above, communicates with entities of
the same layer, meanwhile using services provided by the layer below. The actual
protocol consists of the communication rules of the given layer, and the services
provided to the layer above (service speci�cation). The description of the entities of
the protocol together with the service speci�cation is called protocol speci�cation.

Thesis 5. We have approached the formal veri�cation of network protocols from
a new perspective. According to our method we consider the OSI/ISO multilayered
reference model a component-based software system, as each layer behaves as a black
box and communicates with another layer exclusively through its interfaces. Every
single layer can use the services of the layer below and o�er services only to the
layer above.

We have taken as an example the Open Shortest Path First (OSPF) protocol, which
is an internal routing protocol used on the largest scale. We have presented a model
which has been successfully described on the basis of o�cially available data, and
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which proves the existence of an adequately functioning OSPF routing protocol. The
veri�cation of the protocol has been illustrated by statements in Section 5.3 which
supported the hypothesis and yielded the expected results.

Thesis 6. Building on this analogy we have created a model of the widespread routing
protocol OSPF on the basis of o�cially available data in the Request For Comments
(RFC) 2328 document. Subsequently we have proved that the protocol functions prop-
erly and meets all the requirements of the original service speci�cation.

This model can be extended in the future by building con�gurations with more in-
terconnected routers to verify and demonstrate additional features of authentication
or Link State Advertisement (LSA) synchronization processes/state machines.
In the process of examining the routing protocol, in one of the router families running
the Internetwork Operating System (IOS) we have discovered a serious security
exploit, whose modeling by using formal instruments has not been completed yet.
Details of the security issue are presented in Section 5.4. Unfortunately, neither did
we have enough time to check this phenomenon on other types of the 2800 series,
nor were we able to analyze this anomaly formally yet. Nevertheless we are hoping
to complete this investigation in the near future.

Full articles in refereed journals

[1] Dávid, Á., Kozma, L., Pozsgai, T. (2008), �On the model checking of a sys-
tem consisting of many similar components�, Annales Univ. Sci. Budapest, Sect.
Comp. 28, pp. 183-195.

[2] Dávid, Á., Pozsgai, T., Kozma, L. (2007), �Extending a system with veri�ed
components�, Periodica Polytechnica, Vol 51, Issue 3-4, pp. 133-139.

[3] Dávid, Á., Kozma, L., Varga, L. (2006), �On the correctness of data type classes
based on contracts�, Pure Mathematics and Applications, Volume 17, Issue 3-4,
pp. 251-261, ISSN 1788-800X.

Full papers in refereed conference proceedings

[4] Dávid, Á., Kozma, L. (2009), �Educational aspects of incremental model check-
ing�, Proceedings of the 3rd International Multi-Conference on Society, Cyber-
netics and Informatics, Vol 2, pp. 190-194, Jul 10-13, 2009, Orlando, Florida,
USA, ISBN-10: 1-934272-73-6, ISBN-13: 978-1-934272-73-2.

[5] Dávid, Á., Pozsgai, T., Kozma, L. (2007), �On the granularity of components�,
7th International Conference on Applied Informatics, pp. 219-228, Jan 28-31,
2007, Eger, Hungary.

7



Veri�cation of Component-Based Software with Model Checking

Full papers in conference proceeedings

[6] Dávid Á., Csatári J., Beleznay P. (2012), �Hálózati protokollok formális szem-
mel�, Networkshop 2012 (konferenciakiadvány), Veszprém, 2012. április 10-13.,
ISBN: 978-963-88335-1-8.

[7] Dávid, Á., Kozma, L. (2011), �Hálózatbiztonság formális szemmel�, Informatika
a fels®oktatásban (konferenciakiadvány), 608-612. o., 2011. augusztus 24-26., De-
brecen, ISBN 978-963-473-461-1.

[8] Dávid, Á. (2008), �Formális szoftververi�kációs eszközök alkalmazásának ne-
hézségei a gyakorlatban�, Informatika a fels®oktatásban (konferenciakiadvány),
2008. augusztus 27-29., Debrecen.

[9] Dávid, Á., Gál, B. (2008), �A modellellen®rzés kihívásai�, Informatika Korszer¶
Technikái Konferencia (konferenciakiadvány), 2008. március 7-8., Dunaújváros.

[10] Dávid, Á. (2007), �Inkrementális modellellen®rzés a gyakorlatban�, Fels®oktatási
matematika-, �zika- és számítástechnika oktatók XXXI. Konferenciája (konfer-
enciakiadvány), 2007. augusztus 23-25., Dunaújváros.

[11] Dávid, Á., Pozsgai, T., Kozma, L. (2005), �Environment for concurrent pro-
gramming�, Proceedings of the 5th International Conference of PhD Students,
Aug 14-20, 2005, Miskolc, Hungary.

[12] Dávid, Á., Pozsgai, T., Kozma, L. (2005), �Educational framework for develop-
ing applications built from veri�ed components�, Proceedings of the Ninth Sym-
posium on Programming Languages and Software Tools, pp. 7-18, Aug 13-14,
2005, Tartu, Estonia, published by Tartu University Press.

References

[13] Amla, N., Du, X., Kuehlmann, A., Kurshan, R. P., McMillan, K. L. (2005),
�An Analysis of SAT-Based Model Checking Techniques in an Industrial Envi-
ronment�, LNCS 3725, pp. 254-268.

[14] Andrews, G. R. (1989), �A Method for Solving Synchronization Problems�, Sci-
ence of Computer Programming, 13 1989/90, pp. 1-21.

[15] Bensalem, S., Bouajjani, A., Loiseaux, L., Sifakis, J. (1993), �Property preserv-
ing simulations�, LNCS 663, pp. 260-273.

[16] Berard, B., Bidoit, M., Finkel, A., Laroussinie, F., Petit, A., Petrucci, L., Sch-
noebelen, P. (2001), Systems and Software Veri�cation: Model-Checking Tech-
niques and Tools, Springer.

8



Veri�cation of Component-Based Software with Model Checking

[17] Biere, A., Cimatti, A., Clarke, E. M., Strichman, O., Zhu, Y. (2003), �Bounded
Model Checking�, Advances in Computers, Vol. 58, Academic Press (pre-print).

[18] Cavada, R., Cimatti, A., Olivetti, E., Keighren, G., Pistore, M.,
Roveri, M., Semprini, S., Tchaltsev, A.: NuSMV 2.5 User Manual,
http://nusmv.fbk.eu/NuSMV/userman/v25/nusmv.pdf

[19] Clarke, E. M., Grumberg, O., Long, D. E. (1994), �Model checking and abstrac-
tion�, ACM Transactions on Programming Languages and Systems (TOPLAS),
Vol. 16, Issue 5, pp. 1512-1542.

[20] Clarke, E., Grumberg, O., Peled, D. (2000), Model Checking, MIT Press.

[21] Crnkovic, I., Hnich, B., Jonsson, T., Kiziltan, Z. (2002), �Speci�cation, Imple-
mentation and Deployment of Components�, Communications of the ACM, Vol.
45, pp. 35-40.

[22] Dams, D., Gerth, R., Grumberg, O. (1993), �Generation of reduced models for
checking fragments of CTL�, Proceedings of the 5th Conference on Computer-
Aided Veri�cation, LNCS 697, pp. 479-490.

[23] Dams, D., Gerth, R., Grumberg, O. (1997), �Abstract interpretation of re-
active systems�, ACM Transactions on Programming Languages and Systems
(TOPLAS), Vol. 19, Issue 2, pp. 253-291.

[24] Emerson, E. A., Sistla, A. P. (1996), �Symmetry and model checking�, Formal
Methods in System Design � Special issue on symmetry in automatic veri�cation,
Vol. 9, Issue 1-2, pp. 105-131.

[25] Godefroid, P., Pirottin, D. (1993), �Re�ning dependencies improves partial-
order veri�cation methods�, Proceedings of the 5th Conference on Computer-
Aided Veri�cation, LNCS 697, pp. 438-449.

[26] Hopkins, J. (2000), �Component primer�, Communications of the ACM, Vol.
43, pp. 27-30.

[27] Huber, P., Jensen, A., Jepsen, L., Jensen, K. (1985), �Towards reachability trees
for high-level Petri nets�, LNCS 188, pp. 215-233.

[28] Ip, C. W., Dill, D. L. (1996), �Better veri�cation through symmetry�, Formal
Methods in System Design � Special issue on symmetry in automatic veri�cation,
Vol. 9, Issue 1-2, pp. 41-75.

[29] Johnson, R. E. (1997) �Frameworks = (Components + patterns)�, Communica-
tions of the ACM, Vol. 40.

9



Veri�cation of Component-Based Software with Model Checking

[30] Kurshan, R. P. (1990), �Analysis of discrete event coordination�, REX workshop
Proceedings on Stepwise re�nement of distributed systems: models, formalisms,
correctness, pp. 414-453.

[31] Lee, S. C., Shirani, A. I. (2004), �A component based methodology for web ap-
plication development�, Journal of Systems and Software, Volume 71, Issue 1-2,
pp. 177-187.

[32] McMillan, K. L. (1993), Symbolic Model Checking: An Approach to the State
Explosion Problem, Kluwer Academic.

[33] McMillan, K. L. (2003), �Methods for exploiting SAT solvers in unbounded model
checking�, MEMOCODE'03 Proceedings of the First ACM and IEEE Interna-
tional Conference on Formal Methods and Models for Co-Design, pp. 135-144.

[34] Miller, A., Donaldson, A., Calder, M. (2006), �Symmetry in temporal logic model
checking�, ACM Computing Surveys (CSUR), Vol. 38, Issue 3, Art. 8.

[35] Müller-Olm M., Schmidt, D. A., Ste�en, B. (1999), �Model checking: a tutorial
introduction�, Proc. of the 6th Static Analysis Symposium, G. File and A. Cortesi
(eds.), LNCS 1694, pp. 330â��354.

[36] Peled, D. (1994), �Combining partial order reductions with on-the-�y model
checking�, LNCS 818, pp. 377-390.

[37] Sparling M. (2000), �Lessons learned through six years of component-based de-
velopment�, Communications of the ACM, pp. 47-53, Vol. 43.

[38] Szyperski, C. (2002), Component Software � Beyond Object-Oriented Program-
ming (Second Edition), Addison-Wesley/ACM Press.

[39] Thang N. T., Katayama T. (2004), �Open Incremental Model Checking (Ex-
tended Abstract)�, Proceedings of ACM SIGSOFT Symposium on the Founda-
tions of Software Engineering, pp. 134-137, Oct 31-Nov 1, 2004, Newport Beach,
California, USA.

[40] Thang, N. T., Katayama, T. (2005), �Speci�cation and veri�cation of intercom-
ponent constraints in CTL�, ACM SIGSOFT Software Engineering Notes, pp.
1-8, Vol. 31, Issue 2.

[41] Valmari, A. (1990), �A stubborn attack on state space explosion�, Proceedings
of the 2nd Workshop on Computer-Aided Veri�cation, LNCS 531, pp. 156-165.

[42] Vitharana, P. (2003), �Risks and Challenges of Component-based Software De-
velopment�, Communications of the ACM, Vol. 46, pp. 67-72.

[43] Yang, J (2003), �Web Service Componentization�, Communications of the ACM,
Vol. 46, pp. 35-40.

10


